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Introduction

Introduction

This guide describes how to replace your CS/CJ-series EtherNet/IP Units or built-in EtherNet/IP ports
and Ethernet Units with security-enhanced models. However, this guide does not provide details on
the use of the products, including safety precautions. Before you perform actual replacement, be sure
to obtain the user’s manuals for both the source and target replacement models, read the safety pre-
cautions and other details on use, and thoroughly check their operations.

Note that this guide is intended for those who have a knowledge of the CS/CJ-series PLCs and experi-
ence in designing equipment that uses the products. Refer to the manuals listed in Related Manuals
on page 17 for details on operating procedures.

Intended Audience

This guide is intended for the following personnel, who must also have knowledge of electrical sys-
tems (an electrical engineer or the equivalent).

» Personnel in charge of introducing FA systems.

» Personnel in charge of designing FA systems.

» Personnel in charge of installing and maintaining FA systems.

» Personnel in charge of managing FA systems and facilities.

Note that this guide is intended for those who have a knowledge of the CS/CJ-series PLCs and experi-
ence in designing equipment that uses the products. Refer to the manuals listed in Related Manuals
on page 17 for details on operating procedures.

Applicable Products

This guide covers the following products.

Source replacement models:

» CJ-series CJ2 CPU built-in EtherNet/IP port
CJ2H-CPU6GL-EIP, CJ2M-CPU3[]

» CS/CJ-series EtherNet/IP Unit
CJ1W-EIP21, CS1W-EIP21

» CS/CJ/CS1D-series Ethernet Unit
CJ1W-ETN21, CS1W-ETN21, CS1D-ETN21D

Target replacement models:

» CJ-series CJ2 CPU Unit
CJ2H-CPU6L, CJ2M-CPU1]

» CS/CJ-series EtherNet/IP Unit
CJ1W-EIP21S, CS1W-EIP21S
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Manual Structure

Manual Structure

Page Structure

The following page structure is used in this manual.

4 Installation and Wiring ————-— Level 1 heading
Level 2 heading

Level 2 heading———— 4-3 Mounting Units ~ Level 3 heading

Gives the current
4-3-1  Connecting Controller Components headings.

Level 3 heading——
The Units that make up an NJ-series Controller can be connected simply by pressing the Units together
and locking the sliders by moving them toward the back of the Units. The End Cover is connected in the

same way to the Unit on the far right side of the Controller.

A Step ina proced Ure@ ————————1 Join the Units so that the connectors fit exactly.

Indicates a procedure.

snun Buunow -y

— Page tab

Gives the number
of the main section.

T

2 The yellow sliders at the top and bottom of each Unit lock the Units together. Move the sliders
toward the back of the Units as shown below until they click into place.

Move the sliders toward the back
until they lock into place.

SJusUOdWIOD Jal10AU0D BURKBUUOD |-E-p

. . . ions for C U
Special information L} o Corectes
The sliders on the tops and bottoms of the Power Supply Unit, CPU Unit, I/O Units, Special I/O
. . Units, and CPU Bus Units must be completely locked (until they click into place) after connecting
Icons indicate the adjacent Unit connectors.
precautions, additional
information, or reference

information.

&g e

NJ-series CPU Unit Hardware User's Manual (W500) 49

Manual name

Note This illustration is provided only as a sample. It may not literally appear in this manual.
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Manual Structure

Special Information

Special information in this manual is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

mPrecautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.

@Additional Information

Additional information to read as required.
This information is provided to increase understanding or make operation easier.

Version Information

Information on differences in specifications and functionality for applicable products with different unit
versions and for different versions of the Support Software is given.
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Sections in this Manual

Sections in this Manual

Source and Target Replacement Models

Replacing a System
with the CJ2 CPU Built-in EtherNet/IP Port

Replacing a System with the CLI1W-EIP21

Replacing a System with the CLI1W-ETN21

Replacing a System with the CS1D-ETN21D

Appendices

Index
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Terms and Conditions Agreement

Terms and Conditions Agreement

Warranty, Limitations of Liability

I Warranties

® Exclusive Warranty
Omron’s exclusive warranty is that the Products will be free from defects in materials and work-
manship for a period of twelve months from the date of sale by Omron (or such other period ex-
pressed in writing by Omron). Omron disclaims all other warranties, express or implied.

® Limitations
OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF
THE PRODUCTS. BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE
PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based
on infringement by the Products or otherwise of any intellectual property right.

® Buyer Remedy
Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally
shipped with Buyer responsible for labor charges for removal or replacement thereof) the non-com-
plying Product, (ii) repair the non-complying Product, or (iii) repay or credit Buyer an amount equal
to the purchase price of the non-complying Product; provided that in no event shall Omron be re-
sponsible for warranty, repair, indemnity or any other claims or expenses regarding the Products
unless Omron’s analysis confirms that the Products were properly handled, stored, installed and
maintained and not subject to contamination, abuse, misuse or inappropriate modification. Return
of any Products by Buyer must be approved in writing by Omron before shipment. Omron Compa-
nies shall not be liable for the suitability or unsuitability or the results from the use of Products in
combination with any electrical or electronic components, circuits, system assemblies or any other
materials or substances or environments. Any advice, recommendations or information given orally
or in writing, are not to be construed as an amendment or addition to the above warranty.

See https://www.omron.com/global/ or contact your Omron representative for published informa-
tion.

I Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CON-
SEQUENTIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY
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Terms and Conditions Agreement

WAY CONNECTED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT,
WARRANTY, NEGLIGENCE OR STRICT LIABILITY.

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on
which liability is asserted.

Application Considerations

I suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At Buy-
er’s request, Omron will provide applicable third party certification documents identifying ratings and
limitations of use which apply to the Product. This information by itself is not sufficient for a complete
determination of the suitability of the Product in combination with the end product, machine, system, or
other application or use. Buyer shall be solely responsible for determining appropriateness of the par-
ticular Product with respect to Buyer’s application, product or system. Buyer shall take application re-
sponsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE
HAS BEEN DESIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS
PROPERLY RATED AND INSTALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIP-
MENT OR SYSTEM.

I Programmable Products

Omron Companies shall not be responsible for the user’s programming of a programmable Product, or
any consequence thereof.

Disclaimers

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual per-
formance is subject to the Omron’s Warranty and Limitations of Liability.

I Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and oth-
er reasons. It is our practice to change part numbers when published ratings or features are changed,
or when significant construction changes are made. However, some specifications of the Product may
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Terms and Conditions Agreement

be changed without any notice. When in doubt, special part numbers may be assigned to fix or estab-
lish key specifications for your application. Please consult with your Omron’s representative at any
time to confirm actual specifications of purchased Product.

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.

Statement of security responsibilities for assumed use cases and
against threats

OMRON SHALL NOT BE RESPONSIBLE AND/OR LIABLE FOR ANY LOSS, DAMAGE, OR EX-
PENSES DIRECTLY OR INDIRECTLY RESULTING FROM THE INFECTION OF OMRON PROD-
UCTS, ANY SOFTWARE INSTALLED THEREON OR ANY COMPUTER EQUIPMENT, COMPUTER
PROGRAMS, NETWORKS, DATABASES OR OTHER PROPRIETARY MATERIAL CONNECTED
THERETO BY DISTRIBUTED DENIAL OF SERVICE ATTACK, COMPUTER VIRUSES, OTHER
TECHNOLOGICALLY HARMFUL MATERIAL AND/OR UNAUTHORIZED ACCESS.

It shall be the users sole responsibility to determine and use adequate measures and checkpoints to
satisfy the users particular requirements for (i) antivirus protection, (ii) data input and output, (iii) main-
taining a means for reconstruction of lost data, (iv) preventing Omron Products and/or software instal-
led thereon from being infected with computer viruses and (v) protecting Omron Products from unau-
thorized access.
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Safety Precautions

Definition of Precautionary Information

The following notation is used in this manual to provide precautions required to ensure safe usage of
the source and target replacement models of CS/CJ-series Programmable Controllers.

The safety precautions that are provided are extremely important to safety. Always read and heed the
information provided in all safety precautions.

The following notation is used.

Indicates a potentially hazardous situation which, if not avoided,

WARN I N G could result in death or serious injury. Additionally, there may be
severe property damage.

Indicates a potentially hazardous situation which, if not avoided,

= may result in minor or moderate injury, or property damage.
A Caution

Symbols

The circle and slash symbol indicates operations that you must not do.
The specific operation is shown in the circle and explained in text.
This example indicates prohibiting disassembly.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a precaution for electric shock.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a general precaution.

The filled circle symbol indicates operations that you must do.
The specific operation is shown in the circle and explained in text.
This example shows a general precaution for something that you must do.

S>P &
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Warnings

/\ WARNING

Refer to the following manuals for warnings.

Source replacement models

Series Unit name Model numbers Manual name
CJ Series CJ2 CPU built-in | CJ2H-CPU6- e CJ-series CJ2 CPU Unit Hardware User’s Manual
EtherNet/IP port | EIP (Cat. No. W472)
CJ2M-CPU3 * CJ-series CJ2 CPU Unit Software User’s Manual
(Cat. No. W473)
* CS/CJ-series EtherNet/IP Units Operation Manual
(Cat. No. W465)
CS/CJ Series | EtherNet/IP Unit | CJ1W-EIP21 CS/CJ-series EtherNet/IP Units Operation Manual (Cat.
CS1W-EIP21 No. W465)
CS/CJ Series | Ethernet Unit CJ1W-ETN21 * Ethernet Units Operation Manual Construction of
CS1W-ETN21 Networks (Cat. No. W420)

» Ethernet Units Operation Manual Construction of
Applications (Cat. No. W421)

CS1D Series

CS1D Ethernet
Unit

CS1D-ETN21D

CS-series Ethernet Units for CS1D PLCs Operation
Manual (Cat. No. W430)

Target replacement models

Series Unit name Model numbers Manual name
CJ Series CJ2 CPU Unit CJ2H-CPU6B * CJ-series CJ2 CPU Unit Hardware User’s Manual (Cat.
CJ2M-CPU1O No. W472)
e CJ-series CJ2 CPU Unit Software User’s Manual (Cat.
No. W473)
CS/CJ Series | EtherNet/IP Unit | CJ1W-EIP21S CS/CJ-series EtherNet/IP Units Operation Manual (Cat.
CS1W-EIP21S | No. W465)

Cautions

Refer to the manuals shown in Warnings on page 14 for cautions.
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Precautions for Safe Use

Precautions for Safe Use

Refer to the manuals shown in Warnings on page 14 for precautions for safe use.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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Precautions for Correct Use

Precautions for Correct Use

Refer to the manuals shown in Warnings on page 14 for precautions for correct use.
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Related Manuals

Related Manuals

The following table shows the manuals related to this product. Use these manuals for reference.

Manual name :;t' Model numbers Application Description
CX-Programm- | W446 | CXONE-ALOOD- | Learning how to Describes the operating procedures of the CX-Pro-
er Ver. 9.1 Op- V4 operate the CX- grammer.
eration Manual Programmer, i.e., a
programming tool
for Windows com-
puters.
CX-One Setup | W463 | CXONE-ALOOD- | Installing the CX- Provides an overview of the CX-One FA Integrated
Manual V4/LTOOO-V4 One software. Tool Package and describes how to install the CX-
One.
CS/CJ/CPINSJ- | W464 | CXONE-ALOCID- | Learning about net- | Describes the operating procedures of the CX-Inte-
series CX-Inte- V4 work configuration | grator.
grator Ver. 2.0 (data links, routing
Operation Man- tables, Communi-
ual cations Unit set-
tings, etc.).
CS/CJ-series W465 | CST1W-EIP21 Learning how to Provides information on using an EtherNet/IP Unit
EtherNet/IP™ CJ1W-EIP21 use an EtherNet/IP | that is connected to a CS/CJ-series CPU Unit. The
Units CJ2H-CPUGLI-EIP | Unit. basic setup, tag data links, and FINS communica-
Operation Man- CJ2M-CPU3O tions are described.
ual CS1W-EIP21S
CJ1W-EIP21S
CJ-series Pro- | W393 | CJ1H-CPUOOH-R | Learning the basic | Provides the following information on the CJ-series
grammable CJ1G/H-CPULOIH | specifications of CPU Units.
Controllers CJ1G-CPULIOIP the CJ Series, in- * Overview and features
Operation Man- CJ1M-CPUOO cluding introductory | = System configuration
ual CJ1G-CPUO information, de- * Installation and wiring
signing, installation, | « 1/0 memory allocations
and maintenance. |+ Remedies for errors
Use this manual together with the CS/CJ/NSJ-
series Programmable Controllers Programming
Manual (Cat. No. W394).
CJ-series W473 | CJ2H-CPUGLI-EIP | Learning the func- | Provides the following information on the CJ2 CPU
CJ2 CPU Unit CJ2H-CPU6 tions and applica- Units.
Software cJ2m-cPuI tion methods of the | « CPU Unit operation

User’s Manual

CJ2-series PLC
software.

* Internal memory

* Programming

» Settings

* Function built into the CPU Unit

Use this manual together with the CJ-series CJ2
CPU Unit Hardware User’s Manual (Cat. No.
w472).

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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Related Manuals

Cat.

Manual name No. Model numbers Application Description
CJ-series W472 | CJ2H-CPUB-EIP | Learning the func- | Provides the following information on the CJ2 CPU
CJ2 CPU Unit CJ2H-CPU6G] tions and applica- Units.
Hardware CJ2mMm-CPUIO tion methods of the | ¢ Overview and features
User’s Manual CJ2-series PLC * Basic system configuration
hardware. * Part names and functions
* Mounting and setting procedure
* Remedies for errors
Use this manual together with the CJ-series CJ2
CPU Unit Software User’s Manual (Cat. No. W473).
CS-series Pro- | W339 | CS1G/H-CPUL] Learning the basic | Provides the following information on the CS-series
grammable CH specifications of CPU Units.
Controllers the CS Series, in- * Overview and features
Operation Man- cluding introductory | « System configuration
ual information, de- * Installation and wiring
signing, installation, | « /O memory allocations
and maintenance. |« Remedies for errors
Use this manual together with the CS/CJ/NSJ-
series Programmable Controllers Programming
Manual (Cat. No. W394).
CS/CJ/INSJ-ser- | W394 | CS1G/H-CPU] Learning about the | Provides the following information on the CS/CJ/
ies Programma- COH functions of the NSJ-series CPU Units.
ble Controllers CS1G/H-CPULI- | CS/CJ/NSJ Series. | * Programming
Programming V1 * Tasks
Manual CS1D-CPUO * File memory
OOHA/H * Functions
CS1D-CPUO Use this manual together with the Programmable
LISA/S Controllers Operation Manual (Cat. No. W339 for
CS1D-CPUOIOIP CS Series or Cat. No. W393 for CJ Series).
CJ1H-CPUOOH-R
CJ1G/H-CPUICIH
CJ1G-CPUOIOP
CJ1M-CPUOO
CJ1G-cPUO
NSJO-O0000(B)-
G5D
NSJO-O00O0O0(B)-
M3D
CS1D Duplex W405 | CS1D-CPUO Learning the basic | Provides the following information on the CS1D Du-
System OOHAMH specifications of plex System.
Operation Man- CsS1D-CPUO the CS1D Duplex * Overview and features
ual LISA/S System, including * System configuration

CS1D-DPL01/02D
CS1D-PA/PDOONO

introductory infor-
mation, designing,
installation, and
maintenance, as
well as duplex-re-
lated matters.

* Duplex system

* Installation and wiring

* 1/O memory allocations

* Remedies for errors

The operating procedures of the Programming
Console for replacing Units online are also descri-
bed. Use this manual together with the CS/CJ/NSJ-
series Programmable Controllers Programming
Manual (Cat. No. W394).
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Related Manuals

Cat.

Manual name No. Model numbers Application Description
Ethernet Units | W420 | CS1W-ETN21 Using the Ethernet | Provides information on the Ethernet Units. The ba-
Operation Man- CJTW-ETN21 Units. sic setup and FINS communications are described.
ual Refer to the CS/CJ/CP/NSJ-series Communications
Construction of Commands Reference Manual (Cat. No. W342) for
Networks details on FINS commands that are sent to CS/CJ-
series CPU Units via FINS communications service.
Ethernet Units W421 | CS1W-ETN21 Using the Ethernet | Provides information on creating a host application
Operation Man- CJ1W-ETN21 Units. for the mail send/receive, socket service, automatic
ual clock adjustment, FTP server, and FINS communi-
Construction of cations functions.
Applications
CS-series W430 | CS1D-ETN21D Using the Ethernet | Provides information on the Ethernet Units. The ba-
Ethernet Units Units. sic setup and FINS communications are described.
for CS1D PLCs When using FINS communications service:
Operation Man- Refer to the CS/CJ/CP/NSJ-series Communications
ual Commands Reference Manual (Cat. No. W342) for
details on FINS commands that are sent to CPU
Units.
CJ-series W495 | CJ1W-EIP21 Learning how to Information on using an EtherNet/IP Unit that is
EtherNet/IP™ CJ1W-EIP21S use the EtherNet/IP | connected to an NJ-series CPU Unit is provided.

Units
Operation Man-
ual

for NJ-series
CPU Unit

Units.

Information is provided on the basic setup, tag data
links, and other features.

Use this manual together with the NJ-series CPU
Unit Hardware User’s Manual (Cat. No. W500) and
NJ/NX-series CPU Unit Software User’s Manual
(Cat. No. W501).
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Revision History

Revision History

A manual revision code appears as a suffix to the catalog number on the front and back covers of the
manual.

Cat. No. | P152-E1-03 |
T— Revision code

Ri‘;':':n Date Revised content

01 July 2023 Original production

02 October 2024 Revisions for adding the unit setting porting assistant function to the CX-Pro-
grammer.

03 April 2025 * Made changes accompanying the connection support of CJ1W-EIP21S to

CP1H CPU Units.

* Made changes on the connection restrictions of the Power Supply Units when
the CJ1W-EIP21S is used.

* Added information on the hardware revision.
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Source and Target Replacement
Models

This section provides information on source and target replacement models and Sup-
port Software.

1-1 Source Replacement Models ... s 1-2
1-2 Target Replacement Models...........cccoomriiiiii s 14
1-2-1 System with the CJ2 CPU Built-in EtherNet/IP Port.........c.ccccooviviiiieiiiieeen. 1-4
1-2-2 System with the CLITW-EIP21 ... 1-9
1-2-3 System with the COTW-ETN2T ... 1-10
1-2-4 System with the CSTD-ETN21D ... 1-12
1-3  SUPPOrt SOFtWArE ... e 1-15
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1 Source and Target Replacement Models

1-1  Source Replacement Models

The table below provides information on source replacement models. It also shows for each source
replacement model where in this guide the replacement information is available.

Source replacement model Reference for replacement information
Series Unit Model num- Remarks Target replace- Replacement proce-
name bers ment model dure
CJSer- | CJ2CPU | CJ2H- --- 1-2-1 System with Section 2 Replacing a
ies built-in CPUGLI-EIP the CJ2 CPU Built- | System with the CJ2
EtherNet/l | CJ2M- in EtherNet/IP Port | CPU Built-in
P port™! CPU3O on page 1-4 EtherNet/IP Port on
page 2-1
CS/CJ EtherNet/l | CJ1W- This guide applies to the case 1-2-2 System with Section 3 Replacing a
Series P Unit™! EIP21 where the COO1W-EIP21 is mount- | the CL7J1W-EIP21 System with the C
CS1W- ed on the following CPU Units. on page 1-9 [J1W-EIP21 on page
EIP21 * CJ2H-CPUOO 3-1
* CJ2H-CPUOO-EIP
* CJ2M-CPUOO
e CJ1G-CPU4OIP
* CS1G-CPUOOH
e CS1H-CPUOIIH
* CS1D-CPUOOHAMH
* CS1D-CPULIISA/S
* CS1D-CPUIOIP
* CP1H-X40DI-O
* CP1H-XA40DO-0O
e CP1H-Y20DT-D
CS/CJ Ethernet | CJ1W- This guide applies to the case 1-2-3 System with Section 4 Replacing a
Series Unit ETN21 where the CCJ1W-ETN21 is mount- | the CL/1W-ETN21 System with the C
CS1W- ed on the following CPU Units. on page 1-10 [71W-ETN21 on page
ETN21 * CJ2H-CPUOO 4-1
* CJ2H-CPUOO-EIP
* CJ2M-CPUOO
* CJ1G-CPU4OP
* CS1G-CPUOOH
* CS1H-CPUOCH
e CS1D-CPUOOHA/MH
* CS1D-CPULIISA/S
e CS1D-CPUOIOP
* CP1H-X40D-OJ
* CP1H-XA40DO-O
* CP1H-Y20DT-D
CS1D CS1D CS1D- - 1-2-4 System with Section 5 Replacing a
Series Ethernet | ETN21D the CS1D-ETN21D | System with the
Unit on page 1-12 CS1D-ETN21D on
page 5-1

*1.  In this guide, the CJ-series CJ2 CPU built-in EtherNet/IP port and CS/CJ-series EtherNet/IP Unit are collectively refer-
red to as "EtherNet/IP Unit or built-in EtherNet/IP port".
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1 Source and Target Replacement Models

@ Additional Information

Refer to the CJ-series EtherNet/IP Units Operation Manual for NJ-series CPU Unit (Cat. No.
W495) for information on replacing the CJ1W-EIP21 mounted on an NJ-series CPU Unit with
the CJTW-EIP21S.

S|opo\ Juawaoe|day 821n0S |-|

The next section provides information on target replacement models for the above source replacement
models.
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1 Source and Target Replacement Models

1-2 Target Replacement Models

This section provides information on target replacement models for each system that uses one of the

listed source replacement models.

@ Precautions for Correct Use

The external dimensions, specifications, programs and settings, etc. are subject to change due
to replacement depending on the source replacement model and operating conditions. For de-
tails, in addition to this guide, refer to the user’s manuals for both the source and target replace-

ment models.

1-2-1  System with the CJ2 CPU Built-in EtherNet/IP Port

This section provides information on the target replacement models when CJ2H-CPUGI-EIP and
CJ2M-CPU3L] are the source replacement models. The description is given for each model.

I system with the CJ2H-CPUGI-EIP

Source replacement mod-

ol Target replacement model

Remarks

CJ2H-CPUB-EIP" CJ2H-CPU6BO"
+

CJ1W-EIP21S

If network symbols are used, use the CPU Unit
with unit version 1.6 or later.

*1.  The wildcard character "[ 1" in the CPU Unit model is a number between 4 and 8, which differs depending on
the program capacity and data memory capacity. Basically, for the target replacement model, choose a CPU
Unit model with the same number as that of the source replacement model.
Example: Replace the CJ2H-CPU68-EIP with the CJ2H-CPUGS.
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1 Source and Target Replacement Models

CJ2H-CPUGL-EIP

S|9pOI\ Juswaoe|day y3abie] z-1

Built-in EtherNet/IP port
Replacement

[]

EtherNet/IP port
CJ2H-CPU6O CJ1W-EIP21S

A replacement example is shown below.

Hod dIASNIBUIT uI-HINg NdD 2ZrD dUl UM wisysAs |-z-|
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1 Source and Target Replacement Models

omRron
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CJ2H-CPU6G4 and CJ1W-EIP21S

If the CJTW-EIP21 is mounted, replace it with the CJ1W-EIP21S.
Refer to 1-3 Support Software on page 1-15 for information on Support Software that supports the
target replacement models.

| system with the cJ2m-cPU3C

Source replace- Target replacement Remarks
ment model model
CJ2M-CPU3 CJ2M-CPU1T If network symbols are used, use the CPU Unit with unit version
+ 2.2 or later.
CJ1W-EIP21S If a Serial Option Board is used, refer to Replacement When a
Serial Option Board Is Used on page 1-8.

*1.  The wildcard character "[1" in the CPU Unit model is a number between 1 and 5, which differs depending on
the program capacity and data memory capacity. Basically, for the target replacement model, choose a CPU
Unit model with the same number as that of the source replacement model.
Example: Replace the CJ2M-CPU35 with the CJ2M-CPU15.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)



1 Source and Target Replacement Models

CJ2M-CPU3D

S|9pOI\ Juswaoe|day y3abie] z-1

Built-in EtherNet/IP port
Replacement

[]
/ \ EtherNet/IP port
CJ2M-CPU1H CJIW-EIP21S

Hod dIASNIBUIT uI-HINg NdD 2ZrD dUl UM wisysAs |-z-|

A replacement example is shown below.
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1 Source and Target Replacement Models

omron
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S
4 J

e
CJ2M-CPU15 and CJ1W-EIP21S

If the CJTW-EIP21 is mounted, replace it with the CJ1W-EIP21S. However, you can mount up to two
CJ1W-EIP21S Units on the CJ2M-CPU1[.

Refer to 1-3 Support Software on page 1-15 for information on Support Software that supports the
target replacement models.

® Replacement When a Serial Option Board Is Used
If a Serial Option Board (CP1W-CIF[I[) is used with the source replacement model CJ2M-
CPU3L], a configuration change is required.
The table below shows what configuration change is required for the target replacement model

CPU Unit.
Source replacement model Configuration change
CP1W-CIF01 Use the built-in RS-232C interface on the CJ2M-CPU1[.
(RS-232C)
CP1W-CIF11 Change the configuration to directly connect an RS-422A Converter (CJ1W-
(RS-422A/485 (non-isolated)) | CIF11) to the built-in RS-232C interface on the CJ2M-CPU1[1.
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1 Source and Target Replacement Models

Source replacement model

Configuration change

CP1W-CIF12

(RS-422A/485 (isolated))

ble.

Change the configuration to connect the built-in RS-232C interface on the
CJ2M-CPU1 and an RS-232C/RS-422A Converter (NT-AL0O1) with a ca-

Refer to Connecting to a Serial Port on the CPU Unit in Appendices of the CJ-series CJ2 CPU Unit
Hardware User’s Manual (Cat. No. W472) for details on connecting to a serial port on the CJ2-ser-

ies CPU Unit.

1-2-2  System with the CC11W-EIP21

The table below shows the target replacement models when CJ1W-EIP21 and CS1W-EIP21 are the
source replacement models.

Source replacement model

Target replacement model

CJ1W-EIP21 CJ1W-EIP21S
CS1W-EIP21 CS1W-EIP21S

CJ1W-EIP21 CS1W-EIP21

CJ-series CS-series

CPU Unit CPU Unit

EtherNet/IP port EtherNet/IP port
Replacement Replacement
CJ-series CS-series
CPU Unit CPU Unit

L]

\ EtherNet/IP port
CJIW-EIP21S

[]

EtherNet/IP port
CS1W-EIP21S

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 1-9
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1 Source and Target Replacement Models

EIP21 EIP21S
o & 52 P H O g F
(oo s 00 0, i
«r | Replace @UNW g Replace
@N° -ment * -ment
NODE NODE| Nr?gE E
@MG @x’\{?ﬁ @MG @gga e
IP  ADDRESS 1P ADDRESS
IP ADDRESS IP ADDRESS
SUBNET MASK SUBNET MASK
SUBNET MASK SUBNET MASK
oEASE rggﬁzév e e
[ = =
=)
CJ1W-EIP21 CJ1W-EIP21S CS1W-EIP21 CS1W-EIP21S

Refer to 1-3 Support Software on page 1-15 for information on Support Software that supports the
target replacement models.

M Precautions for Correct Use

The CO1W-EIP21S can be used with the following CPU Units. Therefore, the CC11W-EIP21
cannot be replaced with the CCI1W-EIP21S when it is mounted on a CPU Unit other than those
listed below.

« CJ2H-CPUOO

» CJ2H-CPUOIO-EIP

- CJ2M-CPUOO

* CJ1G-CPU40IP

+ CS1G-CPUOOH

* CS1H-CPUOIOH

» CS1D-CPUOOHA/H

» CS1D-CPULIISA/S

+ CS1D-CPUOICIP

» CP1H-X40DOI-O

* CP1H-XA40D[I-

e CP1H-Y20DT-D

1-2-3  System with the CLI1W-ETN21

The table below shows the target replacement models when CJ1W-ETN21 and CS1W-ETN21 are the
source replacement models. Replace the Ethernet Units with security-enhanced EtherNet/IP Units.

Source replacement model

Target replacement model

CJ1W-ETN21

CJ1W-EIP21S

CS1W-ETN21

CS1W-EIP21S
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1 Source and Target Replacement Models

CJ1W-ETN21 CS1W-ETN21
CJ-series CS-series
CPU Unit CPU Unit
Ethernet port Ethernet port
Replacement Replacement
CJ-series CS-series
CPU Unit CPU Unit

L] L]

\\ EtherNet/IP port \ EtherNet/IP port
CJ1W-EIP21S CS1W-EIP21S
| = I IElews _ﬂ EE—CS
Trrzz | 0 6
10 ERH TCP FTP HOST DQUODJO aw = e
@UNNO\; Replace @“n%'.T ”N'é” Replace
-ment -ment
©,sOF |
x16 x16 @)x16 @X,\% G 16! 160 ‘
C (P ADDRESS |
SUBNET MASK
100BASE-TX 100BASE-TX ey Bty
10BASE-T M10BASE-T
Fd ) Al
=
CJ1W-ETN21 CJ1W-EIP21S CS1W-ETN21 CS1W-EIP21S

Note The above appearance of the CJ1W-ETN21 is for unit version 1.5 or later. Refer to the Ethernet Units
Operation Manual Construction of Networks (Cat. No. W420) for the appearance of unit version 1.4 or earli-
er.

Refer to 7-3 Support Software on page 1-15 for information on Support Software that supports the
target replacement models.
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1 Source and Target Replacement Models

@ Precautions for Correct Use

* The COO1W-EIP21S can be used with the following CPU Units. Therefore, the CLO1W-ETN21
cannot be replaced with the CLJ1W-EIP21S when it is mounted on a CPU Unit other than
those listed below.

a)
b)
c)
d)
e)
f)

k)

CJ2H-CPULIO
CJ2H-CPULIOI-EIP
CcJ2Mm-cPULI
CJ1G-CPU40IP
CS1G-CPUOOH
CS1H-CPULICH
CS1D-CPULOHA/M
CS1D-CPULICISA/S
CS1D-CPULIOIP
CP1H-X40DO-
CP1H-XA40D0-0
CP1H-Y20DT-D

* The CO1W-EIP21S does not support the mail send/receive and web functions supported by
the CLJ1W-ETN21. If the mail send/receive and web functions are used in the system with
the source replacement model CCI1W-ETN21, you cannot perform replacement.

1-2-4

System with the CS1D-ETN21D

The table below shows the target replacement model when CS1D-ETN21D is the source replacement
model. Replace the CS1D Ethernet Units with security-enhanced EtherNet/IP Units.

Source replacement model

Target replacement model

CS1D-ETN21D

CS1W-EIP21S
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1 Source and Target Replacement Models

CS1D-ETN21D x 2

CS1D
CPU Unit

Ethernet port Ethernet port
Replacement

Cs1D
CPU Unit

EtherNet/IP port EtherNet/IP port

S|9pOI\ Juswaoe|day y3abie] z-1

dLZNL3-aLSO aus ynm weyshs p-z-1

CS1W-EIP21S x 2

Replace
-ment
CS1D-ETN21D CS1W-EIP21S

Refer to 7-3 Support Software on page 1-15 for information on Support Software that supports the
target replacement models.
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1 Source and Target Replacement Models

M Precautions for Correct Use

The CS1W-EIP21S does not support the duplex network function supported by the CS1D-
ETN21D. To replace the CS1D-ETN21D that uses duplex network with the CS1W-EIP21S, you
need to create a duplex network program.

Create the program so that the duplex system specifications before replacement are satisfied.
After replacement, perform a thorough duplex system evaluation to check that the duplex sys-
tem specifications are satisfied.

Refer to Creating a Duplex Communications Program on page 5-19 for creating a duplex net-
work program. Refer to A-1 Duplex Communications Sample Programming on page A-2 for
sample programming.
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1 Source and Target Replacement Models

1-3 Support Software

The table below shows the version of the Support Software that supports the target replacement mod-
els and is used for replacement. If you have a CX-One version lower than 4.61, auto-update it in July
2023 or later. This allows you to update the version of the Support Software to the same state as what
is included in the DVD of version 4.61.

alemyog yoddng ¢-|

Support Sup-

Soft- ported Remarks
ware version
CX-One |4.61 The CX-One provides an integrated package of Support Software for OMRON PLCs and
components.

It consists of software applications for PLC programming, network settings, touch-panel
screen creation, servo control, inverters, temperature control, and other functions. The
CX-Programmer version 9.81, Network Configurator for EtherNet/IP version 3.74a, and
other software that you use to perform the replacement described in this guide are in-
cluded in this package.

In addition, by updating the CX-One with an October 2024 or later release of auto-update, you can use
the CX-Programmer’s unit setting porting assistant to transfer settings to the CL11W-EIP21S. The unit
setting porting assistant is a function to transfer Special Unit settings from the 1/0 table, by importing
the Special Unit Setup file for an EtherNet/IP Unit or built-in EtherNet/IP port, CLI1W-EIP21, or C
CJ1W-ETN21 to the CLO1W-EIP21S.

@ Precautions for Correct Use

The following restrictions apply if you install the Support Software to a computer with an operat-

ing system earlier than Windows 10.

* You cannot install the EIP21S User Management Tool.

* You cannot select secure communications (Secure Comm) in the CX-Programmer and the
PLC Backup Tool.

In addition, the following restrictions apply if you install the Support Software to a computer with

the Windows 10 version earlier than 1803.

* You cannot go online with secure communications (Secure Comm).

* You cannot use user authentication and operation log that depend on secure communica-
tions.

To go online with secure communications (Secure Comm) and use functions that are dependent

on secure communications, install the Support Software to a computer with the Windows 10

version 1803 or later.
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1 Source and Target Replacement Models
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Replacing a System with the CJ2
CPU Built-in EtherNet/IP Port

This section describes the replacement flow and replacement procedures for a system
with the CJ2 CPU built-in EtherNet/IP port.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

2-1 Differences in Specifications, Func-
tions, Etc.

This section describes the differences in specifications, functions, etc. between the source and target
replacement models, and the restrictions that apply in a system with the CJ2 CPU built-in EtherNet/IP
port. Check the differences in specifications, functions, etc. between the source and target replace-
ment models, and the restrictions that apply, to determine the effects of replacement on the hardware,
user program, and applications in the source replacement system.

Check the differences according to the table below.

Source replacement
model
CJ2H-CPUBL-EIP CJ2H-CPU6BL] + CJ1W-EIP21S | 2-1-1 Differences in a System with the CJ2H-

CPU6L-EIP on page 2-2
CJ2M-CPU3O CJ2M-CPU10O + CJ1W- 2-1-2 Differences in a System with the CJ2M-
EIP21S CPU3/[Jon page 2-9

Target replacement model Reference

Note that the wildcard character “[J” in the target replacement CPU Unit model indicates that the same
number as that of the source replacement model is selected.

2-11 Differences in a System with the CJ2H-CPUGLI-EIP

This section describes the differences in specifications, functions, etc. and the restrictions that apply
when you replace the CJ2H-CPUGLI-EIP with the CJ2H-CPU6L] and CJ1W-EIP21S. The following
items are described.

Item Reference
Differences in Unit Functions and Specifica- Differences in Unit Functions and Specifications on page 2-2
tions
Differences in EtherNet/IP Port Memory Allo- | Differences in EtherNet/IP Port Memory Allocation on page
cation 2-8
Restrictions Restrictions on page 2-9

I Differences in Unit Functions and Specifications

The tables below show functions and specifications that differ and the effects of the replacement.

® Hardware Specifications

Source replacement Target replacement
model model
Item CU2H-CPUGL + COTW Effects of replacement
CJ2H-CPUG6LI-EIP EIP21S
Weight 280 g max.™ 281 g max.” The total weight after replacement is 281 g
max., which is an increase of 1 g. Check if the
increase will have any effect.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Item

Source replacement

Target replacement

model model
CJ2H-CPU6 + CJ1W-
CJ2H-CPUGLI-EIP EIP21S

Effects of replacement

Current con-
sumption

0.82 Aat5VDC

1.07 Aat5VDC

The total current consumption after replace-

ment is 1.07 A at 5 VDC, which is an increase
of 0.25 A. If the power supply is insufficient, you
need to replace the Power Supply Unit, or
change the system configuration to use an Ex-
pansion Rack.

For details, refer to 2-3-7 Selecting the Power
Supply Unit and Checking the Dimensions on
page 2-35.

*1.  This includes the weight of the End Cover and battery.

® Functions and Specifications of the CPU Unit

The differences between the source and target replacement CPU Unit models are shown below.

Source replacement

Target replacement

model model
Item CJ2H-CPUSL + CJ1W- Effects of replacement
CJ2H-CPU6L-EIP EIP21S
Type of sym- | Network sym- | Applicable Unit version 1.6 or later: | If network symbols are used in the
bol bols (tags) Applicable source replacement model, use
Self-diagnos- | Non-fatal er- Unit version 1.5 or earli- | the CJ2H CPU Unit with unit ver-
tic and recov- | ror detection: er: Not applicable sion 1.6 or later.
ery Tag memory
error detec-
tion
Number of CPU Bus Unit | 15 max. 16 max. There is no effect.
connectable | Available lo- | Slots 0 to 3 of CPU Rack | Slots 0 to 4 of CPU Rack
Units cation of in-
terrupt

® Functions and Specifications of the EtherNet/IP Port

The differences between the source replacement CPU built-in EtherNet/IP port and the target re-
placement CJ1W-EIP21S are shown below.

Source replacement

Target replacement

model model
Item CU2H-CPUSL] + CTW- Effects of replacement
CJ2H-CPUGLI-EIP EIP21S
CPU Unit Allocated CIO | Socket service functions | Socket service functions | There is no difference in the words
words used Area words not available available used. However, socket service
(CPU Bus functions are added to reserved
Unit words) and unused bits for the source re-
Allocated DM placement model. For details on al-
Area words location and effects, refer to Differ-
(CPU Bus ences in EtherNet/IP Port Memory
Unit words) Allocation on page 2-8.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Item

Source replacement

Target replacement

model model
CJ2H-CPU6L + CJ1W-
CJ2H-CPUGLI-EIP EIP21S

Effects of replacement

Unit setup and tag data link
settings storage for

EtherNet/IP

Non-volatile memory in
the built-in EtherNet/IP
port

Non-volatile memory in
the EtherNet/IP Unit

Reconfigure these settings for the
CJ1W-EIP21S. For details, refer to
2-3-9 Setting Up the CL/1W-
EIP21S on page 2-42 and

2-3-13 Configuring Tag Data Links
on page 2-47.

CIP commu-
nications
service: Tag
data links (cy-
clic communi-
cations)

Allowed com-
munications
bandwidth
per Unit

* 12,000 pps (Built-in
EtherNet/IP port with
unit version 3.0 or lat-
er)

* 6,000 pps (Built-in
EtherNet/IP port with
unit version 2.1 or ear-
lier)

12,000 pps

There is no effect.

Data that can
be refreshed
per CPU Unit
cycle

Output/Transmission
(CPU to EtherNet/IP):
6,432 words
Input/Reception (Ether-
Net/IP to CPU): 6,432
words

(6,368 words for both in-
put and output when
User defined is set for
the layout of the allocat-
ed CIO Area words)

Output/Transmission
(CPU to EtherNet/IP):
6,432 words
Input/Reception (Ether-
Net/IP to CPU): 6,432
words

(6,172 words for output
and 6,236 words for in-
put when User defined is
set for the layout of the
allocated CIO Area
words)

The data size will decrease when
User defined is set for the layout of
the allocated CIO Area words. If
the maximum data size is exceed-
ed, refreshing the data in the CPU
Unit will span multiple cycles.
Check the effects on communica-
tions performance.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Item

Source replacement

Target replacement

model model
CJ2H-CPU6 + CJ1W-
CJ2H-CPU6O-EIP EIP21S

Effects of replacement

FINS commu- | Type of sup- | Socket service com- Socket service com- There is no effect.
nications ported FINS mands not available mands available
service commands
Setting and * Setting function: Not ¢ Setting function: Avail- | * Replacement using the unit set-
default for us- available able ting porting assistant: There is
ing or not us- | Default: Use ¢ Default: Not use no effect.
ing FINS/UDP service FINS/UDP service * Manual replacement: To use the
FINS/UDP FINS function, you need to set
service Use FINS/UDP service. For de-
tails, refer to A-2-1 Setup for Re-
placing a System with the CJ2
CPU Built-in EtherNet/IP Port on
page A-7.
Setting and » Setting function: Not e Setting function: Avail- | « Replacement using the unit set-
default for us- available able ting porting assistant: There is
ing or notus- | ¢ Default: Use ¢ Default: Not use no effect.
ing FINS/TCP FINS/TCP service FINS/TCP service * Manual replacement: To use the
service FINS function, you need to set
Use FINS/TCP service. For de-
tails, refer to A-2-1 Setup for Re-
placing a System with the CJ2
CPU Built-in EtherNet/IP Port on
page A-7.
Keep-alive Fixed to 5 min when the | Can be set in the TCP/IP | There is no effect.
setting keep-alive function is in | Tab Page. The default is
effect. 5 min.
FTP server Available (Built-in Ether- | Available There is no effect.
Net/IP port with unit ver-
sion 2.0 or later)
Default for Default: Use FTP Default: Not Use FTP * Replacement using the unit set-
using or not ting porting assistant: To use the
using FTP FTP function, you need to set

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)

Use FTP. For details, refer to
2-3-9 Setting Up the CL/1W-
EIP21S on page 2-42.

* Manual replacement: To use the
FTP function, you need to set
Use FTP. For details, refer to
A-2-1 Setup for Replacing a
System with the CJ2 CPU Built-
in EtherNet/IP Port on page
A-7.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Source replacement

Target replacement

model model
Item S D el Effects of replacement
CJ2H-CPU6LI-EIP EIP21S
User name/ * User name (1to 12 * User name (1to 16 * Replacement using the unit set-
password characters) characters) ting porting assistant: To use the

Default: CONFIDEN-
TIAL

* Password (1 to 8 char-
acters)
Default: - (Not set)
Entered characters
displayed

Default: - (Not set)

* Password (8 to 16
characters)
Default: - (Not set)
Entered characters re-
placed by asterisks

FTP function, you need to set
the password again. For details,
refer to 2-3-9 Setting Up the C
[J1W-EIP21S on page 2-42.

* Manual replacement: To use the
FTP function, you need to set
the user name (login name) and
password again. For details, re-
fer to A-2-1 Setup for Replacing
a System with the CJ2 CPU
Built-in EtherNet/IP Port on page
A-7.

Automatic clock adjustment Available (Built-in Ether- | Available There is no effect.
Net/IP port with unit ver-
sion 2.0 or later)
BOOTP client | Get the IP Not available Available There is no effect.
address from
the BOOTP
server at
each power
ON or restart
Simple back- | Backup data | 459 KB 364 KB There is no effect.
up function capacity of
EtherNet/IP
port
SNMP/SNMP trap Available (Built-in Ether- | Available There is no effect.

Net/IP port with unit ver-
sion 2.0 or later)
Community name: En-
tered characters dis-
played

Community name: En-
tered characters re-
placed by asterisks

CIDR function for IP address-

es

Available (Built-in Ether-
Net/IP port with unit ver-
sion 2.0 or later)

Available

There is no effect.

Setting for using or not using
CIP message server

* Setting function: Not
available
* Default: Use

» Setting function: Avail-
able
* Default: Use

There is no effect.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Source replacement

Target replacement

model model
Item S R = Gl Effects of replacement
CJ2H-CPU6I-EIP EIP21S
Security Secure com- | Not available Available After replacement, we recommend
munications using these functions to reduce se-

User authen-
tication

IP packet fil-
tering

curity risks. Refer to 2-4-5 Imple-
menting Security Measures on
page 2-58 for details.

After replacement, determine
whether or not to use this function
to further reduce security risks ac-
cording to your system operation.
Refer to 2-4-5 Implementing Se-
curity Measures on page 2-58 for
details.

Opening and
closing the
port"

Without opening and
closing the port for the
following services.

* FINS/UDP service

* FINS/TCP service

* CIP message server

With opening and closing
the port for the following
services.

* FINS/UDP service

* FINS/TCP service

* CIP message server

* Replacement using the unit set-
ting porting assistant: There is
no effect.

* Manual replacement: Before re-
placement, you need to config-
ure the port for the service in
use. For details, refer to
A-2-1 Setup for Replacing a
System with the CJ2 CPU Built-
in EtherNet/IP Port on page
A-7.

Operation log | Not available Available There is no effect.

Socket services Not available Available There is no effect in this replace-
ment case.

Online connection from CX- Not available Available After replacement, we recommend

One to CPU Unit via Ether- using these functions to reduce se-

Net/IP port with secure com- curity risks. Refer to 2-4-5 Imple-

munications menting Security Measures on
page 2-58 for details.

Online connection by Ether- Available Available After replacement, we do not rec-

Net/IP using CX-One ommend using this connection
method to reduce security risks.

Online connection by Ethernet | Available Available After replacement, we do not rec-

(FINS) using CX-One

ommend using this connection

method to reduce security risks.

* Replacement using the unit set-
ting porting assistant: There is
no effect.

* Manual replacement: To connect
online with Ethernet network
type setting, set the Unit to use
FINS/UDP service. To connect
online with Ethernet (FINS/
TCP) network type setting, set
the Unit to use FINS/TCP serv-
ice.

*1. Both the source and target replacement models support opening and closing the port for the following services.

* FTP server and SNMP

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

I Differences in EtherNet/IP Port Memory Allocation

The table below shows functions that differ in memory allocation between the CJ2 CPU built-in Ether-
Net/IP port (CJ2H-CPUGLI-EIP or CJ2M-CPU3) and the CJ1W-EIP21S. Refer to the CS/CJ-series
EtherNet/IP Units Operation Manual (Cat. No. W465) for details on functions that differ.

Item

Source replacement

Target replacement

(CJ2H-CPUGLI-EIP,
CJ2M-CPU3)

model model
CJ2 CPU built-in
EtherNet/IP port CJIW-EIP21S

Effects of replacement

Allocated CIO Area words

(CPU Bus Unit words)

User set- n+1ton | Reserved Socket Service Re- When User defined is set for the layout of
tings area | +4 quest Switches (CPU the allocated CIO Area words, socket serv-
Unit to EtherNet/IP ice functions are added to the reserved
Unit) area words of the source replacement
n+16to | Reserved UDP Socket No. [J Sta- | model. Make sure that the reserved area
n+23 tus and TCP Socket words are not manipulated by the user pro-
No. [ Status (Ether- gram.
Net/IP Unit to CPU
Unit)
Unit Con- | Bit 10 Reserved Socket Force-close Socket service functions are added to the
trol Bits Switch (CPU Unit to target replacement models. Make sure that
(CPU Unit EtherNet/IP Unit) the reserved bits are not manipulated by
to Ether- the user program.
Net/IP
Unit) (n)
Unit Status | Bit 10 Not used User Authentication Functions are added to the target replace-
2 (Ether- Setting Error ment models. Check the effects on the
Net/IP Unit (EtherNet/IP Unit to user program before replacement. Also, af-
to CPU CPU Unit) ter replacement, change the program to
Unit) (n + monitor this bit.
1) Bit 12 Not used Reserved Functions are added to the target replace-
and Bit ment models. Check the effects on the
13 user program before replacement.

Allocated DM Area words

(CPU Bus Unit words)

m+1 to m+8

Not used

Number of Bytes Re-
ceived at TCP Socket
No. O (EtherNet/IP Unit
to CPU Unit)

m+9 to m+16

Not used

TCP Socket No. [

Connection Status

(EtherNet/IP Unit to
CPU Unit)

m+17 to m+96

Not used

Socket Service Param-
eter Area [
(EtherNet/IP Unit to
CPU Unit or CPU Unit
to EtherNet/IP Unit)

Socket service functions are added to the
target replacement models. If the area
words are used by the user program, the
meaning of the data will change. Consider
changing the data that was used before re-
placement to other available DM Area
words.

2-8
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

I Restrictions

The table below shows restrictions on replacement.

Item Description Effects of replacement

Backup/ The CJ1W-EIP21S has more data to back up than the | You cannot restore the backup data from the
restoration | CJ2H-CPUBLI-EIP and CJ1W-EIP21 due to the addi- | CJ2H-CPUB-EIP to the CJ1W-EIP21S if the sim-
tion of security functions. It also has the same settings | ple backup function or PLC Backup Tool is used for

‘suonound ‘suonesyidadg ul sesuatapiq L-Z

but different default values from those of the CJ2H- backup. To do so, you need to use the CX-Pro- 5"-'-'
CPUGLI-EIP and CJ1W-EIP21. grammer to reconfigure it to have the same set- '
tings as the source replacement model.
Power OFF | Replacing the source replacement model with the If you need to set the power OFF detection time,
detection CJ1W-EIP21S may not allow you to set the power replace the Power Supply Unit. For details, refer to
time OFF detection time depending on the model of the 2-3-7 Selecting the Power Supply Unit and Check-
Power Supply Unit in use. ing the Dimensions on page 2-35.
Use restric- | The CJ1W-EIP21S with lot number 250331 (hardware | If you use the Power Supply Unit mentioned on the
tion on the | revision "None") or earlier cannot be used with the left, change it to a different Power Supply Unit. For
Power Sup- | CJ1W-PD022 Power Supply Unit. details, refer to 2-3-7 Selecting the Power Supply
ply Unit The CJ1W-EIP21S with lot number 250401 (hardware | Unit and Checking the Dimensions on page 2-35.

revision "A") or later can be used with the CJ1W-
PD022 Power Supply Unit.

Unit startup | The startup time of the CJ1W-EIP21S is longer than This means that you need to check the effects on
time that of the CJ2H-CPUGLI-EIP or CJ1W-EIP21. For this | the startup operation of the system.

reason, the CPU Unit startup time will be delayed by a
few seconds compared with the system before re-
placement.

OENdO-INZMD dul Yim walshg e ul seoualeylq z-1-2

2-1-2  Differences in a System with the CJ2M-CPU3[]

This section describes the differences in specifications, functions, etc. and the restrictions that apply
when you replace the CJ2M-CPU3L[] with the CJ2M-CPU1 and CJ1W-EIP21S. The following items
are described.

Item Reference

Differences in Unit Functions and Specifica- Differences in Unit Functions and Specifications on page 2-10
tions

Differences in EtherNet/IP Port Memory Allo- | Differences in EtherNet/IP Port Memory Allocation on page
cation 2-16

Restrictions Restrictions on page 2-16
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

I Differences in Unit Functions and Specifications

The tables below show functions and specifications that differ and the effects of the replacement.

® Hardware Specifications

Source replacement

Target replacement

model model
Item EEHCPUIL e W Effects of replacement
CJ2M-CPU3[] EIP21S
Weight 190 g max."1"2 221 g max."! The total weight after replacement is 221 g

max., which is an increase of 31 g. Check if the
increase will have any effect.

Current con-
sumption

0.70 Aat5VDC

1.15Aat5VDC

The total current consumption after replace-
mentis 1.15 A at 5 VDC, which is an increase
of 0.45 A. If the power supply is insufficient, you
need to replace the Power Supply Unit, or
change the system configuration to use an Ex-
pansion Rack.

For details, refer to 2-3-7 Selecting the Power
Supply Unit and Checking the Dimensions on
page 2-35.

*1.  This includes the weight of the End Cover and battery.
*2. The Serial Option Board is not included.

® Functions and Specifications of the CPU Unit
The differences between the source and target replacement CPU Unit models are shown below.

Source replacement

Target replacement

model model
Item CU2M-CPUAL] + CJTW- Effects of replacement
CJ2M-CPU3L] EIP21S
Type of sym- | Network sym- | Applicable Unit version 2.2 or later: | If network symbols are used in the
bol bols (tags) Applicable source replacement model, use
Self-diagnos- | Non-fatal er- Unit version 2.1 or earli- | the CJ2M CPU Unit with unit ver-
tic and recov- | ror detection: er: Not applicable sion 2.2 or later.
ery Tag memory
error detec-
tion
Option Board | Available Not available You need to correct the user pro-

error detec-
tion

gram if it monitors error flags.

Number of
connectable
Units

CPU Bus Unit

15 max.

16 max.

There is no effect.

2410
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Source replacement

Target replacement

model model
Item S D o T Effects of replacement
CJ2M-CPU3O EIP21S
Communica- | Serial port No serial port by default | Serial port available. If a Serial Option Board is used
tions The following Serial Op- | Conforming to EIA with the source replacement mod-

tion Boards can be add-

ed.

* RS-232C Option
Board: CP1W-CIF01

* RS-422A/485 Option
Board: CP1W-CIF11
(Non-isolated type,
maximum transmis-
sion distance of 50 m)

* RS-422A/485 Option
Board: CP1W-CIF12
(Isolated type, maxi-
mum transmission dis-
tance of 500 m)

RS-232C

el, a configuration change is re-
quired. For details, refer to Re-
placement When a Serial Option
Board Is Used on page 1-8 in
1-2-1 System with the CJ2 CPU
Built-in EtherNet/IP Port on page
1-4.

® Functions and Specifications of the EtherNet/IP Port

placement CJ1W-EIP21S are shown below.

The differences between the source replacement CPU built-in EtherNet/IP port and the target re-

Source replacement

Target replacement

model model
Item S D S El T Effects of replacement
CJ2M-CPU3[] EIP21S
CPU Unit Allocated CIO | Socket service functions | Socket service functions | There is no difference in the words
words used Area words not available available used. However, socket service
(CPU Bus functions are added to reserved
Unit words) and unused bits for the source re-
Allocated DM placement model. For details on al-
Area words location and effects, refer to Differ-
(CPU Bus ences in EtherNet/IP Port Memory
Unit words) Allocation on page 2-8.

Unit setup and tag data link
settings storage for

EtherNet/IP

Non-volatile memory in
the built-in EtherNet/IP
port

Non-volatile memory in
the EtherNet/IP Unit

Reconfigure these settings for the
CJ1W-EIP21S. For details, refer to
Setting Up the CLJ1W-EIP21S on
page A-8 and 2-3-13 Configuring
Tag Data Links on page 2-47.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Source replacement

Target replacement

model model
Item ST 5 G Effects of replacement
CJ2M-CPU3O EIP21S
CIP commu- | Number of 32 256 There is no effect.
nications connections
service: Tag
data links (cy-
clic communi-
cations)
Packet inter- | 1 to 10,000 ms (in 0.5- 0.5 to 10,000 ms (in 0.5-
val (refresh ms units) ms units)
cycle) Can be set independent- | Can be set independent-
ly for each connection. ly for each connection.
(Data is refreshed over (Data is refreshed over
the network at the preset | the network at the preset
interval and does not de- | interval and does not de-
pend on the number of pend on the number of
nodes.) nodes.)
Allowed com- | 3,000 pps 12,000 pps
munications
bandwidth
per Unit
Number of 32 256
registrable
tags
Maximum link | 640 words 184,832 words
data size per
node
Maximum da- | 252 or 640 words"! (Da- | 252 or 722 words
ta size per ta synchronicity is main- | (Data synchronicity is
connection tained within each con- | Maintained within each
nection.) connection.)
Number of 32 (1 connection = 1 tag | 256 (1 connection = 1
registrable set) tag set)
tag sets
Maximum 640 words™! (The PLC 722 words (The PLC sta-
size of 1tag | status uses 1 word when | tus uses 1 word when
set the tag set contains the the tag set contains the
PLC status.) PLC status.)
Maximum Output/Transmission Output/Transmission The maximum number of tags that
number of (CPU to EtherNet/IP): 32 | (CPU to EtherNet/IP): the CPU Unit can exchange with
tags that can | Input/Reception (Ether- | 256 the CJ1W-EIP21S per cycle will in-
be refreshed | Net/IP to CPU): 32 Input/Reception (Ether- | crease. Depending on the number
per CPU Unit Net/IP to CPU): 256 of tags used, communications per-
cycle formance will be improved due to
decrease in the number of data ex-
change cycles. Check the effects
on system performance.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Item

Source replacement

Target replacement

model model
CJ2M-CPU1O + CJ1W-
CJ2M-CPU3O EIP21S

Effects of replacement

Data that can
be refreshed
per CPU Unit
cycle

Output/Transmission
(CPU to EtherNet/IP):
640 words
Input/Reception (Ether-
Net/IP to CPU): 640
words

Output/Transmission
(CPU to EtherNet/IP):
6,432 words
Input/Reception (Ether-
Net/IP to CPU): 6,432
words

(6,172 words for output
and 6,236 words for in-
put when User defined is
set for the layout of the
allocated CIO Area
words)

There will be more data that the
CPU Unit can exchange with the
CJ1W-EIP21S per cycle. Depend-
ing on the data size used, commu-
nications performance will be im-
proved due to decrease in the
number of data exchange cycles.
Check the effects on system per-
formance.

CIP commu- | UCMM (un- Number of clients that Number of clients that There is no effect.
nications connected) can communicate at one | can communicate at one
service: Ex- time: 16 max. time: 32 max.
plicit messag- Number of servers that Number of servers that
es (message can communicate at one | can communicate at one
communica- time: 16 max. time: 32 max.
tions)
FINS commu- | Type of sup- | Socket service com- Socket service com- There is no effect.
nications ported FINS mands not available mands available
service commands
Setting and » Setting function: Not e Setting function: Avail- | = Replacement using the unit set-
default for us- available able ting porting assistant: There is
ing or notus- | ¢ Default: Use ¢ Default: Not use no effect.
ing FINS/UDP service FINS/UDP service * Manual replacement: To use the
FINS/UDP FINS function, you need to set
service Use FINS/UDP service. For de-
tails, refer to A-2-1 Setup for Re-
placing a System with the CJ2
CPU Built-in EtherNet/IP Port on
page A-7.
Setting and » Setting function: Not e Setting function: Avail- | = Replacement using the unit set-
default for us- available able ting porting assistant: There is
ing or notus- | ¢ Default: Use ¢ Default: Not use no effect.
ing FINS/TCP FINS/TCP service FINS/TCP service * Manual replacement: To use the
service FINS function, you need to set
Use FINS/TCP service. For de-
tails, refer to A-2-1 Setup for Re-
placing a System with the CJ2
CPU Built-in EtherNet/IP Port on
page A-7.
Keep-alive Fixed to 5 min when the | Can be set in the TCP/IP | There is no effect.
setting keep-alive function is in | Tab Page. The default is
effect. 5 min.
FTP server Available (Built-in Ether- | Available There is no effect.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Item

Source replacement
model

Target replacement
model

CJ2M-CPU3O

CJ2M-CPU1O + CJ1W-
EIP21S

Effects of replacement

Default for
using or not
using FTP

Default: Use FTP

Default: Not Use FTP

* Replacement using the unit set-
ting porting assistant: You need
to set Use FTP. For details, re-
fer to 2-3-9 Setting Up the C
L[71W-EIP21S on page 2-42.

* Manual replacement: To use the
FTP function, you need to set
Use FTP. For details, refer to
A-2-1 Setup for Replacing a
System with the CJ2 CPU Built-
in EtherNet/IP Port on page
A-7.

User name/
password

* User name (1to 12
characters)
Default: CONFIDEN-
TIAL

* Password (1 to 8 char-
acters)
Default: - (Not set)
Entered characters
displayed

* User name (1to 16
characters)
Default: - (Not set)

* Password (8 to 16
characters)
Default: - (Not set)
Entered characters re-
placed by asterisks

* Replacement using the unit set-
ting porting assistant: To use the
FTP function, you need to set
the password again. For details,
refer to 2-3-9 Setting Up the C
L71W-EIP21S on page 2-42.

* Manual replacement: To use the
FTP function, you need to set
the user name (login name) and
password again. For details, re-
fer to A-2-1 Setup for Replacing
a System with the CJ2 CPU
Built-in EtherNet/IP Port on page
A-7.

Automatic clock adjustment Available (Built-in Ether- | Available There is no effect.
Net/IP port with unit ver-
sion 2.0 or later)
BOOTP client | Get the IP Not available Available There is no effect.
address from
the BOOTP
server at
each power
ON or restart
Simple back- | Backup data | 459 KB 364 KB There is no effect.
up function capacity of
EtherNet/IP
port
SNMP/SNMP trap Available (Built-in Ether- | Available There is no effect.

Net/IP port with unit ver-
sion 2.0 or later)
Community name: En-
tered characters dis-
played

Community name: En-
tered characters re-
placed by asterisks

CIDR function for IP address-

Available (Built-in Ether-

Available

There is no effect.

es Net/IP port with unit ver-
sion 2.0 or later)
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Item

Source replacement

Target replacement

model model
CJ2M-CPU1O + CJ1W-
CJ2M-CPU3O EIP21S

Effects of replacement

Setting for using or not using
CIP message server

* Setting function: Not
available
* Default: Use

* Setting function: Avail-
able
* Default: Use

There is no effect.

Security

Secure com-
munications

User authen-

Not available

Available

After replacement, we recommend
using these functions to reduce se-
curity risks. Refer to 2-4-5 Imple-

tication menting Security Measures on
page 2-58 for details.

IP packet fil- After replacement, determine

tering whether or not to use this function
to further reduce security risks ac-
cording to your system operation.
Refer to 2-4-5 Implementing Se-
curity Measures on page 2-58 for
details.

Opening and | Without opening and With opening and closing | * Replacement using the unit set-

closing the closing the port for the the port for the following ting porting assistant: There is

port2 following services. services. no effect.

* FINS/UDP service
* FINS/TCP service
* CIP message server

* FINS/UDP service
* FINS/TCP service
* CIP message server

* Manual replacement: Before re-
placement, you need to config-
ure the port for the service in
use. For details, refer to
A-2-1 Setup for Replacing a
System with the CJ2 CPU Built-
in EtherNet/IP Port on page
A-7.

Operation log | Not available Available There is no effect.

Socket services Not available Available There is no effect in this replace-
ment case.

Online connection from CX- Not available Available After replacement, we recommend

One to CPU Unit via Ether- using these functions to reduce se-

Net/IP port with secure com- curity risks. Refer to 2-4-5 Imple-

munications menting Security Measures on
page 2-58 for details.

Online connection by Ether- Available Available After replacement, we do not rec-

Net/IP using CX-One

ommend using this connection
method to reduce security risks.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Source replacement Target replacement
model model
Item ST B Gl ] Effects of replacement
CJ2M-CPU3O EIP21S
Online connection by Ethernet | Available Available After replacement, we do not rec-
(FINS) using CX-One ommend using this connection

method to reduce security risks.

* Replacement using the unit set-
ting porting assistant: There is
no effect.

* Manual replacement: To connect
online with Ethernet network
type setting, set the Unit to use
FINS/UDP service. To connect
online with Ethernet (FINS/
TCP) network type setting, set
the Unit to use FINS/TCP serv-
ice.

*1.  The maximum size is 20 words for the built-in EtherNet/IP port with unit version 2.0.
*2. Both the source and target replacement models support opening and closing the port for the following services.
* FTP server and SNMP

I Differences in EtherNet/IP Port Memory Allocation

Functions that differ in memory allocation between the CJ2M-CPU3] and CJ1W-EIP21S are the
same as those between the CJ2H-CPUG6LI-EIP and CJ1W-EIP21S. For these differences, refer to Dif-
ferences in EtherNet/IP Port Memory Allocation on page 2-8 in 2-1-1 Differences in a System with the
CJ2H-CPU6L-EIP on page 2-2.

I Restrictions

The table below shows restrictions on replacement.

Item Description Effects of replacement

Backup/ The CJ1W-EIP21S has more data to back up than the | You cannot restore the backup data from the
restoration | CJ2M-CPU3[] and CJ1W-EIP21 due to the addition CJ2M-CPU3L] to the CJ1W-EIP21S if the simple
of security functions. It also has the same settings but | backup function or PLC Backup Tool is used for

different default values from those of the CJ2M- backup. To do so, you need to use the CX-Pro-
CPU3 and CJ1W-EIP21. grammer to reconfigure it to have the same settings
as the source replacement model.
Power OFF | Replacing the source replacement model with the If you need to set the power OFF detection time, re-
detection CJ1W-EIP21S may not allow you to set the power place the Power Supply Unit. For details, refer to
time OFF detection time depending on the model of the 2-3-7 Selecting the Power Supply Unit and Check-
Power Supply Unit in use. ing the Dimensions on page 2-35.
Use restric- | The CJ1W-EIP21S with lot number 250331 (hardware | If you use the Power Supply Unit mentioned on the
tion on the | revision "None") or earlier cannot be used with the left, change it to a different Power Supply Unit. For
Power Sup- | CJ1W-PD022 Power Supply Unit. details, refer to 2-3-7 Selecting the Power Supply
ply Unit The CJ1W-EIP21S with lot number 250401 (hardware | Unit and Checking the Dimensions on page 2-35.

revision "A") or later can be used with the CJ1W-
PD022 Power Supply Unit.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Item Description Effects of replacement

Unit startup | The startup time of the CJ1W-EIP21S is longer than This means that you need to check the effects on
time that of the CJ2M-CPU3[1 or CJ1W-EIP21. For this the startup operation of the system.

reason, the CPU Unit startup time will be delayed by a
few seconds compared with the system before re-
placement.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

2-2 Replacement Flow

This section describes the flow of replacing a system with the CJ2 CPU built-in EtherNet/IP port. It
consists of the flow of preparation and the flow of replacement.

2-2-1

Flow of Preparation

The table below shows the contents of preparation that you should make before replacement. Use this
flow to plan a replacement and prepare data that matches the Unit configuration after replacement.
Make the target replacement Unit available before replacement.

Step

Item

Description

Reference

1

Checking the
Target Replace-

Check the target replacement model against the system
configuration of the source replacement model. Check

2-3-1 Checking the Target
Replacement Model on

ment Model also the Support Software that supports the target re- page 2-21
placement model.

2 Checking the Check the differences in specifications, functions, etc. 2-3-2 Checking the Differ-
Differences in between the source and target replacement models, ences in Specifications,
Specifications, and the restrictions that apply, to determine the effects Functions, Etc. on page
Functions, Etc. of replacement on the hardware, user program, and ap- | 2-21

plications in the source replacement system.

3 Getting the Sup- | Get the Support Software that you will use for prepara- | 2-3-3 Getting the Support
port Software tion and replacement. Software on page 2-21

4 Reading and Read and save the following data from the source re- 2-3-4 Reading and Saving
Saving Data placement system. Data on page 2-21

You will use the data read in this step, and edit or set it

in subsequent steps to match the target replacement

system.

* PLC project data

* Special Unit Setup data

* Tag data link parameters

* Routing table

* Set data for Units that use the CPU Bus Unit Setup
Area

5 Changing the Since this step involves replacing the CPU Unit, edit the | 2-3-5 Changing the PLC

PLC read PLC project data for the target replacement CPU on page 2-29
Unit.
If a program error occurs as a result of editing, correct it.
Note also that other project data may be initialized due
to an edit. If data is initialized, correct it in subsequent
steps.

6 Creating an I/0O | Create an I/O table to match the Unit configuration after | 2-3-6 Creating an I/O Ta-
Table replacement. ble on page 2-31

7 Selecting the Check if it is necessary to change the Power Supply 2-3-7 Selecting the Power

Power Supply
Unit and Check-
ing the Dimen-
sions

Unit in order to deal with the restrictions on the power
supply that arise due to the replacement. If necessary,
select an adequate Power Supply Unit.

If, after the selection, you change the Power Supply Unit
or expand the system, check the difference in the di-
mensions of the Unit configuration before and after re-
placement.

Supply Unit and Checking
the Dimensions on page
2-35
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Step Item Description Reference
8 Setting Up the Set up the CPU Unit in the Unit configuration after re- 2-3-8 Setting Up the CPU
CPU Unit placement. Unit on page 2-40
9 Setting Up the C | Set up the CLJ1W-EIP21S in the Unit configuration after | 2-3-9 Setting Up the C
C1W-EIP21S replacement. [T1W-EIP21S on page
2-42
10 Setting Up Other | Set up Units other than the CPU Unit and CCJ1W- 2-3-10 Setting Up Other

Units

EIP21S in the Unit configuration after replacement.

Units on page 2-44

11 Correcting PLC | If PLC memory is initialized by changing the PLC model, | 2-3-17 Correcting PLC
Memory correct the data. Memory on page 2-45
12 Editing the User | Edit the user program to deal with the differences in 2-3-12 Correcting the User
Program specifications due to the replacement and the restric- Program on page 2-47
tions that apply.
13 Configuring Tag | Configure tag data links to match the Unit configuration | 2-3-13 Configuring Tag

Data Links

after replacement.

Data Links on page 2-47

2-2-2

Flow of Replacement

The table below shows the actual replacement steps that you should follow on completion of the prep-

aration steps. You can implement security measures as needed after replacement.

S;e Item Description Reference
14 Replacing and Wir- | Replace Units according to the Unit configuration after re- | 2-4-1 Replacing and
ing Units placement. Then, wire the replaced Units. Wiring Units on
page 2-50
15 Turning ON the Turn ON the power supply to the PLC. 2-4-2 Turning ON
Power Supply the Power Supply
on page 2-51
16 Transferring Data From the Support Software connected directly to the CPU | 2-4-3 Transferring
Unit, transfer the following data that you prepared to the Data on page 2-52
actual PLC after replacement.”!
* PLC project data
* Tag data link parameters
* Routing table
* Set data for Units that use the CPU Bus Unit Setup Area
17 Checking the Oper- | Confirm that the system operates as intended. 2-4-4 Checking the
ation Operation on page
2-58
18 Implementing Se- If necessary, implement measures to reduce the security 2-4-5 Implementing

curity Measures 2

risks from external attacks before the start of system oper-
ation after replacement. We recommend that you set user
authentication and use secure communications (Secure
Comm) to connect the Support Software online to the
CJ1W-EIP21S EtherNet/IP port.

In addition to user authentication and secure communica-
tions (Secure Comm), the CJ1W-EIP21S and Support Soft-
ware provide other security functions to reduce security
risks. Use these security functions in conjunction with sys-
tem operation to further reduce the security risks.

Security Measures
on page 2-58
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

S;e Item Description Reference
19 Checking the Oper- | After you implement security measures, check to be sure 2-4-6 Checking the
ation after Imple- that the system operates according to the security settings. | Operation after Im-
menting Security plementing Security
Measures Measures on page
2-61

*1.  This means to connect Support Software directly to the USB port or peripheral port on the CPU Unit.
*2. Do this as needed.
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2-3 Preparation

This section describes the preparation steps that you should follow before replacement.

2-3-1

Checking the Target Replacement Model

Check the target replacement model against the system configuration of the source replacement mod-
el. Check also the Support Software that supports the target replacement model.
For details, refer to 1-2-1 System with the CJ2 CPU Built-in EtherNet/IP Port on page 1-4.

2-3-2

Checking the Differences in Specifications, Functions, Etc.

Check the differences in specifications, functions, etc. between the source and target replacement

models, and the restrictions that apply, to determine the effects of replacement on the hardware, user
program, and applications in the source replacement system.
For details, refer to 2-1 Differences in Specifications, Functions, Etc. on page 2-2.

2-3-3

Getting the Support Software

Get the Support Software that you will use for preparation and replacement. Specifically, get the CX-
One version shown in 1-3 Support Software on page 1-15 or higher.
All Support Software applications that you will use in the following sections are packaged in the CX-

One.

2-3-4

Reading and Saving Data

Read and save the following data from the source replacement system.
You will use the data read in this step, and edit or set it in subsequent steps to match the target re-
placement system.

Data

Description

Reference

PLC project da-
ta"

This data includes the user program, PLC settings, I/O table,
Special Unit settings, and PLC memory. Use the CX-Programm-
er to read and save it.

Reading PLC Project Da-
ta (from PLC) on page
2-22

Special Unit
Setup data

This data is for setting up the target replacement system using

the CX-Programmer’s unit setting porting assistant. It is not re-

quired when manually setting up the system using the CX-Pro-

grammer.

Save the Special Unit Setup data into a file from the saved PLC
project data listed above.

Saving Special Unit Setup
Data on page 2-25

Tag data link pa-
rameters

This data is available only when you use tag data links. Use the
Network Configurator to upload and save it.

Uploading Tag Data Link
Parameters on page
2-26

Routing table

This data is available only when you set a routing table. Use the
CX-Integrator to read and save it.

Reading the Routing Ta-
ble (from PLC) on page
2-26
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

2-22

Data Description Reference

Set data for This data is available only when you use Units that use the CPU | Reading the Settings of
Units that use Bus Unit Setup Area. An example of this is data link tables of Units That Use the CPU
the CPU Bus CLK Units. The method to read and save data depends on the Bus Unit Setup Area on
Unit Setup Area | Unit. page 2-29

*1.  This data is stored in the CX-Programmer project file. In this manual, it is referred to as PLC project data.

Perform this operation so that you can restore the data from the source replacement system. Even
when you have the data in the source replacement system, there is a risk of trouble if it is different
from the data in the actual PLC. We recommend that you read and save it.

M Precautions for Correct Use

You cannot restore the backup data from the CJ2H-CPU6LI-EIP, CJ2M-CPU3L], or CJT1W-
EIP21 to the CJ1W-EIP21S if the simple backup function or PLC Backup Tool is used for back-
up. Also, you cannot restore data to the CS1W-EIP21S if it was backed up with the CS1W-
EIP21.

Details on each of the above data are given below.

I Reading PLC Project Data (from PLC)

Use the CX-Programmer to read and save the following project data from the source replacement

PLC.

» User program

* PLC settings

* |/O table

» Special Unit settings

* PLC memory (i.e., data in the DM, EM, HR, and other areas that is retained even when the power
supply is turned OFF)

This data is stored in the CPU Unit. Therefore, to replace the CPU Unit, you need to move the data.

@ Additional Information

Some CPU Bus Units store the Special Unit settings in them.

® Reading and Saving PLC Project Data

Use the CX-Programmer to read and save project data from the PLC as described below.

Refer to the CX-Programmer Ver. 9.[7 Operation Manual (Cat. No. W446) in addition to this manual
for how to operate the CX-Programmer and connect the CPU Unit to the CX-Programmer. Refer
also to the user’s manual for your CPU Unit for how to connect the CPU Unit to the CX-Programm-
er.

1 Connect the CPU Unit and the computer with a Support Software connection cable, etc.
2 Start the CX-Programmer.

3 Use one of the following methods to connect online to the PLC to read from.
» Automatic online connection
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

» Connection based on the PLC model, network type, and network settings

4 Change the CPU Unit to PROGRAM mode.
PLC — Operating Mode — Program

5 Read the PLC project data except for PLC memory.
PLC — Transfer — From PLC

uonesedald £-g

(1) Select all the check boxes, such as Settings, 10 table, Special Unit Setup.

>
k|
Caricel \

v %% | Program(s)/Network symbals

Settings Scan Programsz

§7 |10 table
v | Special Unit Setup (2) Click the OK Button.

=) | Symbols
Comments

ejeq Buineg pue Buipeay y-¢-Z

Symbals, Caomments, Pragram index

Transfer To/From:  |Comment memony -

{* Transfer files of all tasks

~

[ Use comments [rung comments, annotations] of the PC.

Mote: PLC Memary areas[CI0, Timer/Counter, D ata memary, etc.] iz
nat tranzferred. Pleasze tranzfer PLC Memary areas fram the PLC
temony window,

Clicking the OK Button displays a series of confirmation dialog boxes. Click the Yes or OK

Buttons in all of the dialog boxes.
This transfers the PLC project data except for PLC memory to the computer.

6 Read PLC memory. This is an example of reading data from the DM Area.
PLC — Edit — Memory

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 2-23



2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Double-click the memory to read from.

In this example, double-click the DM.

File

B rLCM

Edit

/

my/ry - NewPLC
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Miew  Gnd
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Ogline  Window Help
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+0 +1 +2 +3 +4 +5 +5 + +8
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‘J: Ond0ff,  T: ChangeOrder

Ctil+): Foreeln, Chl+k: ForceOff, Chl+l: ForceCancel

it G Memary |I§> Address |

|Program | | A

Ready ] |CJ2m - CPU3T

Online — Transfer From PLC

Click the Transfer From PLC Button.
/

Transfer From PLC 4

WD I| Transter From PLC ”

Cancel |
Select All |

— Tranzfer Range
Al

" Wizible area orly
" Selection

This transfers data from the PLC’s data memory (DM) to the computer. In the same way, read
data in the EM, HR, and other areas except for DM that is retained even when the power sup-
ply is turned OFF. Refer to I/O Memory Areas in the CPU Unit’s user’s manual for data that is
retained even when the power supply is turned OFF.

Save the PLC project data to the computer.

Place the CX-Programmer offline.

PLC — Work Online

Name and save the project data to the computer as a file.
File — Save As
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

I Saving Special Unit Setup Data

To replace a Unit, you need to change the PLC model. Changing the PLC model causes the 1/O table
and the Special Unit settings in the PLC project data to be initialized. For this reason, if you have a
Unit with Special Unit settings, you need to configure the Special Unit settings to match those of the
source replacement model.

To configure the Special Unit settings for the target replacement model to match those of the source
replacement model, the following two methods are available.

+ Setup using the CX-Programmer’s unit setting porting assistant

* Manual setup using the CX-Programmer

When replacing the Unit using the CX-Programmer’s unit setting porting assistant, save in advance
the Special Unit settings of the source replacement model.

M Precautions for Correct Use

You need to update the CX-One with an October 2024 or later release of auto-update in order
to use the CX-Programmer’s unit setting porting assistant to transfer settings to the CLI11W-
EIP21S.

The following procedure shows how to save the Special Unit settings from the PLC project data of the
source replacement model.

1 In the CX-Programmer, open the I/O table for the Unit configuration of the source replacement

model.

2 Right-click the CJ2 CPU built-in EtherNet/IP port or other Special Unit and select Save
Parameters from the menu.
The Save As Dialog Box is displayed.

@7 PLCIO Table - NewPLC1 = O *
File Edit View Options Help
B S| 4le|m| || G5 v El

- CJ2ZM-CPU34
-4 Built-in Port/Inner Board

Change Unit No

[_]“ [0000] Main Rack Unit Comment
----- 1 00[1600] CIW-EIP215(EtherNet/IP Unit for CJ) ( Unit Setup

..... 1 01 [0000] CJTW-ID201({DC Input Unit)

----- §1 02 [0001] CHIW-0D201(Transistor Output Unit)
..... 5 03 [2000] CJTW-AD041-V1(Analog Input Unit 4 p Load Parameters
----- 51 04[2010] CH1W-DADM (Analog Output Unit 4 po

Save Parameters

Start Special Applicati *
..... 4 05 [0002] Empty Slot art Special Application
----- 1 06 [0002] Empty Slot Unit Manufacturing information
""" fl 07[0002] Empty Slot Unit Error Log
..... 51 08[0002] Empty Slot
..... § 09 [0002] Empty Slot
(-4 [0002] Rack 01
[+-4ggy [0002] Rack 02
(-4 [0002] Rack 03
[ciam-cpu34 [Offline i

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 2-25

uonesedald £-g

ejeq Buineg pue Buipeay y-¢-Z



2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

3 Specify a location in which to save the settings, enter any file name (extension: .xml), and save
it.

I Uploading Tag Data Link Parameters

If tag data links are used in the source replacement model, upload and save tag data link parameters
from the EtherNet/IP Unit or built-in EtherNet/IP port. To do so, use the Network Configurator to ac-
cess the EtherNet/IP Unit or built-in EtherNet/IP port in the EtherNet/IP network.

The tag data link parameters are information such as tag set information and connection information.
This data is stored in the EtherNet/IP Unit or built-in EtherNet/IP port. Therefore, to replace the Ether-
Net/IP Unit or built-in EtherNet/IP port, you need to move the data.

Refer to the table below for details on the operating procedures.

Item Reference
Reading tag data link parameters from the Uploading Tag Data Link Parameters in the CS/CJ-series
EtherNet/IP Unit or built-in EtherNet/IP port EtherNet/IP Units Operation Manual (Cat. No. W465)
Saving the read tag data link parameters Saving the Network Configuration File in the CS/CJ-series
EtherNet/IP Units Operation Manual (Cat. No. W465)

| Reading the Routing Table (from PLC)

When a routing table is set in the source replacement model, use the CX-Integrator to read and save it
from the PLC.
This data is stored in the CPU Unit. Therefore, to replace the CPU Unit, you need to move the data.

® Reading and Saving the Routing Table

Use the CX-Integrator to read and save the routing the table from the PLC as described below.
Refer to the CS/CJ/CP/NSJ-series CX-Integrator Ver. 2.[7 Operation Manual (Cat. No. W464) in
addition to this manual for how to operate the CX-Integrator.

1 Connect the CJ2 CPU Unit and the computer with a USB cable.
2 Start the CX-Integrator.

3 Perform automatic online connection.
1) Network — Auto Online

2) The following dialog box is displayed. Click the Connect Button.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Auto Online *

Goes onling automatically.
Select connection type and press [Connect] button.

— Connection type
" Serial connection(alzo when using USE-Serial conversion cable]

Serial port of PC

=

uonesedald £-g

& ISE connection

Connection will automatically be made to the PLC connected directly to the
PC wia JSE cable. \Pleaze zelect "Sernial connection’ when using

IS B-Serial conversion cable.

“Supported PLC: MSJ senies, CI12-CPU.CPTHAL MNJES senies

Connect I Caticel |

The following window is displayed.

ﬂ"ﬂéz NewProject - CX-Integrater - [System Overview]

ejeq Buineg pue Buipeay y-¢-Z

Eile Edit View |nset Metwork Component Jools Windows Help |
DS d|SR[s R0 [[ama|n s
1 da+*RLAEOEEA AT |[|0E |2

'5“5 System Over. I
= Hg Online USB [CJ2ZM-CPU31] Net(0). Node(0)
S W o] et PLC (CJ2M-CPU3T] Net(0), Node(D)
< CPU Port [CJ2M-CPU31] Netf), Nods(), Unit()
:@ Ethemet [CJ2ZM-EIP21] Net(1), Node(1), Unit(0)
e fg Ethemet [CJTW-EIP21] Net(2), Node{2), Unit(1)
Ready |@ On-line A

4 Start the Routing Table Component and read the routing table from the PLC.
1) Tools — Start Routing table

2) The following window opens. Click the Transfer from the PLC Icon.
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Transfer from the PLC Icon

/.

® PLC Routing Table - FINS Local / — O *

File Edit Options Window Help

D| || S|8[=] =5 B8] =]
&g CI2M-CPU31 - =
-4, Unit 00(EtherNet/IP)
eyt 1 {Etherhlet/iE) al1]z2fa]als|el7]a|alia|11]12]13|14]18
[ 4ag, Unit 05
G- g, Unit 06 2252501252253

[+]-dagy Unit 11 v o
<B > | | »

Slou I W I ain \-’iewl Dverview] Table View

[CJZMLPLIT] Net (D), Node(U)is connected.
ZTarget PLC [CJ2M-LPU3T] Net(0), Node(0) —

4] 4] > [> 1] information / |Lel_| 2

|clam-cpuzi |Network(0),Nede(D)  |Progam  /

Routing table settings are read and displayed.

% PLC Routing Table - FINS Local - O x
File Edit Options Window Help

D| |||+ | Bl =]
=-dg CJ2M-CPU3T o)
& § Unit 00(EtherNet/IP)
@~ Unit 01{EtherNet/IP)
(-4 Unit 02

-y Unit 03

[y Unit 04

[]-4ggy Unit 05
&
B
B
[

3456789 [10(11]12(13|14[15

H-dggy Unit 06 226(260|262263
-4y Unit 07
i1 g, Unit 08
+|-agy Unit 09 w

£ >
e Main View | Dverviow | Table View

JCJ2M-CELI3T] Net(D), Node(ll is connected.
ZTarget PLC [CJ2M-CPUZT] Net{0) Node(0]

A AT F TP information / | EXI i

CJ2M-CPU31 Network{0}, Node(0) Program
g A

The display remains unchanged if there are no routing table settings.

5 Save the routing table to the computer.
File — Save Local Routing Table File
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Reading the Settings of Units That Use the CPU Bus Unit Setup
Area

When Units that use the CPU Bus Unit Setup Area are used in the source replacement system, read
data from the setup area and save it to the computer. This data is stored in the CPU Unit. Therefore,
to replace the CPU Unit, you need to move the data.

Refer to the user’s manual for your CPU Bus Unit for how to check if your CPU Bus Unit uses the CPU
Bus Unit Setup Area and read the set data. Note that Ethernet Units, Controller Link Units, and FL-net
Units use the CPU Bus Unit Setup Area.

uonesedald £-g

2-3-5 Changing the PLC

Since this step involves replacing the CPU Unit, edit the read PLC project data for the target replace-
ment CPU Unit. If a program error occurs as a result of editing, correct it.

Prepare the project data from the source replacement model. Use the data that you read in
2-3-4 Reading and Saving Data on page 2-21 as the master data.
Follow the steps below to change the PLC.

O71d 8y) buibuey) G-¢-z

1 Start the CX-Programmer and open the project data from the source replacement model.

2 Double-click the PLC name in the project tree. Or, right-click the PLC name (New PLC1 in this
example) and select Change.

PLC name

==

E.%b MewProiect /
E[ﬁ NewPLC1[CJ2H] Offline ]

g Memory
- %4 Programs

Project [
The Change PLC Dialog Box is displayed.

3 Set the PLC model and CPU type of the target replacement model.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

(1) Select the device type of the target replacement model.

Change PLC *
(2) Click the Settings Button.

— Device Mime

= Devi%e Type //
([cz |<1[ settings.. ||
— Metwork, Type
|use | Seftings |
[ Shaw al
— Comment

Ok I Cancel Help |

(3) Select the CPU type of the target replacement model.

Device Type Settings/CJ2H] X

General |

—CPU T/pe

CPLG4-EIP

— Tatal Program Area Size
| 50 [Step] | T ReadOnly

— Expansion Memory
|32KW [4 Banks] | I ReadOnly

— File Memory
INnne LI [ Eead Only

— Timer / Clock
V¥ Installed

Make Defauhl
ok | cancel | Help

\

(4) Click the OK Button.

After this, click the OK Button in the Change PLC Dialog Box.
The following message is displayed.
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CX-Programmer v9.7

The program(s) and the PLC Settings need to be converted for
h the new PLC type.
Since the behaviour of the program(s} and the PLC Settings
may change after conversion,
please confirm the program and the PLC Settings functionality
befare downloading.
Do you wish to continue?

4 Click the Yes Button.
Depending on the target replacement model, the user program and project data such as sym-
bols or PLC settings is converted.
If an error report is displayed at this time, use the Support Software or manually correct the
errors based on the error report, and then check the program to make sure that there are no
errors. Refer to the CX-Programmer Ver. 9.[7 Operation Manual (Cat. No. W446) for how to
check the program.

After you change the PLC, the following project data except for the user program may be initial-
ized.

/O table

» PLC settings

» Special Unit settings

* PLC memory

If any of the above data is initialized, correct it. Note that, in this case, the 1/O table and Special
Unit settings are always initialized. If data is initialized, correct it in subsequent steps.

2-3-6  Creating an 1/O Table

Create an I/O table to match the Unit configuration after replacement. Changing the PLC causes the
I/0 table in the PLC project data to be initialized. Therefore, use the CX-Programmer to create an 1/0
table offline to match the Unit configuration after replacement.

The following shows how to create an I/O table with the CX-Programmer.

Refer to the CX-Programmer Ver. 9.7 Operation Manual (Cat. No. W446) in addition to this manual for
details on 1/O tables and how to operate the CX-Programmer.

1 Use the CX-Programmer and open the I/O table for the project data after you change the PLC.

2 In the 10 Table Dialog Box, add Units to match the Unit configuration after replacement.
1) Right-click an Empty Slot and select Add Unit. Or, double-click it.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

¥7 PLC IO Table - NewPLC1 B O X
File Edit View Options Help

(e o R e st Y = 3 o = =1
----- & c2m-crU14
[-digy Inner Board
-4, [0000] Main Rack
1 I 00 [0000] Empty Slot T
..... 5 01[0000] Empty Slot  Add Unit

..... % 02[0000] Empty Slot Change / Confirm Units
..... % 03 [0D0D] Empty Slot Change Unit No

..... § 04 [0000] Empty Slot
..... § 05 [0000] Empty Slot
..... 5 06 [0000] Empty Slot
----- # 07 [0000] Empty Slot Unit Setup
..... % 03 [0000] Empty Slot
..... 51 09 [0000] Empty Slot
[+, [0000] Rack 01

Unit Comment

SYSMAC BUS Master »

Save Parameters

Load Parameters

[y [0000] Rack 02 Start Special Application >
[+-digy [0000] Rack 03
Cut Ctrl+X
Copy Cirl+C
Paste Ctrl+V
Delete

Unit Manufacturing information

Unit Error Log

Hot Swap

The Select Unit Dialog Box is displayed.

Select Unit >

- Bazic 140

- Commurnications Adapter

- General Purpoge Analog 140
- Generic Device

- Motion Contraller

- Position Caontroller

- Sensor

- Temperature Contraller

BEEEEEEEE

Spec

0k I Cancel

2) Select the Unit and click the OK Button.
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Select Unit >

=l Commumications Sdapter A
- LT -CLEZ2T[Controller Link Unit)

- CJTW-CLE21-47 [Contraller Link, Unit)

- CITW-CLEZ23[Contraller Link Linit)

- CITW-CORT21[CAaM Communication Lnit]

- CITW-CRMZ1[MODE D) Compat et b aster Linit)
- CITW-CRMZ21[MODET)[Compat et M aster Linit)
- CITW-CRMZT[MODE 2)[Compol et M aster Lnit)
- CITW-CRMZ1[MODE 3)[Compat et b aster Lnit)
- CITW-CRM21[MODE8)[Compat et M aster Unit)
- CITW-DRMZT(D eviceM et b azter Linit]

- CITW-ECT21[CJ Series EtherCAT Slave Unit)
- CITW-EIP21(Ethertet AP Uit for CJ)

= CI1wW-EIP21S[EtherM et AP Unit far CJ]

- CITWAETHT1(Ethemet Unit]

uonesedald £-g

- CJTW-ETNZT[E TH 11 Mode)E thernet Unit] &

- CITWE THZT[E THZ1 Made]E thernet Urit] o

o CJTWFLN22[FL-net Unit{100B aseTx]] g

- CJTW-PHT21[PROFINET 10 Cantraller Unit] . %

£ > g
3

Spec 8
_|

100BASE-TH S
>

(1] 4 | Cahcel

3) The Add Unit Dialog Box opens. Select the unit number and click the OK Button.

Add Unit >

Unit name:  EtherMet/R Unit for CJ
Unit tppe:  CITW-EIP215

Uit m =

input range 0 - 15

Comment;

0. | Cancel

The Unit is added.
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2-34

§7 PLCIO Table - MewPLC1
File Edit View Options

Help

- O X

B SRw| &= =52 L]k ] k|

------ M C2M-CPU14

--” Inner Board

514t [0000] Rack 01
[+1-4ag [0000] Rack 02
514, [0000] Rack 03

-4 [0000] Main Rack
----- H 00 [1500] CHW-EIP215(EtherNet/IP Unit for CJ) (Unit : 0)
..... 5§l 01[0000] Empty Slot
..... ;’ 02 [0000] Empty Slot
..... 5 032 [00DD] Empty Slot
..... 51 04[0000] Empty Slot
..... § 05 [0000] Empty Slot
..... ﬂ 06 [0000] Empty Slot
..... §l 07 [0000] Empty Slot
..... 51 03 [0000] Empty Slot
..... § 09 [0000] Empty Slot

[ci2m-cPU14 [Offline y

3 Repeat step 2 to create an I/O table to match the Unit configuration after replacement.
Example

7 PLC IO Table - NewPLC1

File Edit View Options Help

B SR« tlele] 22 ol 5] ] Bl

-~ Q2M-CPU14
-4y Inner Board
24 [0000] Main Rack

..... 4§ 06 [0002] Empty Slot
..... 5 07[0002] Empty Slot
..... 4 08 [0D02] Empty Slot
..... & 09 [0D02] Empty Slot
[1-4g [0002] Rack 01
[+1-4dggy [0002] Rack 02
[+]-4dggy [0002] Rack 03

----- b 00 [1500] CITW-EIP215(EtherNet/IP Unit for CJ) (Unit : 0)
----- i 01[1600] CIW-EIP215(EtherNet/IP Unit for CJ) (Unit : 4)
----- 4 02 [0000] CITW-ID201(DC Input Unit)

----- ?’ 03 [0001] CITW-QD201(Transistor Qutput Unit)

----- 7’ 04 [2000] CITW-ADO41-V1(Analog Input Unit 4 points) (Occupancy : 1)(Unit: 0) (Out: 1, In: 9)
----- 7’ 05 [2010] CHW-DA041 (Analog Output Unit 4 points) (Occupancy : 1)(Unit: 1) (Out: 9, In: 1)

[C12M-CPU14 [Offline

@ Additional Information

If you create an I/O table by reading from the actual PLC:

You can also create an I/O table by reading the I/O table and Special Unit settings from the ac-
tual PLC after replacement. However, in this case, you cannot perform the following.

* Preparing data in advance
* Using the I/O table to determine the current consumption and Unit width

Follow the steps below.

1. Turn ON the power supply to the actual PLC after replacement. Connect the CX-Programm-

2. Place the CX-Programmer offline and create an 1/O table.

er directly to the CPU Unit, place it online, and read the 1/O table and Special Unit settings.
Executing the 1/O table creation command causes the EtherNet/IP Unit to be restarted. After
the EtherNet/IP Unit is restarted, perform the transfer operation.
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2-3-7  Selecting the Power Supply Unit and Checking the Dimensions

/\ CAUTION

Use the Power Supply Unit and supply voltage specified in this manual if you use the 0

CJ1W-EIP21S or CS1W-EIP21S with the power OFF detection time. If you use a
Power Supply Unit that is not specified, the CJ1W-EIP21S or CS1W-EIP21S may fail
to start due to malfunction.

The following restrictions on the power supply apply when you replace the EtherNet/IP Unit with the
CJ1W-EIP21S or CS1W-EIP218S.

Restrictions on Replacement
Restrictions on the
L. Power Supply Unit .
Traget Replacement Model Restrictions of ) . Increase in current
CJ1W-PD022 with or without the comsumption
power OFF detec-
tion time
CS1W-EIP21S -—- Restricted increase
CJ1W- Lot number is 250331 CJ1W-PDO022 is not | Restricted increase
EIP21S (hardware revision "None") | available
or earlier
Lot number is 250401 CJ1W-PD022 is Not restricted increase
(hardware revision "A") or | available.
later However, the setting
of the power OFF
detection time can-
not be used.

Check if changing the Power Supply Unit is necessary due to these restrictions, and select an ade-
quate Power Supply Unit if necessary.

If the source replacement Power Supply Unit meets these restrictions, there is no need to change the
Power Supply Unit.

If the source replacement Power Supply Unit does not meet these restrictions, you need to choose not
to set the power OFF detection time, or change the Power Supply Unit or expand the system configu-
ration.

Changing the Power Supply Unit or expanding the system configuration may result in increased di-
mensions. Check also the dimensions.

The following topics provide details on the restrictions on the power supply and information on check-
ing the dimensions.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

I Restrictions on the Power Supply

The following restrictions are described.

® (1) Restrictions on the Power Supply Unit Usage

CJ1W-EIP21S with lot number 250331 (hardware revision "None") or earlier cannot use the Power
Supply Unit CJ1W-PD022. Use another CJ-series Power Supply Unit or use CJ1W-EIP21S with lot
number 250401 (hardware revision "A") or later.

® (2) Restrictions on the Power Supply Unit with or without the Power OFF
Detection Time
The restrictions on the Power Supply Unit apply with or without the power OFF detection time in the
PLC Settings Window.
a. Without the power OFF detection time
When the power OFF detection time is not set, no restrictions apply. However, this excludes the
CJ1W-PD022, to which restriction (1) applies. Here, “not set” means that the default value 0 ms
is not changed.
b. With the power OFF detection time
The table below shows whether or not Power Supply Units are applicable depending on the
condition of supply voltage when the power OFF detection time is set.
Yes: Applicable, No: Not applicable, ---: Not supported

Condition of supply voltage
Power Supply Unit and applicability of Power
200 VA(.‘.s uPTy - Remarks
ower .
S"';pl_°crted Model | or high- | than 200 D:i::'
er VAC
CJ Series CJ1W-PA202 | Yes Yes --- CJ1W-EIP21S with lot number 250331
(CJ1, CJ2) CJ1W- Yes Yes — (hardware revision "None") or earlier can-

PA205C not use the power OFF detection time be-

CJ1W- Yes Yes . low 200 VAC.

PA205R

CJ1W- --- --- Yes CJ1W-EIP21S with lot number 250331

PD025 (hardware revision "None") or earlier can-
not use the power OFF detection time.

CJ1W- --- --- No The setting of the power OFF detection

PD022 time cannot be used.
CJ1W-EIP21S with lot number 250331
(hardware revision "None") or earlier can-
not use CJ1W-PD022 with or without the
setting of the power OFF detection time.
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Condition of supply voltage
Power Supply Unit and applicability of Power
Supply Unit'? Remarks
200 VAC | Lower .
s”';pl_‘::“ed Model | or high- | than 200 Dsl;t'" .
er VAC &
CS Series C200HW- Yes No - Depending on the date of manufacture, _;:'3
(CS1) PA204 the supply voltage is not wide range, but 5
C200HW- Yes No — is switchable. For details, refer to the CS- §'
PA204R series Programmable Controllers
Operation Manual (Cat. No. W339).
C200HW- Yes No —
PA204C
C200HW- No No n
PA204S ~
C200HW- No No §
PA209R 2
C200HW- |- No %
PD024 Y
C200HW- No 5
PD025 ®
CS Series CS1D- No No 2
(CS1D) PA207R S
CS1D-PD024 | — No o
CS1D-PD025 | --- No §
*1. Use the supply voltage within the allowable power supply voltage fluctuation range. §
>
To continue using the power OFF detection time after replacement, use a Power Supply Unit and %
supply voltage that meet the restriction. In addition, some Power Supply Units may have unique g
restrictions that are not described in this guide. Refer to the user’s manual for your CPU Unit for §
details on the Power Supply Unit specifications. For Power Supply Units that are not applicable due §

to the restrictions, consider setting the power OFF detection time to 0 ms. Refer to the user’s man-
ual for your CPU Unit for details on the power OFF detection time.

@ (3) Increase in Current Consumption
Replacing the source replacement model with the CLJ1W-EIP21S causes the current consumption
to increase from 5 VDC. For this reason, you need to confirm that the current consumption of the
Unit configuration after replacement does not exceed the output capacity of the Power Supply Unit
in use. For how much the current consumption increases, refer to the description of the differences
in specifications and functions in this guide. Refer to the user’s manual for your CPU Unit for details
on how to calculate the output capacity and current consumption of the Power Supply Unit.
This guide also introduces how to use an /O table to calculate the current consumption. Refer to
Using an I/O Table to Calculate the Current Consumption and Unit Width on page 2-38.

I Checking the Dimensions

Changing the Power Supply Unit or expanding the system configuration may result in increased di-
mensions. Check the dimensions. Check the difference in the dimensions before and after change to
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confirm the effects on the installation space. If the configuration does not fit in the installation space,

consider changing the panel size, etc.
For the CJ Series, you can use an |/O table in the CX-Programmer to calculate the width of the Unit

configuration. Refer to Using an I/O Table to Calculate the Current Consumption and Unit Width on
page 2-38 for details on using an I/O table to calculate the Unit width. Note that the CS Series does
not support the use of an I/O table to calculate the width.

Using an 1/O Table to Calculate the Current Consumption and Unit
Width
The following shows how to use an I/O table in the CX-Programmer to calculate the current consump-

tion and Unit width. Refer to the CX-Programmer Ver. 9.7 Operation Manual (Cat. No. W446) in addi-
tion to this manual for details on I/O tables and how to operate the CX-Programmer.

1 In the CX-Programmer, open the I/O table for the Unit configuration after replacement.

7 PLC IO Table - MewPLC1 = O *
File Edit View Options Help

B 8|R|«w 3|=el 22 2] o =l

-~ CJ2ZM-CPU14 ~
--q Inner Board

£1-d4 [0000] Main Rack

..... b 00 [1500] CIW-EIP215(EtherNet/IP Unit for CJ) (Unit : 0)
----- §01[1600] CHW-EIP215(EtherNet/IP Unit for CJ) (Unit : 4)
..... 02 [0000] CHW-ID201(DC Input Unit)

----- & 032 [0D01] CITW-0D201(Transistor Output Unit)

----- 7’ 04 [2000] CITW-ADO41-V1 (Analeg Input Unit 4 points) (Occupancy : 1)(Unit: 0) (Out: 1, In: 9)
----- 7’ 05 [2010] CITW-DAO41 (Analog Output Unit 4 points) (Occupancy : 1)(Unit: 1) (Out: 9, In: 1)
..... 4§ 06 [0D02] Empty Slot

..... 4§ 07[0002] Empty Slot

..... 1 08[0002] Empty Slot

..... 1 09[0002] Empty Slot

[+- 4, [0002] Rack 01

[+]- 4y [0002] Rack 02

| -4, [0002] Rack 03

<

|c12Mm-CPU14 [Offline Y

2 In the IO Table Dialog Box, select Consumption and Width from the Options Menu.
The current consumption and width of the CPU Rack and Expansion Racks are displayed.
However, the width is displayed for CJ Series only.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

Consumption and Width [CJ2ZM-CPU14] *
Rack  Power Supply Urit 1/0 madule Option board Epansion Consumption(ma)] Tatal power “width(mm]
unit consumption ()
B ZBV/24
CPURacHCHwPa2i2  »| [ BB =1 3 L [ 105 347
D N —

Rack 01 [ClwRszz - i 1510 75 2457
Rack 02 [CITWPAZIE = ¥ »
Rack 03 [CITwPaz2 = 2 hd
3
1]
©
0
=
0
=
o
=

Item Description Remarks
Rack The CPU Rack or Expansion Rack is -

displayed.

Power Supply | The model number of the Power Sup- | ---
Unit ply Unit is displayed.
I/O module The model number of the Pulse I/0 This can be selected only for a CJ2M CPU

Module is displayed.

Unit with unit version 2.0 or later.

Option board

The model number of the Option Board
is displayed.

This can be selected only for the CJ2M-
CPU3.

Expansion Select this check box to use an Expan- | ---
unit sion Unit.
Consumption | The total current consumption of the * The displayed value indicates the current
[mA] Units registered in the I/O table is dis- consumption when the Backplane with the
played for each Rack. maximum current consumption is used, al-
though, for the CS Series, the current con-
sumption varies depending on the model
number of the Backplane.
* When a CJ-series Unit is added, the cur-
rent consumption values for the 1/0O Control
Unit and 1/O Interface Unit are automatical-
ly displayed for each Rack.
Total power The total power consumption is dis- -

consumption
W]

played for each Rack.

Width [mm]

The total width of the Units registered
in the I/O table is displayed for each
Rack.

This is displayed for the CJ Series only.

3 Check if the output capacity of the Power Supply Unit is exceeded.

If the capacity of the Power Supply Unit is exceeded, the values will be displayed on a red

background as shown below.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

2-3-8

2-40

Consumption and Width [CJ2M-CPU14] X

Rack  Power Supply Unit 140 module Option board Expansion Consumption(md) Total pawer “fidth(mnm)
urit consumptian [
B 2Ev/24Y

CPU Rach{CHw-Pa202 ~| |- ~ | B o o 2967
| [=IL: =l
Rack 01 |ClWw-Pa202 ~ v \ 151n| | 75

|
Rack 0z |Clw-PAZ02 - = \ [ [ [
|

Rack 03 |Clw-PA202 = \ [ [

2457

<]

<l

The following rack exceeds the maximum supply power

CPU Rack

Close

If the output capacity of the Power Supply Unit is exceeded, change the Power Supply Unit tak-
ing into account the other restrictions (1) and (2) and check again.

If the current consumption is still insufficient even after this change, consider expanding the
system configuration. If the system is already expanded, consider moving the Units mounted in
the same Rack to another Expansion Rack. However, even if you move the Units, do not
change their unit numbers. If you change the unit numbers, the user program needs to be edit-
ed.

Setting Up the CPU Unit

After you create an I/O table, set up the CPU Unit in the Unit configuration after replacement.
Use the CX-Programmer to edit the PLC settings. Do the following to edit the settings.

» Correcting the PLC Settings after Changing a PLC

» Dealing with Restrictions

The following topics describe these settings. Refer to the CX-Programmer Ver. 9..7 Operation Manual
(Cat. No. W446) in addition to this manual for how to operate the CX-Programmer.

I Correcting the PLC Settings after Changing a PLC

There are cases where the PLC settings are initialized because the PLC was changed after replace-
ment of the CPU unit. For this reason, check the differences in the PLC settings before and after
change. If there is any difference, correct the settings to match those before the change.

The operating procedure is shown below. This is an example of the CJ2H-CPU64. The settings and
tab names displayed in the PLC Settings Window differ depending on the PLC model. Refer to the us-
er’s manual for your CPU Unit for details.

1 In the main window, select Edit — Settings from the PLC Menu. Or, double-click Settings in
the project tree.
The PLC Settings Window is displayed.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)



2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

85 PLC Settings - NewPLC1 - ®
File Options Help

Startup lSeﬂings ] Timings/Synchronous | SI0U Refresh ] Unit Settings | Serial Port | Peripheral Service | FINS Protection ]

Startup Hold Meode N
[ Force Status Hold Bit " Program &
[ 1OM Hold Bit £ Moritor g
{* Run 3

: 5

S

Execution Setting =]

[ Start running program when initialising Unit/Inner board recognition

[~ Start peripheral service when Inner board is being recognised

wn Ndo ey dn bumes g-¢-g

CJ2H-CPUG4 |Offline

2 Check the differences from the PLC model before change.
If there is any difference, edit the PLC settings to match those before the change according to
the PLC settings before you change the PLC.

3 After this, save the PLC project data.

I Dealing with Restrictions

Configure the following settings in the PLC Settings Window as required to deal with the restrictions
on replacement.

» Power Off Detection Time

After this, save the PLC project data.

In the following description, the settings window for CJ2H CPU Units is shown as an example. The
settings and tab names displayed in the PLC Settings Window differ depending on the PLC model.
Refer to the user’s manual for your CPU Unit for details.

@ Setting the Power OFF Detection Time
Replacing the source replacement model with the CLJ1W-EIP21S may not allow you to set the
power OFF detection time depending on the model of the Power Supply Unit in use. Set the Power
Off Detection Time in the PLC Settings Window according to what you did in selecting the Power
Supply Unit. Refer to 2-3-7 Selecting the Power Supply Unit and Checking the Dimensions on page
2-35 for information on selecting the Power Supply Unit.
The setting procedure is shown below.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

1 In the main window, select Edit — Settings from the PLC Menu. Or, double-click Settings in
the project tree.
The PLC Settings Window is displayed.

2 Select the Timings/Synchronous Tab Page. Set the Power Off Detection Time.
If you choose not to set the power OFF detection time after considering the restrictions, set 0
ms.

&5 PLC Settings - NewPLC1 = *
File Options  Help

Startup | Settings  Timings/Synchronous | SIOU Refresh | Unit Settings | Serial Port | Peripheral Service | FINS Protection |

~Cycle Time Settingg—————— — Synchronous Unit Operation Settings
Watch Cycle Time (10 - 40000ms) [ Use Synchronous Operation
% 1000ms (default) Synchronous Cycle Time (default Zms) I D‘% ms (0.5 - 10.0 ms)
€ Manual Setting I S — Synchronous Data Refresh Area Allocation
Gk Tl Start Address Size(Area)
= Not Constant (defaut) Output : | |
" Constant (0.2 - 32000ms) | bt | [
I o __j:] ms =
Synchronous Unit (Unit No.) I Output Size I Input Size
Power Off Detection Time {0 - 10ms)
l D___,::J ms (default:Oms)
rIntemupt Settings ——————————————————
[ Enable high speed intemupt function
Scheduled Intermupt Interval
IH] vI ms (default: 10ms)
Power Off Intemupt
¢ Do not use (defautt)
= lUse iarea) of the synchronous unit. Each size can be changed f necessary.

[C12H-CPUB4 [Offline |

3 Atter this, save the PLC project data.

2-3-9  Setting Up the CC11W-EIP21S

After you create an I/O table, set up the CLI1W-EIP21S in the Unit configuration after replacement.
Configure the settings to match those of the source replacement model.

I Types of Setup Methods

For the CC11W-EIP21S, the following two types of setup methods are available.

Setup method Description Reference
Setup using the CX-Pro- Configure the Special Unit settings using | Setup using the CX-Programmer’s
grammer’s unit setting Save Parameters and Load Parameters | Unit Setting Porting Assistant on page
porting assistant in the CX-Programmer. 2-43
Manual setup using the Configure the Special Unit settings man- | A-2-1 Setup for Replacing a System
CX-Programmer ually to match those of the source re- with the CJ2 CPU Built-in EtherNet/IP
placement model. Port on page A-7
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

You can use the CX-Programmer’s unit setting porting assistant to set up the Unit by updating the CX-
One with an October 2024 or later release of auto-update. We recommend that you use the CX-Pro-
grammer’s unit setting porting assistant to make the setup easier than manually setting up the Unit.

I Setup using the CX-Programmer’s Unit Setting Porting Assistant

This section provides the precautions and setup procedure for setting up the CC11W-EIP21S using the

uonesedald £-g

CX-Programmer’s unit setting porting assistant.

@ Precaution for Getting an IP Address from the BOOTP Server

Replacing the Unit with a different model means that the MAC address of the Ethernet port is differ-
ent before and after the replacement. Therefore, you need to change the settings of the BOOTP

server.
Note that, if Get IP address from the BOOTP server is set before replacement, it will be changed
to Get IP address from the BOOTP server (1Shot) after replacement. In this case, however,
there is no need to change the setting. The behavior of getting an IP address from the BOOTP
server is the same before and after the replacement.

@ Setting Up the CLI1W-EIP21S
The following describes how to set up the CLI1W-EIP21S. Refer to the CX-Programmer Ver. 9.[7
Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Programm-
er.

S1zdIF-mLO9D 8y dn bumes 6-¢-z

1 In the 1/O table for the unit configuration after replacement, execute Load Parameters for the
CJ2 CPU built-in EtherNet/IP port for which you saved the settings in step Saving Special Unit
Setup Data on page 2-25 to read the settings.

1) In the CX-Programmer, open the I/O table for the Unit configuration after replacement.

2) Right-click the CLJ1W-EIP21S and select Load Parameters from the menu.

§7 PLCIO Table - NewPLC1 = O X
File Edit View Options Help

8] SRl t[mo] Pl EElo15] o Sl

@ c2m-cru14

-g Inner Board

-4 10000] Main Rack

[ B 00 [1500] CHTW-EIP215(Etherh

i 07 [1600] CITW-EIP215{Etherly
i 4§ 02 [00DO] CHW-ID201(DC Inpy
03 [00D] CHIW-0D201(Transit
04 [2000] CHW-ADO41-V1(An
i 05 [2070] CITW-DAG41 {Analog
il 06[0002] Empty Slot

4 07[0002] Empty Slot

4 08[0002] Empty Slot

L4 09[0002] Empty Slot

1@ [0002] Rack 01

1@y [0002] Rack 02

1@y [0002] Rack 03

Add Unit

Change / Confirm Units
Change Unit Mo

Unit Comment
SYSMAC BUS Master

Unit Setup
Save Parameters

Load Parameters
Start Special Application

Cut
Copy
Paste
Delete

Unit Manufacturing information
Unit Error Log
Hot Swap

Ctrl+X
Ctrl+C
Ctrl+V

In: 9)
n: 1)

or Value:

3) Select the file with the settings to configure, and then click the Open Button.

At this point, be careful not to select an incorrect file.

The settings of the selected file are applied to the selected Special Unit.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

2 Due to differences in settings and default values before and after replacement, there are set-
tings that are not transferred by the unit setting porting assistant. Select the FTP Tab Page and
configure the following settings that have not been transferred.

Setting for CC11W-
EIP21S Description
Tab Page Setting
FTP After replacement, this setting is changed to the default Not Use FTP. If

you are using FTP, select Use FTP.

Password The password is cleared. Set the password again. The password setting

rules are changed as follows.

e The valid number of characters is changed to 8 to 16 characters, from 1
to 8 characters.

¢ Entered characters replaced by asterisks.

* The number of attempts to set a password is changed from 1 to 2 times.

Port No. The default value is set. Set the port number to match the setting of the
source replacement model.

@ Additional Information

Although the following security settings are added, do not configure them at this time.
» Opening and closing the port

* |IP packet filtering

Configure the settings as needed after completion of replacement.

For details, refer to 2-4-5 Implementing Security Measures on page 2-58.

3 After this, save the PLC project data.

2-3-10 Setting Up Other Units

After you create an I/O table, set up Units other than the CPU Unit and CLJ1W-EIP21S in the Unit con-
figuration after replacement.

You need to configure the following settings again.

» Special Unit settings

» Setting Up Units That Use the CPU Bus Unit Setup Area

M Precautions for Correct Use

You may transfer the 1/O table and Special Unit settings to the actual PLC after replacement
without configuring the Special Unit settings for Units that are not the replacement target. How-
ever, doing so changes the settings for the Units that are not the replacement target.

Be sure to configure the settings before you execute replacement.

I Special Unit Settings

Changing the PLC model causes the I/O table and the Special Unit settings in the PLC project data to
be initialized. For this reason, if you have Special Units that are not the replacement target, configure
the Special Unit settings to match those of the source replacement model.

Use the CX-Programmer and follow the steps below to configure the settings to match those of the
source replacement model.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

1 In the I/O table for the unit configuration after replacement, execute Load Parameters for Spe-
cial Units other than the CJ2 CPU built-in EtherNet/IP port for which you saved the settings in
step Saving Special Unit Setup Data on page 2-25 to read the settings.

1) In the CX-Programmer, open the 1/O table for the Unit configuration after replacement.

2) Right-click the Special Unit and select Load Parameters from the menu.

§7T PLCIO Table - NewPLC1 = [m] X
File Edit View Options Help

B Sl (el 32 BlalE] v Bl
- CIZM-CPU14

i Inner Board

-4 [0000] Main Rack

L. 4) 00[1500] CIIW-EIP215(EtherNet/IP Unit for CJ) (Unit: 0)
[ B 01 [1600] CJIW-EIP215(EtherNet/IP Unit faatiinind
-4 02[0000] CJIW-ID201(DC Input Unit) Add Unit
7| 03 [0001] CHTW-0D201 (Transistor Cutpu Change / Confirm Units
-5 04[2000) CIIW-ADO41-V1(Analag Input Ehanae Unet Ny

i 05[2010] CJIW-DAO41(Analog Output U
i 06 [0002] Empty Slat

i 07 [0002] Empty Slot

7] 02[0002] Empty Slot UnitSetup
L. f] 09[0002] Empty Slot
- dagy [0002] Rack 01

uonesedald £-g

Unit Comment

SYSMAC BUS Master >

Save Parameters

-4, [0002] Rack 02 Load Parameters

-4y [0002] Rack 03 Start Special Application >
Cut Ctrl+ X
Copy Ctri+C
Paste Ctrl+V

Kiows\ O1d Bunosuio) L1-g-2

Delete

Unit Manufacturing information

Unit Error Log

Hot Swap

3) Select the file with the settings to configure, and then click the Open Button.
At this point, be careful not to select an incorrect file.
The settings of the selected file are applied to the selected Special Unit.

2 After this, save the PLC project data.

I Setting Up Units That Use the CPU Bus Unit Setup Area

To replace a CPU Unit, you need to move the set data in the CPU Bus Unit Setup Area, which is stor-
ed in the CPU Unit. This means that, to use Units that use the CPU Bus Unit Setup Area, you need to
configure the settings again.

Refer to the user’s manual for your CPU Bus Unit for the following information.

* Whether or not the CPU Bus Unit Setup Area is used

» Contents and setting method of the data

For Units that are configured in the Unit Setup in the CX-Programmer, set the data here. For Units that
are configured in Support Software other than the CX-Programmer, set the data that you read in ad-
vance in 2-3-4 Reading and Saving Data on page 2-21 to the actual PLC after replacement.

2-3-11  Correcting PLC Memory

If PLC memory is initialized by changing the PLC model, correct the data in the target replacement
model to match that of the source replacement model.
Use the CX-Programmer and follow the steps below to match the data to that of the source replace-

ment model.
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1 With the project data from the source replacement PLC displayed in the PLC Memory Window,
execute Save To File to save the memory information in each area to a file.

1) In the CX-Programmer, open the PLC project file from the source replacement model.
2) In the project tree, double-click Memory. Or, in the main window, select Edit — Memory

from the PLC Menu.
The following PLC Memory Window is displayed.

B PLC Memory - NewPLCT - D - m} X
File Edit View Grid Window Help

e I YT R T B e e - = R RN e T
EEEE

Start Address:l 10 On Off Setalue .
ChangeOrder | Farceln Farcedff ForceCanc J Q

+0 +1 +2 +3 +4 +5 +5 + +B +3 Lol 3
D00010 | OOFF | 0OFF | 0OFF | 0OFF | OOFF | OOFF | OOFF | DOFF | DOFF | DOFF
DO00Z0 | OOFF | DOFF | OOFF | 0OFF | 0OFF | OOFF | 0OFF | 0OFF | 0OFF | 0OFF
DD0030 | OOFF | 0OFF | DOFF | 0OFF | 0OFF | OOFF | 0OFF | OOFF | 0DFF [ DOFF
DO0040 | 0OFF | DOFF | OOFF | 0OFF | 0OFF | OOFF | 0OFF | 0OFF | 0OFF | 0OFF
DO00S0 | OOFF | DOFF | OOFF | 0OFF | 0OFF | OOFF | 0OFF | 0OFF | 0OFF | DOFF 1
DO00G0 | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO
DO0O70 | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO
DD00B0 | FFOO | FFO0 | FFOO | FFOO | FFOO | FFOO | FFOD [ FFOO | FFOD [ FFOO
DO0090 | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO
DD0100 | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOD [ FFOO | FFOD [ FFOO ==l
DO0110 | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO | FFOO -
Fominn ¥  |palseEEl ¥ :
J: OndOH,  T: EhanageOrder

Chil+); ForceOn,  ChisE: FarceOf,

Ctrl+L: FarceCancel

Gt Memory | B Address

Ready

|C12H - CPUB4-EIP |Offline Y

[D10

This window displays the data table for each memory area that contains data.

3) Inthe PLC Memory Window, select Save To File from the File Menu.
The Save Dialog Box is displayed.

Save b4

Areaz to Sawve: File Cormment:

WD
[w]H
[w[ED

Ok I Cancel

4) Select the check boxes for all areas that contains the data to save, and click the OK Button.
The Save As Dialog Box is displayed.

5) Specify a location in which to save the data, enter any file name (extension: .mem), and
save it.

2 With the PLC project data after replacement displayed in the PLC Memory Window, execute
Open File to read the memory information for areas that you saved in step 1. At this point, be
careful not to select an incorrect file.

1) In the CX-Programmer, open the PLC project file after replacement.

2) In the project tree, double-click Memory. Or, in the main window, select Edit — Memory
from the PLC Menu.
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The PLC Memory Window opens.
3) In the PLC Memory Window, select Open File from the File Menu.
4) Select the file that you saved, and then click the Open Button.
The memory information is read.
5) In the PLC Memory Window, select Save in Project from the File Menu to save it.

W

After this, save the PLC project data.

uonesedald £-g

M Precautions for Correct Use

Make sure that the memory size of each area is the same between the source and target re-
placement CPU Units, and correct the PLC memory by editing the PLC memory file.

2-3-12 Correcting the User Program

Correct the user program to deal with the differences in specifications due to the replacement and the
restrictions that apply. Refer to 2-1 Differences in Specifications, Functions, Etc. on page 2-2 for differ-
ences that affect the user program among those from the source replacement model.

For the CLO1W-EIP21S, socket service functions are assigned to reserved and unused bits of the allo-
cated CIO Area and DM Area words. If, in the source replacement model, the reserved or unused bits
are used by a program, the program needs to be corrected.

If the Option Board Error Flag is monitored by the CJ2M-CPU3L], the user program needs to be cor-
rected.

After you correct the user program, save the PLC project data.

welboid Jesn 8y Bunosiion zZL-¢-2

2-3-13 Configuring Tag Data Links

Configure tag data links to match the Unit configuration after replacement. There is no need to recon-

figure them from scratch.
Use the Network Configurator and execute the Change Device Type function on the network configu-
ration file for the source replacement model to change the source replacement model to the CCI1W-

EIP21S.
Refer to the CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) in addition to this
manual for details on how to configure and operate tag data links with the Network Configurator.

Follow the steps below to change the PLC.

1 Open the network configuration file for the source replacement model.
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2-48

@ Network _1 - Network Configurator - O X
File Edit View MNetwork Device EDSFile Tools Option Help
I Dedlas |y aigler ¢ 8 raex|E EoET
| Re|lad|een|B & R &% 66
* | D EtherNet/IP_1 |
a Metwork Configurator B =
-8 EtherNet/IP Hardware g e e
-8, Yendor = = 5 o =
(8, OMRON Corporati (s
= poration
: Ui - — 192.168.250.1 192.168.250.2 192.168.260.3 192168.250.4 192.168.280.5 192.168.260.6
i = - ) CI2B-EIP21 CIWEIP2ICIZ]  C2M-EIP21 CI2B-EIP21 CJ2BEIP21 CETw-EIP21
B-@ DeviceT ype 1 l 1 1 l 1
3 |

Communications Adapter =
- Generic Device
-5 Motar Condition Monitoring Device
r_‘|!i Power Supply Device
r_‘n!i Safety Digcrete 140 Device
- r_‘n!i Thermal Condition Monitoring Device

Usage of Device Bandwidth

Dietall ..

2l

LEtherfet/IP T:Unknown OMRO:TOOLBUS  CJ2-CPUxx 115200 Bit/s @ Off-line

Ready

2 Right-click the device to replace and select Change Device Type from the menu. Or, click the
device and select Change Device Type from the Device Menu.

EB Metwork _1 - Network Configurator - m] x
File Edit View MNetwork Device EDSFile Tools Option Help
‘ EE Rt |
|kplaaleen B &mfom|nalE]
* | O EtheiNe/ip_1 |
@ Metwark Configuratar
=B} EtherNel/IP Hardware
E@ Wendor =
OMRON C f
% o 1 " |1921682504 1921682505  1921BR2506
| miphMIcrastan.s yetems: e = : CIZBEIP CIZBEIP2 CSTW-EIP21
- DeviceType & Monitor...
ﬁ Communications Adapter = |
5, Generic Device Reset
2 Motor Condition Monitoring Device
= Power Supply Device [B@ Maintenance Information...
ﬁ Safety Discrete |40 Device . _
ﬁ Thermal Condition Monitoring Device Eeqe sy loaiher DEvE S 4
External Data 3
$ Cut
Copy
¥ Delete
Change Node Address...
Change Device Comment...
i Edit 170 Comment...
Synchronize [dentity
Usage of Device
Digtail o Property...
e z T
Change Device Type L:EtherNet/IP  T:Unknown OMRO:TOOLBUS  CJ2-CPUxx 115200 Bit/s 2 Off-line

3 The following dialog box is displayed. Click the Yes Button.

MNetwork Configurator

If the device type was changed, you cannot change this

! device type to the lower device again.
The procedure to change the device type will be continued.
OK?

v [[we ]

The Change Device Type Dialog Box is displayed.
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Change Device Type

Flease select a new device which you would like to use.

Mew Device

CJ1w-EIP21 Rewd

Cancel

X

4 Select the device to replace and click the OK Button.

The table below shows the relationship between the source and target replacement Units.

Source replacement model (before change)

Target replacement model (after change)

narawane i | CPrevision | moder | NUR BRI R wogel
CJ2B-EIP21 | Rev. 2, Rev. 3 | CJ2-CPUBLI-EIP | CJ1W-EIP21S | Rev. 4 CJ1W-EIP21S
CJ2M-EIP21 | Rev. 2 CJ2M-CPU30O (CJ2) mounted on CJ2
CJIW-EIP21 | Rev. 2, Rev. 3 | CJIW-EIP21 CPU Unit
(CJ2) mounted on CJ2
CPU Unit
CJ1W-EIP21 | Rev. 1, Rev.2, | CJ1W-EIP21 CJ1W-EIP21S | Rev. 4 CJ1W-EIP21S
Rev. 3 mounted on CJ1 mounted on CJ1
CPU Unit CPU Unit
CS1W-EIP21 | Rev. 1, Rev.2, | CS1W-EIP21 CS1W-EIP21S | Rev. 4 CS1W-EIP21S
Rev. 3

6 Save the network configuration file.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

2-4 Replacement

This section describes the actual replacement steps.

2-4-1 Replacing and Wiring Units

Replace and wire Units. Refer to the user’s manual for the target replacement Unit for the hardware
setup, installation, and wiring of each Unit.

Taking into account the risk that you fail in replacement, perform simple backup with a Memory Card,
or back up the PLC data with the PLC Backup Tool.

I Replacing Units

Replace each Unit with the power supply turned OFF.

® CPU Unit
Configure the hardware settings of the target replacement CPU Unit to match those of the source
replacement CPU Unit.
After this, replace the Unit.

® CJ2-series CPU Built-in EtherNet/IP Port
Configure the hardware settings of the CJ1W-EIP218S, i.e., the unit number and node address (de-
fault IP address), to match those of the built-in EtherNet/IP port of the source replacement model
CJ2H-CPU6-EIP or CJ2M-CPU3L.
The following is an example. After this, replace the Unit.
Example:
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OmRon
SYSMAC
CJ2H
CPUB4-EIP ;
PROGRAMMABLE
CONTROLLER

' \ Unit number: 0
Dm I~ Node address: 01

< EtherNet/IP

100BASE-TX
10BASE-T

HJ
N2 &

®

"l

CJ2H-CPU6G4-EIP
Replacement
%mnon EIP21S
Ms O
O SR
E%%?E?sﬂ“&‘;” BKUP & DQUODCUO “m E
g V. %

oo . [ Set the unit number to 0.
Mounting| (9) (97

-—
[ Set the node address to 01.

PERIPHERAL

1P ADDRESS

POR SUBNET MASK

100BASE-TX
[ 10BASE-T

~ ijj
h'd
CJ2H-CPU64 and CJ1W-EIP21S

fﬂ]]ﬂ’

@ Other Units
If you have Units to replace other than the CPU Unit and CL1W-EIP218S, replace them.
For example, replace the Power Supply Unit, Expansion Rack, etc.

I Wiring the Units

After replacement, wire the Units.
However, leave the Ethernet cable to the CLI1W-EIP21S disconnected at this point.

2-4-2  Turning ON the Power Supply

Turn ON the power supply to the PLC after replacement.

M Precautions for Correct Use

The CCO1W-EIP21S requires a Unit startup time. For this reason, the CPU Unit startup time will
be delayed by a few seconds compared with the system before replacement.
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2 Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

2-4-3

2-52

Transferring Data

From the Support Software connected directly to the CPU Unit, transfer the following data that you

prepared to the actual PLC after replacement. "
* PLC project data
» Tag data link parameters

Routing table
Set data for Units that use the CPU Bus Unit Setup Area

*1. This means to connect Support Software directly to the USB port or peripheral port on the CPU Unit.

M Precautions for Correct Use

The CLJ1W-EIP21S has additional security functions, by which you can disable the EtherNet/IP
port. Disabling the EtherNet/IP port accidentally prevents you from connecting the Support Soft-

ware online.

Therefore, during replacement, connect the Support Software directly to the USB port, peripher-
al port, etc. on the CPU Unit and place it online with the PLC to allow for data transfer.

The table below shows the flow of data transfer to the actual PLC. Use this flow to transfer data.

Step

Item

Description

Reference

1

Transferring PLC Project
Data

Transfer PLC project data to the CPU Unit for
each PLC after replacement.

Transferring PLC Project
Data (to PLC) on page
2-52

2 Transferring the Routing | Transfer the routing table to the CPU Unit for Transferring the Routing
Table each PLC after replacement. Table (to PLC) on page
2-55
3 Transferring the Settings | Transfer the settings of Units that use the CPU | Transferring the Settings
of Units That Use the Bus Unit Setup Area to the CPU Unit for each of Units That Use the CPU
CPU Bus Unit Setup Area | PLC after replacement. Bus Unit Setup Area on
page 2-58
4 Connecting Communica- | Turn OFF the power supply to each PLC. Then, | ---
tions Cables connect communications cables to the target
replacement model CJ1W-EIP21S.
5 Turning ON the Power Check the safety of the equipment and turn ON | ---
Supply to Each PLC the power supply to each PLC.
6 Downloading Tag Data Download all tag data link parameters for each | Downloading Tag Data

Link Parameters

EtherNet/IP network.

Link Parameters on page
2-58

I Transferring PLC Project Data (to PLC)

Transfer the PLC project data that you created to match the Unit configuration after replacement dur-
ing preparation to the actual PLC. To do so, connect the CX-Programmer directly to the USB port, pe-
ripheral port, etc. on the CPU Unit and place it online.
The following is the PLC project data to transfer.

» User program

* PLC settings

« |/O table

» Special Unit settings
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* PLC memory (i.e., data in the DM, EM, HR, and other areas that is retained even when the power
supply is turned OFF)

@ Transferring PLC Project Data
The following shows how to use the CX-Programmer to transfer PLC project data from the comput-
er to a PLC. Here, the procedure for transferring all project data at once is shown.
Refer to the CX-Programmer Ver. 9.[7 Operation Manual (Cat. No. W446) in addition to this manual
for how to operate the CX-Programmer and connect the CPU Unit to the CX-Programmer. Refer
also to the user’s manual for your CPU Unit for how to connect the CPU Unit to the CX-Programm-
er.
Note that, in the case of replacement that does not involve replacing the CPU Unit, you can trans-
fer only the data that is changed among project data. For example, you can transfer only the Spe-
cial Unit settings of the CJ1W-EIP21S. Select how to transfer the data depending on the case of
replacement and the amount of data change.

juswaoe|day -z

1 Connect the CPU Unit and the computer with a Support Software connection cable, etc.

ejeq Bulusysuel] ¢-y-z

2 Start the CX-Programmer.

3 Open the project data file that you created during preparation.
File — Open

4 Connect the CX-Programmer online to the PLC and change to PROGRAM mode.
PLC — Work Online
PLC — Operating Mode — Program

5 Transfer project data to the PLC.
PLC — Transfer — To PLC
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(1) Select the check box for the data to transfer. If the CPU Unit is replaced,
select all the check boxes.

/ (2) Click the OK Button.

Downlead Dptions

[
PFLC: MfwPLC (1] 4 |
Include; Capirae]
el

Programiz)/Network symbols

Settings

VT 10 table

W]« Special Unit Setup Tranzfer Al
=3[ Symbols

Comments

3| Program index

Symbalz, Comments, Program index

Transfer To/From:  |Comment memaory -

{* Transfer files of all tasks
r

i
=

I Exclude Port{HostLink, Peripheral) of PLC Settings frarm the
tranzfer target,
[Check when trangfering CPU unit gerial comms port settings
changed by NT Link auto-onling or CPU unit parameter edit of
CxAntegratar. ]

Mote: PLC Memory areaz(CI0, Timer/Counter, Data memaorny, etc.] iz
not tranzferred, Pleaze trangfer PLC Memony areas from the PLC
Memony window,

6 Transfer PLC memory. This is an example of transferring data from the DM Area.
PLC - Edit — Memory
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(1) Select Transfer To PLC from the Online Menu.

(2) Select the transfer range. If you select Selection, select the part of
the memory area to transfer before step (1).

PLC Memory - NewPLC1 - [D] = B x

® File Edit View Grid| Online |Window Hel - 8 X
P

2@ SR/ 1[w=[E] 2[=(s]nnlE o | wa)/E o2l ale

| B|Elm (3) Click the Transfer To PLC Button.
i Sefyalue A dialog box is displayed to
/

confirm whether to execute the
vt _ Transfer To PLE]

transfer. Click the Yes Button.
Cancel

o
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+

000000 | 0002 | DO0O
Doo010 | 0000 | 0000
DO0020 | 0000 | 000D
DO0030 | 0000 | 0000
000040 | 0000 | 0000
00050 | 0000 | 0000

1 Transfer to PL
04
o0
o0
o0
04
04

DO00E0 | 0000 | 0000 | 00
or
ol
ol
0
00
ol
ol
ol

Select Al |

D00070 | 0000 | 0000
D000B0 | 0000 | 0000
D00090 | 0000 | 0000
D00100 | 0000 | 0000
D00110 | 0000 | 0000
D00120 | 0000 | 0000
D00130 | 0000 | 0000
D00140 | 0000 | 0000
D00150 | 0000 | 0000 | O e oo oo o o
[M0160 | 0000 [ 0000 [ 0000 [ G000 | 00DO | 0000 | 000D | 00O [DOOD [0000 | w

L ———
Gt Memory I@ Address ! ‘ ';J-‘ii.!;

Ready Do [ciam-cpuni [Program [ |

— Tranzfer Range

& al

 Selection

" Range [eq. 10-90,93.95-100)
|o-32787

eleq bBulusysuel] ¢-y-z

f;  Ctl+li Fo

This transfers data from the computer’s data memory (DM) to the PLC. In the same way, transfer
the PLC memory data that you created during preparation, except for data in the DM Area.

I Transferring the Routing Table (to PLC)

The following procedure is available only when you created a routing table in the source replacement
model. Transfer the routing table that you read and saved during preparation to the PLC.

To do so, connect the CX-Integrator directly to the USB port, peripheral port, etc. on the CPU Unit and
place it online.

® Transferring the Routing Table

The following shows how to transfer the routing table to a PLC with the CX-Integrator.
Refer to the CS/CJ/CP/NSJ-series CX-Integrator Ver. 2.7 Operation Manual (Cat. No. W464) in
addition to this manual for how to transfer the routing table.

1 Connect the CJ2 CPU Unit and the computer with a USB cable.
2 Start the CX-Integrator.

3 Perform automatic online connection.
1) Network — Auto Online

2) The following dialog box is displayed. Click the Connect Button.
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Auto Online >

Goes anline automatically,
Select connection type and press [Connect] button.

— Connection type
€ Senial connection[alzo when using USE-Serial conversion cable]

Serial port of PC

=

& |ISE connection

Connection will automatically be made to the PLC connected directly to the
PC via USE cable \Pleaze select "Senal connection' when using
IJ5B-Sernial conversion cable,

“Supported PLE: MSJ series, CI12-CPU CPTHAL MJ5 series

Connect I Cancel |

The following window is displayed.

Z5, NewProject - CX-Integrator - [System Overview] - O X
File Edit View Insert MNetwork Component Tools Windows Help ‘
DEH|SR[s 2R« |[ama|n .8 o &
A
-]
},ilg System Duer...l
x| EQ, Online USB [CJ2M-CPU11] Net(D). Node()
B SRzt Target PLC -CPUT1] Net(0), No
= CPU Port [CJ2M-CPU11] Net(-). Node(), Unit(-)
T Ethemet [CJ1W-EIP21S] Net(1), Node(1), Unit{0)
e Ethemet [CITW-EIP215] Net(2), Node(2), Unit{1)
Ready |@ On-line

4 Start the Routing Table Component.
Tools — Start Routing table
The following window is displayed.
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& PLC Routing Table - FINS Local — O X
File Edit Options Window Help

O[=]ul|@IR| B &l -]

=l CIZM-CPU11 A~

4y, Unit 00(EtherNet/IP)
4ty Unit 01(EtherNet/IP) al1lz|z]4|s|6|7]8|9|10|11|12]13|14]15

22F|260[25253)
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gy Unit 11 v

< > -~
Slou I I etk I Main iew I Overview ] Table iew

II\)

4?

w

_|

3

)

>

@

(]

=

a

MIATP M infomation | R o
]

o

|ciam-cputt [Network(0),Node(0)  |[Program /| o

5 Read the routing table that you saved during preparation.
File — Open Local Routing Table File

6 Click the Transfer to the PLC Icon.

Transfer to the PLC Icon

/
& PLC Routing Table - FINS Loca}/ — O X

File Edit Options Window Hflp

0|\ H| S]] w5 Bs[(B] =]
=g C12M-CPUTT ~

% Unit 00(EtherNet/IP)
# Unit 01(EtherNet/IP)

225250[25:(253

< > [~
Slou I I etk I Main iew I Overview ] Table iew

MIATE P information | K

|ciam-cputt [Network(0),Node(0)  |[Program /|

The following dialog box is displayed. Click the Yes Button.
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Routing Table

Are you sure you want to download this Routing Table to the
P Ll PLC?

Yes No |

The following dialog box is displayed. The transfer is now completed.

Routing Table X

a A
‘ol The routing table was successfully transferred to the PLC.
b ¥ 4

Transferring the Settings of Units That Use the CPU Bus Unit Setup
Area

This procedure is available only when you use Units that use the CPU Bus Unit Setup Area in the
source replacement model.

Transfer the Unit settings that you created during preparation to the Unit. To do so, connect the Unit
directly to the USB port, peripheral port, etc. on the CPU Unit and place it online.

Refer to the user’s manual of the Unit for details on how to transfer the set data.

I Downloading Tag Data Link Parameters

2-4-4

2-4-5

2-58

This procedure is available when you use tag data links in the source replacement model. Download
the tag data link settings that you created to match the Unit configuration after replacement during
preparation to the actual PLC.

To do so, connect the Network Configurator directly to the USB port, peripheral port, etc. on the CPU
Unit and place it online with the EtherNet/IP port via the CPU Unit. Go online and download all tag
data link parameters at once to the EtherNet/IP Unit or built-in EtherNet/IP port in the EtherNet/IP net-
work that is connected to the EtherNet/IP port.

Refer to the CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details on how to
download and operate tag data links with the Network Configurator.

Checking the Operation

After you transfer data, use the CX-Programmer to check that the system is operating as intended.
Check also that no error occurs according to the specified error check procedure for each Unit.

Refer to the user’s manual for your Unit for the operation check and troubleshooting procedures for
each Unit.

Implementing Security Measures

If necessary, implement measures to reduce the security risks from external attacks before the start of
system operation after replacement. We recommend that you set user authentication and use secure
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communications (Secure Comm) to connect the Support Software online to the CJ1W-EIP21S Ether-
Net/IP port.

In addition to user authentication and secure communications (Secure Comm), the CLI1W-EIP21S
and Support Software provide other security functions to reduce security risks. Use these security
functions in conjunction with system operation to further reduce the security risks.

Refer to the CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for details on the se-
curity functions available with the CLI11W-EIP21S. Refer to the CX-Programmer Ver. 9.7 Operation
Manual (Cat. No. W446) for details on the security functions available with the Support Software.
This section shows the procedure for setting user authentication and an overview of the security
measures.

juswaoe|day -z

I Setting User Authentication

Configure the settings to allow the user to connect the Support Software online to the EtherNet/IP port
on the CLJ1W-EIP21S by entering a user name and password. The user authentication settings are
registered in the CLJ1W-EIP218S. To reduce security risks, register at least one administrator user ac-
count.

The following describes how to configure the authentication settings for the first user.

Before you perform the following procedure, set the IP address of the computer’s Ethernet port to con-
nect to in the CCI1W-EIP21S according to the IP address of the destination node.

sainsea|\ Alnoag Bunuswaldw| G-4-2

1 Connect the EtherNet/IP port on the CC11W-EIP21S and the computer with an Ethernet cable.

2 Start the CX-Programmer.

3 In the CX-Programmer, select Tools — EIP21S User Management Tool from the Tools Menu.
The EIP21S User Management Tool starts.

.l EIP21S User Management Tool X

File Tool Help
Communication Settings

IP Address

User Management

Operation Log Management

Exit

4 In IP Address in the Communication Settings group, enter the IP address of the CC11W-
EIP21S to connect to. After you enter the IP address, click the Connect Button.
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The Administrator Registration Dialog Box is displayed.

Lﬂl Administrator Registration X

Username II l

Password I }

GConfirmation | ‘

Password expiration days 0 2 Day(0=MNever)

GCancel

5 Enter the administrator’s user name, password, confirmation password, and expiration days in
Username, Password, Confirmation, and Password expiration days, respectively. After you
enter the information, click the OK Button.

Item Setting range

Username * Single-byte alphanumeric characters, case sensitive
* 1 to 16 characters

Password, Confirmation | ¢ Single-byte alphanumeric characters, case sensitive
* 8to 32 characters

Password expiration days | Set 0 to 999
0: Never
1 to 999: Expiration days

A notification dialog box is displayed to notify you of the completion of the administrator regis-
tration.

EIP21S User Mamagement Tool X

Completed registering administrator.

6 Click the OK Button.
The User Authentication Dialog Box is displayed.

il User Authentication d

Uzername || |

Pazsword | |

] 4 Cancel

7 Enter the user name and password that you registered in step 5 and click the OK Button.
A notification dialog box is displayed to notify you of the success of the user authentication.
Click the OK Button.
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EIP21S User Mamagement Tool X

User authentication succeeded.

The EIP21S User Management Tool goes online.

To go back to offline, in the EIP21S User Management Tool, click the Disconnect Button in the
Communication Settings group.

Then, in offline, click the Exit Button to close the EIP21S User Management Tool.

juswaoe|day -z

I Overview of Security Measures

The following provides an overview of the security measures.

» Use the opening and closing the port function of the CL11W-EIP21S to disable communications
functions that are not used.

» Use the EIP21S User Management Tool to register user accounts by operation authority according
to the roles of the users of the PLC Support Software.

» Connect the CX-Programmer, PLC Backup Tool, and EIP21S User Management Tool online via Se-
cure Comm.

 To further reduce the security risks, use IP packet filtering of the CLI1W-EIP21S to set filters accord-
ing to the usage scene of the network.

» Save project files of the CX-Programmer with a password.

2-4-6  Checking the Operation after Inplementing Security Measures

After you implement security measures, check to be sure that the system operates according to the
security settings.

sainsea|\ A)lInoag Buijuswaldwy Jaye uonelad ay) Buosyd 9-4-g
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Replacing a System with the C

1W-EIP21

This section describes the replacement flow and replacement procedures for a system
with the CCO1W-EIP21.

3-1
3-2

3-3

Differences in Specifications, Functions, Etc. ...........cccccrirririiiiiiicreeecnnnnne. 3-2

LR Y ] F= T =Y 4 0= 4 1 (o 3-12
3-2-1 FIow Of Preparation .............ooiiiiiiiiei e 3-12
3-2-2 Flow of REPIACEMENT. ..ot 3-13

Preparation ... 3-14
3-3-1 Checking the Target Replacement Model ............ccccoiiiiiiiiiiiiicieee 3-14
3-3-2 Checking the Differences in Specifications, Functions, Etc. ......................... 3-14
3-3-3 Getting the Support SOftWare ..........ccceve i 3-14
3-3-4 Reading and Saving Data .........c.ccooviiiiiiiee e 3-14
3-3-5 Creating an /O Tabl@ ........coouiiiiiii e 3-15
3-3-6 Selecting the Power Supply Unit and Checking the Dimensions .................. 3-16
3-3-7 Setting Up the CPU UNit.......ooiiiiiii e 3-16
3-3-8 Setting Up the COTW-EIP21S ... 3-17
3-3-9 Correcting the User Program ............cccooiiiiiiiiieee e 3-19
3-3-10 Configuring Tag Data Links ........ceoiiiiiiiiee e 3-19

[RY o 1= T 4 0= 1 3-20
3-4-1 Replacing and Wiring UNitS .........oooiiiiiiiiiciiee e 3-20
3-4-2 Turning ON the POWer SUPPIY ....ccvviiiiiiiiiiice e 3-20
3-4-3 Transferring the 1/0O Table............ooii e 3-20
3-4-4 Transferring Data..........cooouiieieie e 3-22
3-4-5 Checking the Operation............coouii e 3-23
3-4-6 Implementing Security MEASUIES .........cc.evvieiiiiiiiieiec e 3-24
3-4-7 Checking the Operation after Implementing Security Measures................... 3-24

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 31




3 Replacing a System with the CL11W-EIP21

3-1

Differences in Specifications, Func-

tions, Etc.

This section describes the differences in specifications, functions, etc. and the restrictions that apply
when you replace the CLI1W-EIP21 with the CLO1W-EIP21S. Check the differences in specifications,
functions, etc. between the source and target replacement models, and the restrictions that apply, to
determine the effects of replacement on the hardware, user program, and applications in the source
replacement system.
The following items are described.

Item

Reference

Differences in Unit Functions and Specifica-

tions

Differences in Unit Functions and Specifications on page 3-2

Differences in Memory Allocation

Differences in Memory Allocation on page 3-9

Restrictions

Restrictions on page 3-10

I Differences in Unit Functions and Specifications

The tables below show functions and specifications that differ and the effects of the replacement.
Specifications and functions that differ between the CS Series and CJ Series are described in sepa-
rate rows with the notations of "CS:" and "CJ:". Those without differences between the CS Series and
CJ Series are given without distinction.

® Hardware Specifications

CS: CS Series, CJ: CJ Series

Source replacement

Target replacement

model model
Item CLI1W-EIP21 C1W-EIP21S Effects of replacement
(CS: CS1W-EIP21, CJ: (CS: CS1W-EIP21S, CJ:
CJ1W-EIP21) CJ1W-EIP21S)
Weight CS: 171 g max. CS: 180 g max. The weight increases 9 g. Check if the increase
will have any effect.
CJ: 94 g max. CJ: 91 g max. The weight decreases 3 g. There is no effect.

Current con-
sumption

0.41 Amax. at 5 VDC

CS: 0.62 Amax. at 5 VDC

The current consumption increases 0.21 A. If
the power supply is insufficient, you need to re-
place the Power Supply Unit, or change the
system configuration to use an Expansion
Rack. For details, refer to 3-3-6 Selecting the
Power Supply Unit and Checking the Dimen-
sions on page 3-16.

CJ: 0.65 Amax. at 5 VDC

The current consumption increases 0.24 A. If
the power supply is insufficient, you need to re-
place the Power Supply Unit, or change the
system configuration to use an Expansion
Rack. For details, refer to 3-3-6 Selecting the
Power Supply Unit and Checking the Dimen-
sions on page 3-16.
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3 Replacing a System with the CL11W-EIP21

CS: CS Series, CJ: CJ Series

Item

Source replacement

Target replacement

model model
CO1W-EIP21 C1W-EIP21S
(CS: CS1W-EIP21, CJ: | (CS: CS1W-EIP21S, CJ:
CJ1W-EIP21) CJ1W-EIP21S)

Effects of replacement

Applicable PLCs""

CJ: CJ Series, CP1H
Series
CS: CS Series

CJ: CJ Series, CP1H
Series

CS: CS Series
However, only the follow-
ing CPU Units are appli-
cable.

e CJ2H-CPUOO

* CJ2H-CPUOO-EIP
* CJ2M-CPUOO

* CJ1G-CPU4P

e CS1G-CPUOOH

* CS1H-CPUOOH

e CS1D-CPUOOHAM
* CS1D-CPUOOSA/S
* CS1D-CPUOOP

e CP1H-X40DO-

e CP1H-XA40DO-O

e CP1H-Y20DT-D

The CLO1W-EIP21S can be used
with the following CPU Units.
Therefore, the CLOJ1W-EIP21 can-
not be replaced with the CCI1W-
EIP21S when it is mounted on a
CPU Unit other than those listed
below.

* CJ2H-CPUOO

e CJ2H-CPUOCI-EIP

* CJ2M-CPUOO

e CJ1G-CPU4CIP

* CS1G-CPUOOH

e CS1H-CPUOOH

* CS1D-CPUOOHA/H

* CS1D-CPULLSA/S

* CS1D-CPUOOP

e CP1H-X40DO-O

e CP1H-XA40D-

e CP1H-Y20DT-D

CPU Unit
words used

Allocated CIO
Area words
(CPU Bus
Unit words)

Allocated DM
Area words
(CPU Bus
Unit words)

Socket service functions
not available

Socket service functions
available

There is no difference in the words
used. However, socket service
functions are added to reserved
and unused bits for the source re-
placement model. For details on al-
location and effects, refer to Differ-
ences in Memory Allocation on
page 3-9.
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3 Replacing a System with the CL11W-EIP21

Source replacement

Target replacement

model model
Item CL1W-EIP21 CL1W-EIP21S Effects of replacement
(CS: CS1W-EIP21, CJ: | (CS: CS1W-EIP21S, CJ:
CJ1W-EIP21) CJ1W-EIP21S)
CIP commu- | Allowed com- | ¢ 12,000 pps (Unit ver- | 12,000 pps There is no effect.
nications munications sion 3.0 or later)
service: Tag bandwidth * 6,000 pps (Unit ver-
data links (cy- | per Unit sion 2.1 or earlier)
clic communi- | Maximum CS: CS: The maximum number of tags in
cations) number of Output/Transmission Output/Transmission input/reception data will decrease
tags that can | (CPU to EtherNet/IP): 19 | (CPU to EtherNet/IP): 19 | when User defined is set for the
be refreshed | Input/Reception (Ether- Input/Reception (Ether- layout of the allocated CIO Area
per CPU Unit | Net/IP to CPU): 20 Net/IP to CPU): 20 words. If the maximum data size is
cycle (19 for input/reception (18 for both of input/ exceeded, refreshing the data in
when User defined is set | reception and output/ the CPU Unit will span multiple cy-
for the layout of the allo- | transmission when User | cles. Check the effects on commu-
cated CIO Area words) defined is set for the lay- | nications performance.
out of the allocated CIO
Area words)
CJ: When mounted in CJ: When mounted in
the CJ1/CP1H CPU Unit | the CJ1/CP1H CPU Unit
Output/Transmission Output/Transmission
(CPU to EtherNet/IP): 19 | (CPU to EtherNet/IP): 19
Input/Reception (Ether- Input/Reception (Ether-
Net/IP to CPU): 20 Net/IP to CPU): 20
(19 for input/reception (18 for both of input/
when User defined is set | reception and output/
for the layout of the allo- | transmission when User
cated CIO Area words) defined is set for the lay-
out of the allocated CIO
Area words)
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3 Replacing a System with the CL11W-EIP21

Item

Source replacement

Target replacement

model model
CO1W-EIP21 CO1W-EIP21S
(CS: CS1W-EIP21, CJ: | (CS: CS1W-EIP21S, CJ:
CJ1W-EIP21) CJ1W-EIP21S)

Effects of replacement

CIP commu-
nications
service: Tag
data links (cy-
clic communi-
cations)

Data that can
be refreshed
per CPU Unit
cycle

CS:
Output/Transmission
(CPU to EtherNet/IP):
7,469 words
Input/Reception (Ether-
Net/IP to CPU): 7,469
words

(7,405 words for both in-
put and output when
User defined is set for
the layout of the allocat-
ed CIO Area words)

CS:
Output/Transmission
(CPU to EtherNet/IP):
7,469 words
Input/Reception (Ether-
Net/IP to CPU): 7,469
words

(7,321 words for output
and 7,385 words for in-
put when User defined is
set for the layout of the
allocated CIO Area
words)

CJ: When mounted in
the CJ1/CP1H CPU Unit
Output/Transmission
(CPU to EtherNet/IP):
7,469 words
Input/Reception (Ether-
Net/IP to CPU): 7,469
words

(7,405 words for both in-
put and output when
User defined is set for
the layout of the allocat-
ed CIO Area words)

CJ: When mounted in
the CJ1/CP1H CPU Unit
Output/Transmission
(CPU to EtherNet/IP):
7,469 words
Input/Reception (Ether-
Net/IP to CPU): 7,469
words

(7,321 words for output
and 7,385 words for in-
put when User defined is
set for the layout of the
allocated CIO Area
words)

The data size will decrease when
User defined is set for the layout of
the allocated CIO Area words. If
the maximum data size is exceed-
ed, refreshing the data in the CPU
Unit will span multiple cycles.
Check the effects on communica-
tions performance.

CIP commu-
nications
service: Tag
data links (cy-
clic communi-
cations)

Data that can
be refreshed
per CPU Unit
cycle

CJ: When mounted in
the CJ2H/CJ2M CPU
Unit
Output/Transmission
(CPU to EtherNet/IP):
6,432 words
Input/Reception (Ether-
Net/IP to CPU): 6,432
words

(6,368 words for both in-
put and output when
User defined is set for
the layout of the allocat-
ed CIO Area words)

CJ: When mounted in
the CJ2H/CJ2M CPU
Unit
Output/Transmission
(CPU to EtherNet/IP):
6,432 words
Input/Reception (Ether-
Net/IP to CPU): 6,432
words

(6,172 words for output
and 6,236 words for in-
put when User defined is
set for the layout of the
allocated CIO Area
words)

The data size will decrease when
User defined is set for the layout of
the allocated CIO Area words. If
the maximum data size is exceed-
ed, refreshing the data in the CPU
Unit will span multiple cycles.
Check the effects on communica-
tions performance.
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3 Replacing a System with the CL11W-EIP21

Source replacement

Target replacement

model model
Item CO1W-EIP21 CO1W-EIP21S Effects of replacement
(CS: CS1W-EIP21, CJ: | (CS: CS1W-EIP21S, CJ:
CJ1W-EIP21) CJ1W-EIP21S)
FINS commu- | Type of sup- | Socket service com- Socket service com- There is no effect.
nications ported FINS mands not available mands available
service commands
Setting and * Setting function: Not * Setting function: Avail- Replacement using the unit set-
default for us- available able ting porting assistant: There is
ing or notus- | * Default: Use e Default: Not use no effect.
ing FINS/UDP service FINS/UDP service Manual replacement: To use the
FINS/UDP FINS function, you need to set
service Use FINS/UDP service. For de-
tails, refer to A-2-2 Setup for Re-
placing a System with the C
L71W-EIP21 on page A-9.
Setting and » Setting function: Not » Setting function: Avail- Replacement using the unit set-
default for us- available able ting porting assistant:
ing or notus- | ¢ Default: Use * Default: Not use There is no effect.
ing FINS/TCP FINS/TCP service FINS/TCP service Manual replacement:
service To use the FINS function, you
need to set Use FINS/TCP
service. Refer to A-2-2 Setup
for Replacing a System with the
CLJ1W-EIP21 on page A-9 for
details.
Keep-alive Fixed to 5 min when the | Can be set in the TCP/IP | There is no effect.
setting keep-alive function is in | Tab Page. The default is
effect. 5 min.
FTP server Available (Unit version Available There is no effect.

2.0 or later)
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3 Replacing a System with the CL11W-EIP21

Item

Source replacement

Target replacement

model model
CO1W-EIP21 CO1W-EIP21S
(CS: CS1W-EIP21, CJ: | (CS: CS1W-EIP21S, CJ:
CJ1W-EIP21) CJ1W-EIP21S)

Effects of replacement

Default for
using or not
using FTP

Default: Use FTP

Default: Not Use FTP

* Replacement using the unit set-
ting porting assistant: To use the
FTP function, you need to set
Use FTP. For details, refer to
3-3-8 Setting Up the CLJ1W-
EIP21S on page 3-17.

* Manual replacement: To use the
FTP function, you need to set
Use FTP. For details, refer to
A-2-2 Setup for Replacing a
System with the CL1W-EIP21
on page A-9.

User name/
password

* User name (1to 12
characters)
Default: CONFIDEN-
TIAL

» Password (1 to 8 char-
acters)
Default: - (Not set)
Entered characters
displayed

e User name (1 to 16
characters)
Default: - (Not set)

* Password (8 to 16
characters)
Default: - (Not set)
Entered characters re-
placed by asterisks

* Replacement using the unit set-
ting porting assistant: To use the
FTP function, you need to set
the password again. For details,
refer to 3-3-8 Setting Up the C
[T1W-EIP21S on page 3-17.

* Manual replacement: To use the
FTP function, you need to set
the user name (login name) and
password again. For details, re-
fer to A-2-2 Setup for Replacing
a System with the CLJ1W-EIP21
on page A-9.

Automatic clock adjustment Available (Unit version Available There is no effect.
2.0 or later)
BOOTP client | Get the IP Not available Available There is no effect.
address from
the BOOTP
server at
each power
ON or restart
Simple back- | Backup data | 459 KB 364 KB There is no effect.
up function capacity
SNMP/SNMP trap Available (Unit version Available There is no effect.

2.0 or later)
Community name: En-
tered characters dis-
played

Community name: En-
tered characters re-
placed by asterisks

CIDR function for IP address-

es

Available (Unit version
2.0 or later)

Available

There is no effect.

Setting for using or not using
CIP message server

* Setting function: Not
available
* Default: Use

¢ Setting function: Avail-
able
* Default: Use

There is no effect.
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3 Replacing a System with the CL11W-EIP21

Source replacement

Target replacement

model model
Item CL1W-EIP21 CL1W-EIP21S Effects of replacement
(CS: CS1W-EIP21, CJ: | (CS: CS1W-EIP21S, CJ:
CJ1W-EIP21) CJ1W-EIP21S)
Security Secure com- | Not available Available™ After replacement, we recommend
munications”3 using these functions to reduce se-
User authen- curity risks. Refer to 3-4-6 Imple-
L menting Security Measures on
tication™3 :
page 3-24 for details.
IP packet fil- After replacement, determine
tering whether or not to use this function
to further reduce security risks ac-
cording to your system operation.
Refer to 3-4-6 Implementing Se-
curity Measures on page 3-24 for
details.
Opening and | Without opening and With opening and closing | * Replacement using the unit set-
closing the closing the port for the the port for the following ting porting assistant: There is
port2 following services. services. no effect.
* FINS/UDP service * FINS/UDP service * Manual replacement: Before re-
* FINS/TCP service * FINS/TCP service placement, you need to config-
* CIP message server * CIP message server ure the port for the service in
use. For details, refer to
A-2-2 Setup for Replacing a
System with the CL/1W-EIP21
on page A-9.
Operation Not available Available There is no effect.
log"
Socket services Not available Available There is no effect.
Online connection from CX- Not available Available After replacement, we recommend
One to CPU Unit via Ether- using these functions to reduce se-
Net/IP port with secure com- curity risks. Refer to 3-4-6 Imple-
munications”™3 menting Security Measures on
page 3-24 for details.
Online connection by Ether- Available Available After replacement, we do not rec-
Net/IP using CX-One ommend using this connection
method to reduce security risks.
Online connection by Ethernet | Available Available After replacement, we do not rec-

(FINS) using CX-One

ommend using this connection

method to reduce security risks.

* Replacement using the unit set-
ting porting assistant: There is
no effect.

* Manual replacement: To connect
online with Ethernet network
type setting, set the Unit to use
FINS/UDP service. To connect
online with Ethernet (FINS/
TCP) network type setting, set
the Unit to use FINS/TCP serv-
ice.

*1. Refer to the CJ-series EtherNet/IP Units Operation Manual for NJ-series CPU Unit (Cat. No. W495) for information on
replacing the CJ1W-EIP21 mounted on an NJ-series CPU Unit with the CJ1W-EIP21S.
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3 Replacing a System with the CL11W-EIP21

*2.  Both the source and target replacement models support opening and closing the port for the following services.
* FTP server and SNMP

*3.  When connected to the CP1H CPU Units, the CX-Programmer and PLC backup tools cannot use the corresponding
functions.

*4.  When connected to the CP1H CPU Units, the following of the security features of the CJ1W-EIP21S cannot be used
with the CX-Programmer and PLC backup tools.
* Secure communications
* User authentication
* Operation log

I Differences in Memory Allocation

The table below shows functions that differ in memory allocation between the CC11W-EIP21 and the C
LIMW-EIP21S. Refer to the CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No. W465) for de-
tails on functions that differ.

CS: CS Series, CJ: CJ Series

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 39
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3 Replacing a System with the CL11W-EIP21

Item

Source replacement
model

Target replacement
model

CO1W-EIP21

(CS: CS1W-EIP21, CJ:

CO1W-EIP21S
(CS: CS1W-EIP21S,

Effects of replacement

CJ1W-EIP21) CJ: CJ1IW-EIP21S)
Allocated CIO Area words (CPU Bus Unit words)
User set- n+1ton | Reserved Socket Service Re- When User defined is set for the layout of
tings area | +4 quest Switches (CPU the allocated CIO Area words, socket serv-
Unit to EtherNet/IP ice functions are added to the reserved
Unit) area words of the source replacement
n+16to | Reserved UDP Socket No. [ Sta- | model. Make sure that the reserved area
n+23 tus and TCP Socket words are not manipulated by the user pro-
No. [J Status (Ether- gram.
Net/IP Unit to CPU
Unit)
Unit Con- | Bit 10 Reserved Socket Force-close Socket service functions are added to the
trol Bits Switch (CPU Unit to target replacement models. Make sure that
(CPU Unit EtherNet/IP Unit) the reserved bits are not manipulated by
to Ether- the user program.
Net/IP
Unit) (n)
Unit Status | Bit 10 Not used User Authentication Functions are added to the target replace-
2 (Ether- Setting Error ment models. Check the effects on the
Net/IP Unit (EtherNet/IP Unit to user program before replacement. Also, af-
to CPU CPU Unit) ter replacement, change the program to
Unit) (n monitor this bit.
+11) Bit 12 Not used Reserved Functions are added to the target replace-
and Bit ment models. Check the effects on the
13 user program before replacement.

Allocated DM Area words

(CPU Bus Unit words)

m+1 to m+8

Not used

Number of Bytes Re-
ceived at TCP Socket
No. I (EtherNet/IP Unit
to CPU Unit)

m+9 to m+16

Not used

TCP Socket No. [

Connection Status

(EtherNet/IP Unit to
CPU Unit)

m+17 to m+96

Not used

Socket Service Param-
eter Area [
(EtherNet/IP Unit to
CPU Unit or CPU Unit
to EtherNet/IP Unit)

Socket service functions are added to the
target replacement models. If the area
words are used by the user program, the
meaning of the data will change. Consider
changing the data that was used before re-
placement to other available DM Area
words.

I Restrictions

The table below shows restrictions on replacement.

3-10
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3 Replacing a System with the CL11W-EIP21

Item

Description

Effects of replacement

Backup/
restoration

The CO1W-EIP21S has more data to back up
than the CCO1W-EIP21 due to the addition of
security functions. It also has the same settings
but different default values from those of the C
O1W-EIP21.

You cannot restore the backup data from the CCI1W-
EIP21 to the CCO1W-EIP21S if the simple backup func-
tion or PLC Backup Tool is used for backup. To do so,
you need to use the CX-Programmer to reconfigure it to
have the same settings as the source replacement mod-
el.

Power OFF
detection
time

Replacing the source replacement model with
the CLJ1W-EIP21S may not allow you to set the
power OFF detection time depending on the
model of the Power Supply Unit in use.

If you need to set the power OFF detection time, replace
the Power Supply Unit. For details, refer to 3-3-6 Select-
ing the Power Supply Unit and Checking the Dimensions
on page 3-16.

Use restric-
tion on the
Power Sup-
ply Unit

The CJ1W-EIP21S cannot be used with the
CJ1W-PD022 Power Supply Unit.

If you use the Power Supply Unit mentioned on the left,
change it to a different Power Supply Unit. For details, re-
fer to 3-3-6 Selecting the Power Supply Unit and Check-
ing the Dimensions on page 3-16.

Unit startup
time

The startup time of the CLCJ1W-EIP21S is longer
than that of the CCO1W-EIP21. For this reason,
the CPU Unit startup time will be delayed by a
few seconds compared with the system before
replacement.

This means that you need to check the effects on the
startup operation of the system.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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3 Replacing a System with the CL11W-EIP21

3-2 Replacement Flow

This section describes the flow of replacing a system with the CC11W-EIP21. It consists of the flow of
preparation and the flow of replacement.

3-2-1

Flow of Preparation

The table below shows the contents of preparation that you should make before replacement. Use this
flow to plan a replacement and prepare data that matches the Unit configuration after replacement.
Make the target replacement Unit available before replacement.

Step

Item

Description

Reference

1

Checking the Tar-
get Replacement
Model

Check the target replacement model against the sys-
tem configuration of the source replacement model.
Check also the Support Software that supports the
target replacement model.

3-3-1 Checking the Target
Replacement Model on
page 3-14

2 Checking the Dif- | Check the differences in specifications, functions, etc. | 3-3-2 Checking the Differ-
ferences in Spec- | between the source and target replacement models, ences in Specifications,
ifications, Func- and the restrictions that apply, to determine the effects | Functions, Etc. on page
tions, Etc. of replacement on the hardware, user program, and 3-14

applications in the source replacement system.

3 Getting the Sup- | Get the Support Software that you will use for prepa- | 3-3-3 Getting the Support
port Software ration and replacement. Software on page 3-14

4 Reading and Read and save the following data from the source re- | 3-3-4 Reading and Saving
Saving Data placement system. Data on page 3-14

You will use the data read in this step, and edit or set
it in subsequent steps to match the target replace-
ment system.

* PLC project data

¢ Tag data link parameters

5 Creating an I/O Create an /O table to match the Unit configuration af- | 3-3-5 Creating an I/O Table
Table ter replacement. on page 3-15

6 Selecting the Check if it is necessary to change the Power Supply 3-3-6 Selecting the Power
Power Supply Unit in order to deal with the restrictions on the power | Supply Unit and Checking
Unit and Check- | supply that arise due to the replacement. If necessary, | the Dimensions on page
ing the Dimen- select an adequate Power Supply Unit. If, after the se- | 3-16
sions lection, you change the Power Supply Unit or expand

the system, check the difference in the dimensions of
the Unit configuration before and after replacement.

7 Setting Up the Set up the CPU Unit in the Unit configuration after re- | 3-3-7 Setting Up the CPU
CPU Unit placement. Unit on page 3-16

8 Setting Up the C | Set up the CLI1W-EIP21S in the Unit configuration af- | 3-3-8 Setting Up the C
1W-EIP21S ter replacement. [71W-EIP21S on page

3-17

9 Editing the User | Edit the user program to deal with the differences in 3-3-9 Correcting the User
Program specifications due to the replacement and the restric- | Program on page 3-19

tions that apply.

10 Configuring Tag Configure tag data links to match the Unit configura- 3-3-10 Configuring Tag Da-

Data Links

tion after replacement.

ta Links on page 3-19
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3 Replacing a System with the CL11W-EIP21

Flow of Replacement

The table below shows the actual replacement steps that you should follow on completion of the prep-
aration steps. You can implement security measures as needed after replacement.

Step Item Description Reference
11 Replacing and | Replace Units according to the Unit configuration after re- | 3-4-1 Replacing and Wir-
Wiring Units placement. Then, wire the replaced Units. ing Units on page 3-20
12 Turning ON the | Turn ON the power supply to the PLC. 3-4-2 Turning ON the
Power Supply Power Supply on page
3-20
13 Transferring If any of the following errors occur after the power supply is | 3-4-3 Transferring the 1/O
the 1/0 Table turned ON, transfer the created I/O table to the CPU Unit. Table on page 3-20
To do so, connect the CX-Programmer directly to the CPU
Unit."!
* CPU Bus Unit setting error
* |/O setting error (CJ Series)
* |/O verification error (CS Series)
14 Transferring From the Support Software connected directly to the CPU | 3-4-4 Transferring Data
Data Unit, transfer the following data that you prepared to the on page 3-22
actual PLC after replacement.”
* PLC project data
* Tag data link parameters
15 Checking the Confirm that the system operates as intended. 3-4-5 Checking the Oper-
Operation ation on page 3-23
16 Implementing If necessary, implement measures to reduce the security 3-4-6 Implementing Se-
Security Meas- | risks from external attacks before the start of system oper- | curity Measures on page
ures™2 ation after replacement. We recommend that you set user | 3-24
authentication and use secure communications (Secure
Comm) to connect the Support Software online to the
CJ1W-EIP21S EtherNet/IP port.
In addition to user authentication and secure communica-
tions (Secure Comm), the CJ1W-EIP21S and Support Soft-
ware provide other security functions to reduce security
risks. Use these security functions in conjunction with sys-
tem operation to further reduce the security risks.
17 Checking the After you implement security measures, check to be sure 3-4-7 Checking the Oper-

Operation after
Implementing
Security Meas-
ures

that the system operates according to the security settings.

ation after Implementing
Security Measures on
page 3-24

*1.  This means to connect Support Software directly to the USB port or peripheral port on the CPU Unit.

*2. Do this as needed.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)

3-13

Mo|4 Juswaoe|day z-¢

Jswade|day Jo MO|H Z-2-€



3 Replacing a System with the CL11W-EIP21

3-3 Preparation

This section describes the preparation steps that you should follow before replacement.

3-3-1  Checking the Target Replacement Model

Check the target replacement model against the system configuration of the source replacement mod-
el. Check also the Support Software that supports the target replacement model.
For details, refer to 1-2-2 System with the CL7J1W-EIP21 on page 1-9.

3-3-2 Checking the Differences in Specifications, Functions, Etc.

Check the differences in specifications, functions, etc. between the source and target replacement
models, and the restrictions that apply, to determine the effects of replacement on the hardware, user
program, and applications in the source replacement system.

For details, refer to 3-1 Differences in Specifications, Functions, Etc. on page 3-2.

3-3-3  Getting the Support Software

Get the Support Software that you will use for preparation and replacement. Specifically, get the CX-
One version shown in 7-3 Support Software on page 1-15 or higher.

All Support Software applications that you will use in the following sections are packaged in the CX-
One.

3-3-4 Reading and Saving Data

Read and save the following data from the source replacement system.

You will use the data read in this step, and edit or set it in subsequent steps to match the target re-
placement system.

* PLC project data

» Tag data link parameters

Perform this operation so that you can restore the data from the source replacement system. Even
when you have the data in the source replacement system, there is a risk of trouble if it is different
from the data in the actual PLC. We recommend that you read and save it.

Read and save the PLC project data and tag data link parameters from the source replacement PLC
according to 2-3-4 Reading and Saving Data on page 2-21. Note that, for the PLC project data, read
and save the following data in this case of replacement.

* User program

* PLC settings

I/O table

Special Unit settings

DM Area information
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3 Replacing a System with the CL11W-EIP21

3-3-5 Creating an 1/0 Table

Create an I/O table to match the Unit configuration after replacement.

Use the CX-Programmer and open the 1/O table for the PLC project data for the source replacement
model. Then, in the 1/O table, change the source replacement Unit to the target replacement Unit.

The following shows how to create an 1/O table with the CX-Programmer. Refer to the CX-Programmer
Ver. 9.[7 Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Pro-
grammer.

1 Use the CX-Programmer and open the 1/O table for the PLC project data from the source re-
placement model.

2 To use the unit setting porting assistant, save the Special Unit settings for the source replace-
ment model CLJ1W-EIP21. If you do not use the unit setting porting assistant, go to step 3.
1) Right-click the CC11W-EIP21 and select Save Parameters from the menu.
The Save As Dialog Box is displayed.

#7 PLC 10 Table - NewPLC1 = O X
File Edit View Options Help
e EEEE
.'| CJ2H-CPUG4

--” Inner Board
=44 [0000] Main Rack

o B 00 [1500] CJTW-EIP21(Etherhd Add Unit
- 01[1525] CNW-EIP21(EtherNe o Confirm Uni
# 02 [0000] CJIW-ID233(DC InpL ange /:Eonfjimn Unsts
- 03[0002] CJTW-OD201(Transis ~ Change Unit No
-~ §] 04 [2000] C/1W-ADO41-V1({An: Unit Comment In: 9)
- §§ 05 [2010] CJ1W-DAD41(Analog SYSMAC BUS Master > nl)
- D6 [0003] Empty Slot
% 07[0002] Empty Slot Unit Setup
- f] 08[0003] Empty Slot Save Parameters
- i 09 [0003] Empty Slot Load Parameters
i1 4ag, [0003] Rack 01
[ 4ag, [0003] Rack 02 Start Special Application ¥
[-4ay [0003] Rack 03 i Ctil-X
Copy Ctrl+C
Paste Ctrl+V
Delete

Unit Manufacturing information

Unit Error Log

Hot Swap

2) Specify a location in which to save the settings, enter any file name (extension: .xml), and
save it.

3 In the IO Table Dialog Box, right-click the source replacement model CLI1W-EIP21 and select
Change / Confirm Units from the menu to change it to the target replacement model CCJ1W-
EIP218S. Or, right-click the CLJ1W-EIP21 and select Add Unit to change the Unit to the CLI1W-
EIP21S.
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3 Replacing a System with the CL11W-EIP21

#7 PLC IO Table - NewPLC1
File Edit View Options Help

B sli|w f|=el 22| L% v

-~ CI2H-CPUG4

4, Inner Board

242 100001 Main Rack

BB 00 [1500] CITW-EIP21(EtherNet/IP Unit for CJ) (Unit : 0)

e g U LEED] S IV SCIF L N ELNENNEL IF UL TOT W) Lunie: 1)
-1 02 [0000] CHW-ID201(DC Input Unit)
-] 03 [0001] CI1W-0D201(Transistor Output Unit)

.4 06 [0002] Empty Slot
% 07 [0002] Empty Slot

... 4§ 08 [0002] Empty Slot

.4 09 [0002] Empty Slot

-4, [0002] Rack 01

-4, [0002] Rack 02

-4, [0002] Rack 03

ﬂ 04 [2000] CHW-ADO41-V1{Analog Input Unit 4 points) (Occupancy : 1)(Unit : 0) (Out: 1, In: 9)
ﬂ 05 [2010] CHW-DAO41 (Analog Output Unit 4 peints) (Occupancy : 1){Unit: 1) (Out: §, In: 1)

Change the model to CJ1W-EIP21S.

|CI2H-CPUBA [Offline

4 Repeat step 3 to create an 1/O table for the Unit configuration after replacement.

§7 PLCIO Table - NewPLC1
File Edit View Options Help

- [m]

X

B| S|« $|me| 32 Bl 2] v

- & U2H-CPU6G4
g Inner Board

-3 1000 Main Rack
.| 9 00 [1500] CITW-EIP215(EtherNet/IP Unit for CJ) (Unit : 0)
| § 01[1525] CHW-EIP215(EtherNet/IP Unit for CJ) (Unit : 1)

TR WL DU el |V L | L UL L)

... %) 03 [0001] CHW-0D201(Transistor Output Unit)

£ 06 [0002] Empty Slot
4§ 07[0002] Empty Slat
..§) 08 [0002] Empty Slot
. §) 09 [0002] Empty Slot
+1-4tg, [0002] Rack 01
-4, [0002] Rack 02
- 4ag, [0002] Rack 03

- 04 [2000] CHW-AD041-V1(Analog Input Unit 4 points) (Occupancy : 1)(Unit : 0) (Out: 1, In: 9)
... §) 05 [2010] CHW-DA041(Analog Output Unit 4 points) (Occupancy : 1)(Unit : 1) (Out: 9, In: 1)

|C1zH-CPUB4 [Offline

M Precautions for Correct Use

The CS Series operates only when the I/O table is registered in the CPU Unit. Be sure to create
an 1/O table and transfer it to the CPU Unit.

3-3-6  Selecting the Power Supply Unit and Checking the Dimensions

Check if it is necessary to change the Power Supply Unit in order to deal with the restrictions on the
power supply that arise due to the replacement. If necessary, select an adequate Power Supply Unit.
If, after the selection, you change the Power Supply Unit or expand the system, check the difference in

the dimensions of the Unit configuration before and after replacement.
Select the Power Supply Unit and check the dimensions according to 2-3-7 Selecting the Power Sup-

ply Unit and Checking the Dimensions on page 2-35.

3-3-7  Setting Up the CPU Unit

After you create an I/O table, set up the CPU Unit in the Unit configuration after replacement.
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3 Replacing a System with the CL11W-EIP21

Use the CX-Programmer to edit the PLC settings.

In this case of replacement, configure the following settings in the PLC Settings Window as required to
deal with the restrictions on replacement.

» Power Off Detection Time

Set this according to Dealing with Restrictions on page 2-41 in 2-3-8 Setting Up the CPU Unit on page
2-40.

3-3-8  Setting Up the CLI1W-EIP21S

After you create an I/O table, set up the CCI1W-EIP21S in the Unit configuration after replacement.
Configure the settings to match those of the source replacement model.

uonesedald ¢-¢

I Types of Setup Methods

For the CLO1W-EIP21S, the following two types of setup methods are available.

Setup method Description Reference

Setup using the CX-Pro- Configure the Special Unit settings using Setup using the CX-Programmer’s
grammer’s unit setting port- | Save Parameters and Load Parameters Unit Setting Porting Assistant on

ing assistant in the CX-Programmer. page 3-17

Manual setup using the CX- | Configure the Special Unit settings manual- | A-2-2 Setup for Replacing a System

Programmer ly to match those of the source replace- with the CL/1W-EIP21 on page
ment model. A-9

SizdIF-mLO9D 8y dn Bumes g-¢-¢

You can use the CX-Programmer’s unit setting porting assistant to set up the Unit by updating the CX-
One with an October 2024 or later release of auto-update. We recommend that you use the CX-Pro-
grammer’s unit setting porting assistant to make the setup easier than manually setting up the Unit.

I Setup using the CX-Programmer’s Unit Setting Porting Assistant

This section provides the precautions and setup procedure for setting up the CC11W-EIP21S using the
CX-Programmer’s unit setting porting assistant.

@ Precaution for Getting an IP Address from the BOOTP Server
Replacing the Unit with a different model means that the MAC address of the Ethernet port is differ-
ent before and after the replacement. Therefore, you need to change the settings of the BOOTP
server.
Note that, if Get IP address from the BOOTP server is set before replacement, it will be changed
to Get IP address from the BOOTP server (1Shot) after replacement. In this case, however,
there is no need to change the setting. The behavior of getting an IP address from the BOOTP
server is the same before and after the replacement.

@ Setting Up the CL11W-EIP21S
The following describes how to set up the CLI1W-EIP21S. Refer to the CX-Programmer Ver. 9.[7
Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Programm-
er.
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3 Replacing a System with the CL11W-EIP21

1 In the I/O table for the Unit configuration after replacement, execute Load Parameters for
each CO1W-EIP21 for which you saved the settings in 3-3-5 Creating an I/O Table on page

3-15 to read the settings.

1) In the CX-Programmer, open the I/O table for the Unit configuration after replacement.

2) Right-click the CLJ1W-EIP21S and select Load Parameters from the menu.

#7 PLC IO Table - NewPLC1 — ] X
File Edit View Options Help
B slRalw| 3w 32| 88 v Sl
-1 CI2H-CPUG4
--Q Inner Board
Ejj [0000] Main Rack
ﬂ 00 [1500] CITW-EIP21S5{EtherNet/IP Unit for CJ) Add Unit
# 01[1525] CHW-EIP215(EtherNet/IP Unit for CJ) (1 ] ]
. § 02 [0000] CIW-ID233{DC Input Unit) Eane RGP H
. f§ 03 [0002] CHW-0D201 (Transistor Output Unit) Change Unit No
- 5 04 [2000] CHIW-ADO41-V1{Analog Input Unit 4 pi Unit Comment
. 05 [2010] CHW-DAO4 (Analog Output Unit 4 poi SYSMAC BUS Master 5
-8 06 [0003] Empty Slot
. f 07 [0003] Empty Slot Unit Setup
7’ 08 [0003] Empty Slot Save Parameters
.. 09 [0003] Empty Slot Load Parameters
-4 [0003] Rack 01
-4y [0003] Rack 02 Start Special Application >
- 0003] Rack 03
it Sy | L Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete
Unit Manufacturing information
Unit Error Log
Hot Swap

3) Select the file with the settings to configure, and then click the Open Button.
At this point, be careful not to select an incorrect file.
The settings of the selected file are applied to the selected Special Unit.

2 There are settings that are not transferred by the unit setting porting assistant. Select the FTP
Tab Page and configure the following settings.

Setting for CC11W-
EIP21S Description
Tab Page Setting
FTP After replacement, this setting is changed to the default Not Use FTP. If
you are using FTP, select Use FTP.
Password The password is cleared. Set the password again. The password setting
rules are changed as follows.
* The valid number of characters is changed to 8 to 16 characters, from 1
to 8 characters.
* Entered characters replaced by asterisks.
* The number of attempts to set a password is changed from 1 to 2 times.
Port No. The default value is set. Set the port number to match the setting of the
source replacement model.
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3 Replacing a System with the CL11W-EIP21

@ Additional Information

Although the following security settings are added, do not configure them at this time.
» Opening and closing the port

* |P packet filtering

Configure the settings as needed after completion of replacement.

For details, refer to 3-4-6 Implementing Security Measures on page 3-24.

3 After this, save the PLC project data.

3-3-9  Correcting the User Program

uonesedald ¢-¢

Correct the user program to deal with the differences in specifications due to the replacement and the
restrictions that apply. Refer to 3-1 Differences in Specifications, Functions, Etc. on page 3-2 for differ-
ences that affect the user program among those from the source replacement model.

For the CLO1W-EIP21S, socket service functions are assigned to reserved and unused bits of the allo-
cated CIO Area and DM Area words. If, in the source replacement model, the reserved or unused bits
are used by a program, the program needs to be corrected.

After you correct the user program, save the PLC project data.

3-3-10 Configuring Tag Data Links

Configure tag data links to match the Unit configuration after replacement. There is no need to recon-
figure them from scratch. Use the Network Configurator and execute the Change Device Type function
on the network configuration file for the source replacement model to change the source replacement
model to the CL11W-EIP218S.

Refer to 2-3-13 Configuring Tag Data Links on page 2-47 for the configuration.

welbold Jasn ay) buiosiio) 6-¢-¢
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3 Replacing a System with the CL11W-EIP21

3-4 Replacement

This section describes the actual replacement steps.

3-4-1 Replacing and Wiring Units

Replace and wire Units. Refer to the user’s manual for the target replacement Unit for the hardware
setup, installation, and wiring of each Unit.

Taking into account the risk that you fail in replacement, perform simple backup with a Memory Card,
or back up the PLC data with the PLC Backup Tool.

I Replacing Units

Replace each Unit with the power supply turned OFF.

e CLI1W-EIP21

Configure the hardware settings of the CLJ1W-EIP218S, i.e., the unit number and node address (de-
fault IP address), to match those of the source replacement model CC11W-EIP21.
After this, replace the Unit.

® Other Units

If you have Units to replace other than the CLO1W-EIP21S, replace them.
For example, replace the Power Supply Unit, Expansion Rack, etc.

I Wiring the Units

After replacement, wire the Units.
However, leave the Ethernet cable to the CLI1W-EIP21S disconnected at this point.

3-4-2  Turning ON the Power Supply

Turn ON the power supply to the PLC after replacement.

@ Precautions for Correct Use

The CO1W-EIP21S requires a Unit startup time. For this reason, the CPU Unit startup time will
be delayed by a few seconds compared with the system before replacement.

3-4-3  Transferring the 1/O Table

If any of the following errors occur after the power supply to the PLC is turned ON, transfer the 1/0
table for the Unit configuration after replacement, which you created in 3-3-5 Creating an I/O Table on
page 3-15, to the PLC.

» CPU Bus Unit setting error

* /O setting error (CJ Series)
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3 Replacing a System with the CL11W-EIP21

* |/O verification error (CS Series)

To do so, connect the CX-Programmer directly to the USB port, peripheral port, etc. on the CPU Unit
and place it online. At this point, you do not need to transfer the Special Unit settings. You will transfer
them later in 3-4-4 Transferring Data on page 3-22.

On completion of the transfer, the above errors are removed because the 1/O table that matches the
actual configuration after replacement is registered in the CPU Unit.

M Precautions for Correct Use

The CS Series operates only when the I/O table is registered in the CPU Unit.

juswaoe|day p-¢

I Transferring the 1/O Table

Follow the steps below to transfer the 1/0O table.

Refer to the CX-Programmer Ver. 9.[7 Operation Manual (Cat. No. W446) in addition to this manual for
how to operate the CX-Programmer and connect the CPU Unit to the CX-Programmer. Refer also to
the user’s manual for your CPU Unit for how to connect the CPU Unit to the CX-Programmer.

1 Connect the CPU Unit and the computer with a Support Software connection cable, etc.

2 Start the CX-Programmer.

s|qeL O/l auy Bulgjsuel] ¢-p-¢

3 Connect the CX-Programmer online to the PLC and change to PROGRAM mode.
PLC — Work Online
PLC - Operating Mode — Program

4 Transfer the 1/0 table to the PLC.
PLC — Transfer — To PLC
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3 Replacing a System with the CL11W-EIP21

(1) Select the 10 table Check Box.

/

(2) Click the OK Button.

/

Download Opftions

PLC: C/2M_CPUT1

Iclude/

/ X
~ w |
Cancel

O Settings

W |10 table

[ |Special Unit Setup
O 53 |symbals

O [&] |Comments

=

Transfer To/Fram:

{* Transter files of all tasks

~

[ Clear program memarny
-
-

ternony window,

D% Program(z)/Metwork symbols

Syrnbals, Comments, Progranm indes

Carmment memary

Mote: PLC Memory areas(CI0, Timer/Counter, Data memary, etc.] is
not tranzfened. Please trangfer PLC Memom areaz from the PLC

Transfer Al

3-4-4  Transferring Data

From the Support Software connected directly to the CPU Unit, transfer the following data that you

prepared to the actual PLC after replacement. ™'

* PLC project data
» Tag data link parameters

*1. This means to connect Support Software directly to the USB port or peripheral port on the CPU Unit.

@ Precautions for Correct Use

The CO1W-EIP21S has additional security functions, by which you can disable the EtherNet/IP
port. Disabling the EtherNet/IP port accidentally prevents you from connecting the Support Soft-

ware online.

Therefore, during replacement, connect the Support Software directly to the USB port, peripher-
al port, etc. on the CPU Unit and place it online with the PLC to allow for data transfer.

The table below shows the flow of data transfer to the actual PLC. Use this flow to transfer data.

Step Item Description Reference
1 Transferring PLC Project | Transfer PLC project data to the CPU Unit for each | Transferring PLC
Data PLC after replacement. Project Data (to PLC)
on page 3-23

3-22
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3 Replacing a System with the CL11W-EIP21

Step Item Description Reference

2 Connecting Communica- | Turn OFF the power supply to each PLC. Then,
tions Cables connect communications cables to the target re-
placement model CL11W-EIP21S.

3 Turning ON the Power Check the safety of the equipment and turn ON the | ---

Supply to Each PLC power supply to each PLC.
4 Downloading Tag Data Download all tag data link parameters for each Downloading Tag Da-
Link Parameters EtherNet/IP network. ta Link Parameters on

page 3-23

I Transferring PLC Project Data (to PLC)

Transfer the PLC project data that you created to match the Unit configuration after replacement dur-
ing preparation to the actual PLC. To do so, connect the CX-Programmer directly to the USB port, pe-
ripheral port, etc. on the CPU Unit and place it online.

The following is the PLC project data to transfer. Note that there is no need to transfer data that was
not edited during preparation.

» User program

PLC settings

I/O table

Special Unit settings
DM Area information

Transfer PLC project data according to Transferring PLC Project Data (to PLC) on page 2-52 in

2-4-3 Transferring Data on page 2-52.

If you transfer the I/O table due to occurrence of the following errors after the power supply to the PLC
is turned ON, there is no need to transfer the I/O table at this point.

» CPU Bus Unit setting error

* 1/O setting error (CJ Series)

* 1/O verification error (CS Series)

I Downloading Tag Data Link Parameters

This data is available when you use tag data links in the source replacement model. Download the tag
data link settings that you created to match the Unit configuration after replacement during preparation
to the actual PLC.

Refer to Downloading Tag Data Link Parameters on page 2-58 in 2-4-3 Transferring Data on page
2-52 for how to download the settings.

3-4-5 Checking the Operation

After you transfer data, use the CX-Programmer to check that the system is operating as intended.
Check also that no error occurs according to the specified error check procedure for each Unit.
Refer to the user’s manual for your Unit for the operation check and troubleshooting procedures for
each Unit.
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3 Replacing a System with the CL11W-EIP21

3-4-6  Implementing Security Measures

If necessary, implement measures to reduce the security risks from external attacks before the start of
system operation after replacement. We recommend that you set user authentication and use secure
communications (Secure Comm) to connect the Support Software online to the CCI11W-EIP21S Ether-
Net/IP port.

In addition to user authentication and secure communications (Secure Comm), the CLI1W-EIP21S
and Support Software provide other security functions to reduce security risks. Use these security
functions in conjunction with system operation to further reduce the security risks.

For details, refer to 2-4-5 Implementing Security Measures on page 2-58.

3-4-7  Checking the Operation after Implementing Security Measures

After you implement security measures, check to be sure that the system operates according to the

security settings.
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This section describes the replacement flow and replacement procedures for a system
with the CCOJ1W-ETN21.

4-1 Differences and Changes in Specifications and Functions..............ccoc.... 4-2
4-1-1 Differences in Specifications and Functions..............ccccoceieeeiiiiiiiic e, 4-2
4-1-2 Changes during Replacement...........c.cooiuiieiiiiiiiee e 4-5
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4 Replacing a System with the CLI1W-ETN21

4-1 Differences and Changes in Specifi-
cations and Functions

This section describes the differences in specifications and functions between the source replacement
model (CLJ1TW-ETN21) and the target replacement model (CCJ1W-EIP21S), and the changes to be
made during replacement.

4-1-1 Differences in Specifications and Functions

The table below shows the differences in specifications and functions between the source replacement
model (CLO1W-ETN21) and the target replacement model (CLI1W-EIP21S).
Yes: Supported, No: Not supported

Source replacement | Target replacement

model model
Item Effects of replacement
CJ1W-ETN21 CJ1W-EIP21S
CS1W-ETN21 CS1W-EIP21S
Tag data link communications serv- No Yes There is no effect.
ice
CIP message communications No Yes There is no effect.
service
FINS/UDP service Yes Yes * Replacement using the unit set-
ting porting assistant: There is
no effect.
* Manual replacement: To use this
service, you need to set Use
FINS/UDP service.
FINS/TCP service Yes Yes * Replacement using the unit set-
ting porting assistant: There is
no effect.

* Manual replacement: To use this
service, you need to set Use
FINS/TCP service.

Keep-alive Yes Yes The default keep-alive value is dif-

ferent. Change the default value, if

used, to 120 min.

DNS Yes Yes To use this service, set Use DNS.

Socket service Yes Yes Edit the user program and allocat-
ed CIO Area or DM Area words.

File transfer (FTP)" Yes Yes To use this service, set Use FTP.

* Replacement using the unit set-
ting porting assistant: You need
to set the password.

* Manual replacement: You need
to set the user name and pass-

word.
Mail send/receive Yes No Mail send/receive is not available.
Web functions Yes No Web functions are not available.
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4 Replacing a System with the CL11W-ETN21

Source replacement

Target replacement

model model
Item Effects of replacement
CJ1W-ETN21 CJ1W-EIP21S
CS1W-ETN21 CS1W-EIP21S
Automatic adjustment of PLC’s in- Yes Yes * Replacement using the unit set-
ternal clock ting porting assistant: There is
no effect.

* Manual replacement: To use this
service, you need to set Get the
time information from the
SNTP server.

Security No Yes We recommend using these func-

*2 tions to reduce security risks, if
necessary. To use these functions,
configure the settings.

Simple backup! Yes Yes You cannot restore backup data

from the CLJ1W-ETN21 to the C

O1W-EIP21S.

Error log Yes Yes There is no effect.

Response to PING command Yes Yes There is no effect.

SNMP/SNMP trap No Yes There is no effect.

CIDR function for IP addresses Yes Yes This is fixed to Enable CIDR.

Online connection by EtherNet/IP No Yes After replacement, we do not rec-

using CX-One ommend using this connection
method to reduce security risks.

Online connection by Ethernet Yes Yes After replacement, we do not rec-

(FINS) using CX-One ommend using this connection
method to reduce security risks.

* Replacement using the unit set-
ting porting assistant: There is
no effect.

* Manual replacement: To connect
online with Ethernet network
type setting, you should set the
Unit to use FINS/UDP service.
To connect online with Ethernet
(FINS/TCP) network type set-
ting, you should set the Unit to
use FINS/TCP service.

Online connection from CX-One to No Yes After replacement, we recommend

CPU Unit via EtherNet/IP port with using these functions to reduce se-

secure communications ™ curity risks. To use this function,
configure the settings.

Online connection by EtherNet/IP No Yes There is no effect.

using Network Configurator

Monitoring Unit Control Bits with Yes No You cannot monitor Unit Control

CX-Programmer Bits with the CX-Programmer.

Layout of allocated CIO Area and - Edit the user program because the

DM Area words addresses and bit configuration
are different.

Current consumption (5 VDC) CJ: 370 mA CJ: 650 mA The current consumption increas-

CS: 380 mA CS: 620 mA es.
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4 Replacing a System with the CLI1W-ETN21

Source replacement | Target replacement

model model
Item Effects of replacement
CJ1W-ETN21 CJ1W-EIP21S

CS1W-ETN21 CS1W-EIP21S

Use restriction on the Power Sup- - - The following restrictions apply to

ply Unit the target replacement model.

Check if changing the Power Sup-

ply Unit is necessary depending on

the amount of increase in current

consumption.

* The CJ1W-PD022 cannot be
used.

* Restrictions on the Power Sup-
ply Unit with or without the pow-
er OFF detection time

Unit startup time - - The target replacement model has
a longer Unit startup time. For this
reason, the CPU Unit startup time
will be delayed by a few seconds
compared with the system before
replacement. This means that you
need to check the effects on the
startup operation of the system.
*1.  When connected to the CP1H CPU Units, the CX-Programmer and PLC backup tools cannot use the corresponding

functions.
*2. When connected to the CP1H CPU Units, the following of the security features of the CJ1W-EIP21S cannot be used

with the CX-Programmer and PLC backup tools.

* Secure communications

* User authentication

* Operation log
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4 Replacing a System with the CL11W-ETN21

4-1-2  Changes during Replacement

The table below shows the changes to be made for each item during replacement.
All of these settings are configured with the CX-Programmer.
Yes: Change required, No: Change not required
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Replacing Units Yes Yes Yes No Yes | (a) Edit the allocated CIO Area or DM Area
(from CO1W-ETN21 to COO1W- (a) (b) (c) (d) | words.
EIP21S) (b) Change the set data.
(c) Reconfigure the settings to match those
of the target replacement model.
(d) Change the Unit to the target replace-
ment model.
FINS/UDP service No No Yes No No * Replacement using the unit setting port-

ing assistant: There is no need to
change the Unit to the target replace-
ment model.

* Manual replacement: You need to set
Use FINS/UDP service.

FINS/TCP service No No Yes No No * Replacement using the unit setting port-
ing assistant: There is no need to
change the Unit to the target replace-
ment model.

* Manual replacement: You need to set
Use FINS/TCP service.

wswaoe|day Buunp sebuey) z-1-v

Keep-alive No No Yes No No The default keep-alive value is different.
Change the default value, if used, to 120
min.

DNS No No Yes No No To use this service, set Use DNS.

Socket service Yes Yes Yes No No (e) Edit the allocated CIO Area or DM Area

(e) () (9) words.

In addition, the fragment size of TCP trans-
mission data changes as below.

* CO1W-ETN21: 1,024 bytes

* CO1W-EIP21S: 1,460 bytes

Check the impact on the user program at
the receive side.

(f) Move the data to the changed address if
directly reflected in the DM Area.

(9) Specify a consecutive 64 words of un-
used area in the Status Area Tab Page.
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c > (77] T =
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o = = Q@ Changes to be made during replace-
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o
=
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File transfer (FTP) No No Yes No No | SetUse FTP.

* Replacement using the unit setting port-
ing assistant: You need to set the pass-
word.

* Manual replacement: Set the login name
and password.

Automatic adjustment of PLC’s Yes No Yes No No | (h) Edit the allocated CIO Area or DM Area

internal clock (h) (i) words.

(i)

* Replacement using the unit setting port-
ing assistant: There is no need to
change the Unit to the target replace-
ment model.

* Manual replacement: You need to set
Get the time information from the

SNTP server.
Online connection by Ethernet No No Yes No No * Replacement using the unit setting port-
(FINS) using CX-One ing assistant: There is no need to
change the Unit to the target replace-
ment model.

* Manual replacement: To connect online
with Ethernet network type setting, you
should set the Unit to use FINS/UDP
service. To connect online with Ethernet
(FINS/TCP) network type setting, you
should set the Unit to use FINS/TCP
service.

Current consumption No No No No Yes | After you change the I/O table, check the
current consumption. If necessary, change
the Power Supply Unit or change the Unit

configuration.
Use restriction on the Power No No No Yes No | To disable the power OFF detection time
Supply Unit after considering the restrictions, set 0 ms.
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4 Replacing a System with the CL11W-ETN21

4-2 Replacement Flow

This section describes the replacement flow for a system with the Ethernet Unit CJ1W-ETN21 or
CS1W-ETN21. It consists of the flow of preparation and the flow of replacement.

4-2-1

Flow of Preparation

The table below shows the contents of preparation that you should make before replacement. Use this
flow to plan a replacement and prepare data that matches the Unit configuration after replacement.
Make the target replacement Unit available before replacement.

S:)e Item Description Reference
1 Checking the Target | Check the target replacement model against the system 4-3-1 Checking the
Replacement Model | configuration of the source replacement model. Check also | Target Replacement
the Support Software that supports the target replacement | Model on page
model. 4-10
2 Checking the Differ- | Check the differences in specifications, functions, etc. be- 4-3-2 Checking the
ences in Specifica- | tween the source and target replacement models to deter- | Differences in Spec-
tions, Functions, mine the effects of replacement on the hardware, user pro- | ifications, Functions,
Etc. gram, and applications in the source replacement system. | Efc. on page 4-10
3 Getting the Support | Get the Support Software that you will use for preparation | 4-3-3 Getting the
Software and replacement. Support Software on
page 4-10
4 Reading and Saving | Read and save the following data from the source replace- | 4-3-4 Reading and
Data ment system. Saving Data on
You will use the data read in this step, and edit or set it in page 4-10
subsequent steps to match the target replacement system.
* PLC project data
5 Creating an I/0 Ta- | Create an I/O table to match the Unit configuration after re- | 4-3-5 Creating an
ble placement. I/O Table on page
4-11
6 Selecting the Power | Check if it is necessary to change the Power Supply Unit in | 4-3-6 Selecting the
Supply Unit and order to deal with the restrictions on the power supply that | Power Supply Unit
Checking the Di- arise due to the replacement. If necessary, select an ade- | and Checking the
mensions quate Power Supply Unit. If, after the selection, you Dimensions on page
change the Power Supply Unit or expand the system, 4-12
check the difference in the dimensions of the Unit configu-
ration before and after replacement.
7 Configuring Special | Configure the Special Unit settings for the target replace- 4-3-7 Configuring
Unit Settings ment model to match those of the source replacement Special Unit Set-
model. tings on page 4-12
8 Editing PLC Set- Configure the following settings as required to deal with the | 4-3-8 Editing PLC
tings restrictions on replacement. Settings on page
* Power OFF detection time 4-15
9 Editing the User Because the addresses and bit configuration of the allocat- | 4-3-9 Editing the

Program

ed CIO Area and DM Area words are changed, change the
addresses and bit positions of these areas used by the
user program.

User Program on
page 4-15

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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4 Replacing a System with the CLI1W-ETN21

Ste

Item

Description

Reference

10

Editing Allocated
ClO Area or DM
Area Words

Edit the allocated CIO Area or DM Area words of the
source replacement model that data is written to or read
from to match the corresponding area words in the target
replacement model.

4-3-10 Editing Allo-
cated CIO Area or

DM Area Words on
page 4-21

11

Saving the Project
File

Save the data that you edited.

4-3-11 Saving the
Project File on page
4-22

4-2-2

Flow of Replacement

The table below shows the actual replacement steps that you should follow on completion of the prep-

aration steps. You can implement security measures as needed after replacement.

S;e Item Description Reference

12 Replacing and Wir- | Replace Units according to the Unit configuration after re- | 4-4-1 Replacing and
ing Units placement. Wiring Units on

Then, wire the replaced Units. page 4-23

13 Turning ON the Turn ON the power supply to the PLC. 4-4-2 Turning ON

Power Supply the Power Supply
on page 4-23
14 Transferring the 1/0O | If any of the following errors occur after the power supply is | 4-4-3 Transferring
Table turned ON, transfer the created I/O table to the CPU Unit. the I/O Table on

To do so, connect the CX-Programmer directly to the CPU | page 4-23

Unit."

e CPU Bus Unit setting error

* /O setting error (CJ Series)

* |/O verification error (CS Series)

15 Transferring Data Write data that you edited during preparation to the PLC. 4-4-4 Transferring

Data (to PLC) on
page 4-25

16 Checking the Oper- | Confirm that the system operates as intended. 4-4-5 Checking the
ation Operation on page

4-25
17 Implementing Se- If necessary, implement measures to reduce the security 4-4-6 Implementing
curity Measures 2 risks from external attacks before the start of system oper- | Security Measures
ation after replacement. We recommend that you set user | on page 4-25
authentication and use secure communications (Secure
Comm) to connect the Support Software online to the C
J1W-EIP21S EtherNet/IP port. In addition to user authenti-
cation and secure communications (Secure Comm), the C
MW-EIP21S and Support Software provide other security
functions to reduce security risks. Use these security func-
tions in conjunction with system operation to further reduce
the security risks.

18 Checking the Oper- | After you implement security measures, check to be sure 4-4-7 Checking the
ation after Imple- that the system operates according to the security settings. | Operation after Im-
menting Security plementing Security
Measures Measures on page

4-25
*1.  This means to connect Support Software directly to the USB port or peripheral port on the CPU Unit.

4-8
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4 Replacing a System with the CL11W-ETN21

*2. Do this as needed.
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4 Replacing a System with the CLI1W-ETN21

4-3 Preparation

This section describes the preparation steps that you should follow before replacement.

4-3-1  Checking the Target Replacement Model

Check the target replacement model against the system configuration of the source replacement mod-
el. Check also the Support Software that supports the target replacement model.
For details, refer to 1-2-3 System with the CL7J1W-ETN21 on page 1-10.

4-3-2 Checking the Differences in Specifications, Functions, Etc.

Check the differences in specifications, functions, etc. between the source and target replacement
models to determine the effects of replacement on the hardware, user program, and applications in the
source replacement system.

For details, refer to 4-1 Differences and Changes in Specifications and Functions on page 4-2.

4-3-3  Getting the Support Software

Get the Support Software that you will use for preparation and replacement. Specifically, get the CX-
One version shown in 7-3 Support Software on page 1-15 or higher.

All Support Software applications that you will use in the following sections are packaged in the CX-
One.

4-3-4 Reading and Saving Data

Read and save the following data from the source replacement system.
You will use the data read in this step, and edit or set it in subsequent steps to match the target re-
placement system.

Data Description Reference
PLC project This data includes the user program, PLC settings, I/O table, Reading PLC Project Data
data™ Special Unit settings, and DM Area information. Use the CX-Pro- | (from PLC) on page 4-10
grammer to read it.

*1. This data is stored in the CX-Programmer project file. In this manual, it is referred to as PLC project data.

Perform this operation so that you can restore the data from the source replacement system. Even
when you have the data in the source replacement system, there is a risk of trouble if it is different
from the data in the actual PLC. We recommend that you read and save it.

I Reading PLC Project Data (from PLC)

Use the CX-Programmer to read and save the following project data from the source replacement
PLC.

» User program

* PLC settings

* 1/O table
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4 Replacing a System with the CL11W-ETN21

» Special Unit settings

* DM Area information

Refer to Reading and Saving PLC Project Data on page 2-22 in 2-3-4 Reading and Saving Data on
page 2-21 for how to read and save the above data from the PLC.

4-3-5 Creating an 1/0O Table

Create an I/O table to match the Unit configuration after replacement.

Use the CX-Programmer and open the 1/O table for the PLC project data for the source replacement
model. Then, in the 1/O table, change the source replacement Unit to the target replacement Unit.

The following shows how to create an 1/O table with the CX-Programmer. Refer to the CX-Programmer
Ver. 9.7 Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Pro-
grammer.

uonesedald ¢-

1 Use the CX-Programmer and open the 1/O table for the PLC project data from the source re-
placement model.

2 To use the unit setting porting assistant, save the Special Unit settings for the CLI1W-ETN21. If
you do not use the unit setting porting assistant, go to step 3.
1) Right-click the CCI1W-ETN21 and select Save Parameters from the menu.
The Save As Dialog Box is displayed.

§7 PLC IO Table - NewPLC1 = (| >
File Edit View Options Help

B iR/« 3|m(el o2 6
- CRZM-CPUT1
..Q Inner Board
£ 44 [0000] Main Rack
% B 00 [1500] CJTW-ETN21(ETN21Mode)(Ethernet Unit) (Unig. Dl

.4 01 [0000] CJIW-ID233(DC Input Unit) Add Unit
ﬂ 02 [0002] CITW-0D231(Transistor Qutput Unit) Change / Confirm Units

ﬂ 03 [0004] CIHW-0D231(Transistor Output Unit) Change Unit No
ﬂ 04 [2000] CHW-ADMM2({Analog Input Unit 4 points) (O
. 4] 05[2010] C)IW-DAM2V(Analog Qutput Unit 4 points) (
4] 06[2020] CJIW-DAM2V(Analog Output Unit 4 points) SYSMAC BUS Master =
.. 5§ 07 [0006] Empty Slot
... 4 08 [0006] Empty Slot
. 5§ 09 [0006] Empty Slot
i1 4g, [0006] Rack 01 Load Parameters
[i]-4g, [0006] Rack 02

a|qeL O/| ue Buneai) G-¢-

Unit Comment

Unit Setup
Save Parameters.

11 4, [0006] Rack 03 Start Special Application >
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete

Unit Manufacturing information
Unit Error Log
Hot Swap

2) Specify a location in which to save the settings, enter any file name (extension: .xml), and
save it.

3 In the IO Table Dialog Box, right-click the source replacement model CLI1W-ETN21 and select
Change / Confirm Units from the menu to change it to the target replacement model C[11W-
EIP21S. Or, right-click the CLJ1W-ETN21 and select Add Unit to change the Unit to the C
O1W-EIP21S.
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7 PLCIO Table - NewPLC1
File Edit View Options Help

| =

B S| 6|0 3|5 GlBls5] v
- CJ2M-CPU11
Inner Board

&4 [0000] Main Rack
----- 5 00[1500] CHW-ETN21(ETM21Mode)(Ethernet Unit) (Unit : 0)
..... £ 01[0000] CJIW-ID233(DC Input Unit)

----- ﬂ 02 [0002] CIW-0D231(Transistor Output Unit)
----- 1 02 [0004] CHW-0D231(Transistor Qutput Unit)

Change the model to CJ1W-EIP21S.

----- i 04 [2000] CHW-ADOM2{Analog Input Unit 4 points) (Occupa

..... % 07 [0006] Empty Slot
..... % 08 [00D6] Empty Slot
..... % 09 [0006] Empty Slot
-4, [0006] Rack 01
-} 4tg, [0006] Rack 02
-4, [0006] Rack 03

el

ncy : 1){Unit : 0) (Out: 1, In: 9)

----- § 05[2010] CHW-DADM2V(Analog Output Unit 4 points) (Occupancy : 1){Unit: 1) {Out: 9, In: 1)
----- 1 06 [2020] CHW-DADM2V(Analog Output Unit 4 points) (Occupancy : 1){Unit: 2) (Out: 9, In: 1)

CI12M-CPUT1 |Offline

£:N

M Precautions for Correct Use

Repeat step 3 to create an 1/O table for the Unit configuration after replacement.

The CS Series operates only when the I/O table is registered in the CPU Unit. Be sure to create
an I/O table and transfer it to the CPU Unit.

4-3-6  Selecting the Power Supply Unit and Checking the Dimensions

Check if it is necessary to change the Power Supply Unit in order to deal with the restrictions on the
power supply that arise due to the replacement. If necessary, select an adequate Power Supply Unit.
If, after the selection, you change the Power Supply Unit or expand the system, check the difference in

the dimensions of the Unit configuration before and after replacement.

Select the Power Supply Unit and check the dimensions according to 2-3-7 Selecting the Power Sup-

ply Unit and Checking the Dimensions on page

2-35.

4-3-7  Configuring Special Unit Settings

In the CX-Programmer, configure the Special Unit settings for the target replacement model C11W-
EIP21S to match those of the source replacement model CC11W-ETN21.

I Types of Setup Methods

For the CLO1W-EIP218S, the following two types of setup methods are available.

Setup method Description

Reference

Setup using the CX-Pro- Configure the Special Unit settings using

grammer’s unit setting port- | Save Parameters and Load Parameters

ing assistant in the CX-Programmer.

Setup using the CX-Programmer’s
Unit Setting Porting Assistant on

page 4-13

Manual setup using the CX- | Configure the Special Unit settings manual-

Programmer ly to match those of the source replace-

ment model.

A-2-3 Setup for Replacing a System
with the CL/1W-ETN21 on page

A-11

4-12 CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)



4 Replacing a System with the CL11W-ETN21

You can use the CX-Programmer’s unit setting porting assistant to set up the Unit by updating the CX-
One with an October 2024 or later release of auto-update. We recommend that you use the CX-Pro-
grammer’s unit setting porting assistant to make the setup easier than manually setting up the Unit.

I Setup using the CX-Programmer’s Unit Setting Porting Assistant

This section provides the precautions and setup procedure for setting up the CC11W-EIP21S using the
CX-Programmer’s unit setting porting assistant.

® Precaution When the IP Address Is All Zeros

If the IP Address is set to all zeros in the Setting Tab Page for the CLI1W-ETN21, it means that
the data is set in the DM Area. Check that the data read in the DM Area is correct.

@ Precaution for the CLI1W-ETN21 Settings That Do Not Exist in the CLI1W-

EIP21S

The following settings are not transferred since they are not provided for the CC11W-EIP21S.

Setting for CC11W-ETN21

Description
Tab Page Setting
Setting Sub-net The Enable CIDR setting remains. Even if CIDR is not enabled for the CLI1W-
Mask ETN21, the IP address of the CL11W-EIP21S after replacement does not
change.
DNS Port No. The Port No. is set to 53.
Retry Timer | The Retry Timer is set to a fixed value.
SMTP Because the CLJ1W-EIP21S does not support the mail functions, you cannot
POP configure the settings.
Mail Ad-
dress
Mail Send
Mail Re-
ceive
HTTP Because the CLJ1W-EIP21S does not support the web functions, you cannot

configure the settings.

@ Setting Up the CLI1W-EIP21S
The following describes how to set up the CLI1W-EIP21S. Refer to the CX-Programmer Ver. 9.[7
Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Programm-

er.

1 In the I/O table for the Unit configuration after replacement, execute Load Parameters for
each CO1W-ETN21 for which you saved the settings in 4-3-5 Creating an I/O Table on page
4-11 to read the settings.

1) In the CX-Programmer, open the 1/O table for the Unit configuration after replacement.

2) Right-click the CLO1W-EIP21S and select Load Parameters from the menu.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 4-13
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4 Replacing a System with the CLI1W-ETN21

#7 PLCIO Table - NewPLC1 = O X
File Edit View Options Help
B ok« &l=e o2 B

) C2M-CPUT
4, Inner Board
=& [0000] Main Rack
R 00 (15001 CJTW-EIP215(EtherNg Y
.. 4] 01[0000] CHIW-ID233(DC Input Add Unit
- 5§ 02 [0002] CHTW-0D231(Transist Change / Confirm Units
-4 03 [0DD4] C}TW-OD231(Transist Change Unit No
4] 04[2000] CHW-ADI42(Analog T B)
-4 05[2010] CHIW-DAD42V(Analog n: 1)
.8 06[2020] CW-DADAIV(Analog > °MAC BUS Master )
% 07 [D00G] Empty Slot Uit Setup
- 4] 08 [0008] Empty Slot
-4 09 [0006] Empty Slot

Save Parameters

54, [0006] Rack 01 Load Parameters
-4ty [0006] Rack 02 Start Special Application >
F-4y [0006] Rack 03
Cut Ctrl+X
Copy Ctrl+C
Paste Ctri+V
Delete
Unit Manufacturing information A
Unit Error Log

Hot Swap

3) Select the file with the settings to configure, and then click the Open Button.
At this point, be careful not to select an incorrect file.
The settings of the selected file are applied to the selected Special Unit.

2 Due to differences in settings and default values before and after replacement, there are set-
tings that are not transferred by the unit setting porting assistant. Configure the following set-
tings that are not transferred by selecting the corresponding tab page.

Setting for CC11W-
EIP21S Description
Tab Page Setting

TCP/IP TCP/IP The default keep-alive value is different. Change the default value, if used,
keep-alive | to 120 min. Enter 120.
DNS After replacement, the default Not Use DNS is set. To use a DNS server,

select the Use DNS Option.
Ethernet LINK For the CLO1W-EIP21S, the Baud rate setting is changed to LINK settings

with the set value Auto-detect changed to Auto. After replacement, the

default Auto is set. Set it again if you prefer a setting other than Auto.

For example, if you are using 10BASE-T, set either 10Mbps Half Duplex

or 10Mbps Full Duplex.

FTP After replacement, the default Not Use FTP is set. To use FTP, select the

Use FTP Check Box.

Password The password is cleared. Set the password again. Although you can leave

the password blank for the CLI1W-ETN21, the password setting is required

for the CLO1W-EIP21S. The password setting rules are changed as follows.

* The valid number of characters is changed to 8 to 16 characters, from 0
to 8 characters.

* Entered characters replaced by asterisks.

Port No. The default value is set. Set the port number to match the setting of the
source replacement model.
Status Area | Layout To use socket services with the CL11W-EIP21S, change the Layout Type
Type to User defined.

Allocation To use socket service with the CCI1W-EIP21S, register the first word of a
Area consecutive 64 words of unused area.
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4 Replacing a System with the CL11W-ETN21

@ Additional Information

Although the following security settings are added, do not configure them at this time.
» Opening and closing the port

* |P packet filtering

Configure the settings as needed after completion of replacement.

For details, refer to 4-4-6 Implementing Security Measures on page 4-25.

3 After this, save the PLC project data.

4-3-8  Editing PLC Settings

Configure the following settings as required to deal with the restrictions on replacement.
* Power Off Detection Time

uonesedald ¢-

® Power OFF Detection Time
Set this according to Setting the Power OFF Detection Time on page 2-41 in 2-3-8 Setting Up the
CPU Unit on page 2-40.

4-3-9  Editing the User Program

When you replace the Ethernet Unit with the CC11W-EIP21S, there is no need to change the instruc-
tions, etc. However, you need to change the word addresses and bit configuration in the allocated CIO
Area and DM Area words for the Unit as they are changed significantly.

You need to edit the user program if these areas are used by the user program.

In addition, the fragment size of TCP transmission data changes with socket services as below.

+ CL1W-ETN21: 1,024 bytes

+ C1W-EIP21S: 1,460 bytes
Check the impact on the user program at the receive side, and edit the user program if necessary.

sbumes O1d bunip3 g-¢-v

I Differences in Allocated CIO Area Words

The following shows the differences in the allocated CIO Area words.
Change the words and bits used by the user program according to the table below.
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4 Replacing a System with the CLI1W-ETN21

CJ1W-ETN21 CJ1W-EIP21S
Word'! CS1W-ETN21 CS1W-EIP21S Change
description
15 7 15 7
n Unit Control Bits Unit Control Bits The bit
— configuration is
different.”
n+1 | UDP Socket No. 1 Status 7 | Socket Service Socket Service The address is
Request Switch 2 Request Switch 1 different. The bit
i tion i
n+2 | UDP Socket No. 2 Status Socket Service Socket Service fﬁ: slgllfr:: on s
> Request Switch 4 Request Switch 3 ifa sockét
n+3 | UDP Socket No. 3 Status Socket Service Socket Service service is used,
Request Switch 6 Request Switch 5 a configuration
- - change is
n+4 | UDP Socket No. 4 Status Socket Service Socket Service required.
\,| Request Switch 8 Request Switch 7
n+5 | UDP Socket No. 5 Status Reserved -
n+6 | UDP Socket No. 6 Status Reserved -
n+7 | UDP Socket No. 7 Status Reserved -
n+8 | UDP Socket No. 8 Status Reserved -
n+9 | TCP Socket No. 1 Status Reserved -
n+10 | TCP Socket No. 2 Status Unit Status 1 -
n+11 | TCP Socket No. 3 Status Unit Status 2 -
n+12 | TCP Socket No. 4 Status Communications Status 1 -—
n+13 | TCP Socket No. 5 Status Communications Status 2 The Service
— Status is
reflected.
n+14 | TCP Socket No. 6 Status Communications Status 3 The Error Status
—> is reflected.
n+15 | TCP Socket No. 7 Status Reserved —
n+16 | TCP Socket No. 8 Status 7 | UDP Socket UDP Socket The address and
No. 2 Status No. 1 Status the bit
fi ti
n+17 | Service Status UDP Socket UDP Socket con |gur213|on are
No. 4 Stat No. 3 Stat different.
0. atus 0. atus If a socket
n+18 | Error Status UDP Socket UDP Socket service is used,
No. 6 Status No. 5 Status a configuration
- - change is
n+19 | Socket Service Socket Service UDP Socket UDP Socket required
Request Switch 2 Request Switch 1 > No. 8 Status No. 7 Status '
n+20 | Socket Service Socket Service TCP Socket TCP Socket
Request Switch 4 Request Switch 3 No. 2 Status No. 1 Status
n+21 | Socket Service Socket Service TCP Socket TCP Socket
Request Switch 6 Request Switch 5 No. 4 Status No. 3 Status
n+22 | Socket Service Socket Service TCP Socket TCP Socket
Request Switch 8 Request Switch 7 No. 6 Status No. 5 Status
n+23 | FINS/TCP Connection Status TCP Socket TCP Socket
\.| No. 8 Status No. 7 Status
n+24 | Not used FINS/TCP Connection Status The address is

different. The bit
configuration is
the same.

*1. n=1500 + (25 x Unit number)
*2. The figure below shows the differences in the bit configuration of the Unit Control Bits.
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4 Replacing a System with the CL11W-ETN21

<CO1W-ETN21> <CO1W-EIP21S>
[15[14[13[12[11[10[9[8[7[6]5]4 3 2[1]0] [15[14[13[12[11[10[9[8]7]6]5]4[3]2[1]0]

| Automatic Clock Adjustment Switch | | Socket Force-close Switch |
| Mail Send Switch | | Automatic Clock Adjustment Switch |
| Socket Force-close Switch | | Tag Data Link Stop |

| Tag Data Link Start |

*3. The figure below shows the differences in the bit configuration of the UDP/TCP Socket No. 1 to No. 8 Status.

<CO1W-ETN21> <CLMW-EIP21S> ;5o 1op Socket
[15[14[13 2098 [7 6 514 32 1]0] [514[13[12]11]10] 9] 8] No. 2, 4. 6, and 8 Status

-
oo

7|6/5|/4/3|2|1|0|UDP/TCP Socket
No. 1, 3, 5, and 7 Status
| Data Received Flag | | Opening Flag ‘
| Results Storage Error Flag | | Receiving Flag |
| TCP/UDP Open Flag | | Sending Flag |

| Closing Flag | | Closing Flag |
| Sending Flag | | Data Received Flag |
| Receiving Flag | | Results Storage Error Flag |

| Opening Flag | TCP/UDP Open Flag |

I Differences in Allocated DM Area Words

The following shows the differences in the allocated DM Area words.
Change the words and bits used by the user program according to the table below.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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4 Replacing a System with the CLI1W-ETN21

Word™! CJ1W-ETN21 CJ1W-EIP21S Change
CS1W-ETN21 CS1W-EIP21S description
m Send Mail Status 1 Not used -
m+1 | Number of Bytes Received at TCP Socket No. 1 | /| Number of Bytes Received at TCP Socket No. 1 | There is no change
m+2 | Number of Bytes Received at TCP Socket No. 2 q Number of Bytes Received at TCP Socket No. 2 It?w thstaddress and
e bi
: : configuration.
m+8 | Number of Bytes Received at TCP Socket No. 8 |/ \ | Number of Bytes Received at TCP Socket No. 8
m+9 | TCP Socket No. 1 Connection Status N /| TCP Socket No. 1 Connection Status There is no change
m+10 | TCP Socket No. 2 Connection Status q TCP Socket No. 2 Connection Status !{E thstaddress and
e bi
: : configuration.
m+16 | TCP Socket No. 8 Connection Status Ve \.| TCP Socket No. 8 Connection Status
m+17 | Send Mail Status 2 Socket Service Parameter Area 1 The address is
m+18 | Socket Service Parameter Area 1 offset by one word.
_,—V If a socket service
: is used, a
m+26 configuration
m+27 Socket Service Parameter Area 2 change is required.
m+28 | Socket Service Parameter Area 2
m+36
m+37 Socket Service Parameter Area 3
m+38 | Socket Service Parameter Area 3
m+46
m+47 Socket Service Parameter Area 4
m+48 | Socket Service Parameter Area 4
m+56
m+57 Socket Service Parameter Area 5
m+58 | Socket Service Parameter Area 5
m+66
m+67 Socket Service Parameter Area 6
m+68 | Socket Service Parameter Area 6
m+76
m+77 Socket Service Parameter Area 7
m+78 | Socket Service Parameter Area 7
m+86
m+87 Socket Service Parameter Area 8
m+88 | Socket Service Parameter Area 8
—
m+96
m+97 D5 Error (Verification Error, Target Nonexistent)| ---
Mask Setting Area
m+98 | IP Address Display/Setting Area IP Address Display/Setting Area There is no change
R —— .
m+99 in the address and
the bit configuration.
*1. m = D30000 + (100 x Unit number)
I Editing the User Program
Correct the allocated CIO Area and DM Area words.
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1 Check if the allocated CIO Area or DM Area words are used by the user program.
Use the CX-Programmer’s cross-reference function to check if the words and bits are used in
the user program. View — Cross-Reference Report

% Untitled - CX-Programmer - [NewPLC1.NewProgram1.5ection [Diagram]] = | *
File Edit | View Inset PLC Program Simulation Tools Window Help - | ]
|03 @ Smbos P oew asn
_70 E [@ Diagram Alt+D P ! :
N Q [=] Mnemonics Alt+M 2 | 2 %= % o |ElE |ﬁ'
IK 41F 44+ Y4 Cross-Reference Report
— Memory View = -
T A= -
W To Lower Layer Shift+F o :
¥ To Upper Layer g
= ; — o
,,%_,, Monitor FB Instance ] ;3,
=
5

Check usage including unused

IFT: Show Rung Annotation Lists Alt+A
[@ Show Symbol Comments Alt+Y

HE":% Show Program/Section Comments Alt+0

The following view is displayed. Set the following items and click the Generate Button.

1) Report type: Detailed usage

2) Memory area: 10

In this view, check whether or not the allocated CIO Area words are used.

For example, for unit number 0, the allocated CIO Area words are CIO 1500 to CIO 1524.
Note that, in the figure below, 1500.02 and 1500.04 are used.

welboid Jesn ey} Bunip3 6-¢-

Rieport type: | Detailed usage ~| Memoyarea IO ~|
Free UM:  BEZE Steps
Total Uk:  B144 Steps
Address | Program.S ection | Step | Instruction | Start Address | Symbol | Comments
0 MewProgrami /S ection 0 LD 1] 0.00
+ 000 MewProgrami /S ection 0 LD 1] 0.00
+ 1800 MewProgram1 /S ection 1 HSET [1] 1500.02
+ 1800 MewProgram1 /S ection 2 HSET [1] 1500.04
+ 150002 MNewProgram1./S ection 1 @SET [1] 1500.02
+ 1500.04 MNewProgram1./S ection 2 @SET [1] 1500.04
=]
£ >

Similarly, you can set the Memory area: to D to search the allocated DM Area words.

2 Correct the user program.
Double-click an address or bit in the Detailed usage report to jump to the location where it is
used in the program. Then, correct addresses and bits according to the differences in the area.
In this example, change 1500.02 to 1500.10 and 1500.04 to 1500.05.
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4-20

g 0 [Program Name : NewProgram1]
[Section Mame : Section1]

0.00
I
1T

Change

=
//////////////////////

@SET

1500.04 ||

this to 1500.10.

Set
Bit

Set

Bit

Change this to 1500.05.

For correction, Replace and Change All are provided in the Edit Menu.
The figure below shows the corresponding dialog boxes.

v Include Symbols [Comments]

Scope; % PLC " Program

" Cument view

Replace |

Cancel

Batch Replace in PLC *
Stark | End T et Start |
Replace in PLC
Find what: |
Feplace with:|
Look at:
: * Address
Optiorz

" Spmbal name
" Mnemanic

(" Comment

+ PLC

" Curnent view

Scope:

=
=
Ophions

-

¥ Include BOOLs
¥ Include Symbolz [Comments]

" Program
r

Cancel

Fitnd M ext
Replace

Feplace &l

il

i

I Editing the User Program in Other Cases

There are cases where using only Replace and Change All is not sufficient for correcting the program.
In addition, the fragment size of TCP transmission data changes with socket services. The following
shows the cases where using the above are not sufficient, and the changes of fragment size.

® Where Bit-specified Instructions Are Used
If bit-specified instructions are used, you need to change the values of the specified operands.
The following is a programming example for copying the Data Received Flag (bit 13) of the UDP
Socket No. 1 Status in CIO 1501 to bit 0 of CIO 300.
To edit this instruction for the CC11W-EIP21S, change the address to CIO 1516. In addition, you
need to change the second operand from D(13) to 04 due to the change in the bit configuration

from bit 13 to bit 4.
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4 Replacing a System with the CL11W-ETN21

MOVB(082) Move Bit MOVB(082) Wove Bit

1501 UDP Socket No.1 Status. 1518 UDP Socket No.1 Status
Source word Source word
|| conrorvn ‘ | consotwas

300 Destination word 300 Destination word

® Where Indirect DM Addresses or Index Registers Are Used
You cannot check indirect DM addresses and index registers in Detailed usage report.
Use the Ctrl + F Keys to display the search dialog box and check for the presence of IR, *D, *E,
@D, @E, etc. If any of them is present, check if the allocated CIO Area or DM Area words are
specified.

® Where Function Blocks for Socket Services Are Used
The source replacement model provides function blocks for socket services. However, they are de-
signed for the CL11W-ETN21 and cannot be used for the CLI11W-EIP21S. To use these function
blocks, replace them with those for the CC11W-EIP21S.
The table below shows socket service function blocks for the CC11W-ETN21 and CC11W-EIP218S.

uonesedald ¢-

N
Source replacement model Target replacement model g
. CC1W-ETN21 CO1W-EIP21S m
Function name EB num- EB num- =
ber FB name ber FB name ‘§’=>
Open TCP Socket ETNOO1 _ETNOO1_SOCKET_TcpOpen- EIPS001 _EIPS001_SOCKET_TcpOpen- §,
Passive Passive Passive g
Open TCP Socket ETNO02 _ETNO02_SOCKET_TcpOpenAc- | EIPS002 _EIPS002_SOCKET_TcpOpenAc- g
Active tive tive g
Close TCP Socket ETNOO3 _ETNOO03_SOCKET_TcpClose EIPS003 _EIPS003_SOCKET_TcpClose S
Send via TCP Sock- | ETN004 _ETN004_SOCKET_TcpSend EIPS004 _EIPS004_SOCKET_TcpSend g
et %
Receive via TCP ETNOO5 _ETNOO5_SOCKET_TcpRecv EIPS005 _EIPS005_SOCKET_TcpRecv :é)
Socket =4
Open UDP Socket ETNO11 _ETNO11_SOCKET_UdpOpen EIPSO11 _EIPS011_SOCKET_UdpOpen
Close UDP Socket ETNO13 _ETNO13_SOCKET_UdpClose EIPS013 _EIPS013_SOCKET_UdpClose
Receive via UDP ETNO14 _ETNO014_SOCKET_UdpRecv EIPS014 _EIPS014_SOCKET_UdpRecv
Socket
Send via UDP Sock- | ETNO15 _ETNO015_SOCKET_UdpSend EIPS015 _EIPS015_SOCKET_UdpSend
et

Refer to the Smart FB Library Reference available in the CX-Programmer Help for details on how
to use these function blocks.

® Fragment Size Changes of TCP Transmission Data

The fragment size of TCP transmission data changes with socket services as below.

+ CO1W-ETN21: 1,024 bytes

+ CU1W-EIP21S: 1,460 bytes

Check the impact on the user program at the receive side, and edit the user program if necessary.

4-3-10 Editing Allocated CIO Area or DM Area Words
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® When Data Is Directly Written
There are cases where data is written directly to allocated CIO Area or DM Area words for use in
setting data. In such cases, check that data is not written to the allocated CIO Area or DM Area
words in the source replacement model. If data is written, move the data to the allocated CIO Area
or DM Area words in the target replacement model.

® When Data Is Written/Read to/from the Allocation Area by Other Devices

There are cases where data is written to allocated DM Area words by another device (HMI or com-
puter) connected to the network. In such cases, change the location that the device writes to or
reads from according to the changes in the allocated CIO Area or DM Area words due to replace-
ment.

4-3-11 Saving the Project File

After completion of the edits, rename and save the project file.
File — Save As
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4-4 Replacement

This section describes the actual replacement steps.
4-4-1 Replacing and Wiring Units

1 Back up the data before you perform replacement.
Taking into account the risk that you fail in replacement, perform simple backup with a Memory
Card, or back up the PLC data with the PLC Backup Tool.

2 Turn OFF the power supply to the equipment.

juswaoe|day -1

3 Disconnect the cable from the CCO1W-ETN21 and remove the Unit.

4 Configure the hardware settings of the CL11W-EIP218S, i.e., the unit number and node address,
to match those of the source replacement model CCI1W-ETN21.

5 Mount the CCI1W-EIP21S. Do not install the cable at this point. You will install it in the later
operation check process.

4-4-2  Turning ON the Power Supply

Check the safety of the equipment and turn ON the power supply to the PLC after replacement.

syun Buuipy pue Buioeidey -1

M Precautions for Correct Use

The CO1W-EIP21S requires a Unit startup time. For this reason, the CPU Unit startup time will
be delayed by a few seconds compared with the system before replacement.

4-4-3  Transferring the I/O Table

If any of the following errors occur after the power supply to the PLC is turned ON, transfer the 1/0
table for the Unit configuration after replacement, which you created in 4-3-5 Creating an I/0 Table on
page 4-11, to the PLC.

» CPU Bus Unit setting error

* 1/O setting error (CJ Series)

* 1/O verification error (CS Series)

To do so, connect the CX-Programmer directly to the USB port, peripheral port, etc. on the CPU Unit
and transfer it online. At this point, you do not need to transfer the Special Unit settings. You will trans-
fer them later in 4-4-4 Transferring Data (to PLC) on page 4-25.

On completion of the transfer, the above errors are removed because the I/O table that matches the
actual configuration after replacement is registered in the CPU Unit.

m Precautions for Correct Use

The CS Series operates only when the I/O table is registered in the CPU Unit.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 4-23



4 Replacing a System with the CLI1W-ETN21

4-24

I Transferring the 1/0 Table

Follow the steps below to transfer the 1/0O table.

Refer to the CX-Programmer Ver. 9.[7 Operation Manual (Cat. No. W446) in addition to this manual for
how to operate the CX-Programmer and connect the CPU Unit to the CX-Programmer. Refer also to
the user’s manual for your CPU Unit for how to connect the CPU Unit to the CX-Programmer.

1 Connect the CPU Unit and the computer with a Support Software connection cable, etc.
2 Start the CX-Programmer.

3 Connect the CX-Programmer online to the PLC and change to PROGRAM mode.
PLC — Work Online
PLC — Operating Mode — Program

4 Transfer the 1/O table to the PLC.
PLC — Transfer — To PLC

(1) Select the 10 table Check Box. (2) Click the OK Button.

/ /

Download Opfticns / X

PLC: C/2M_CPUT1 (]9 I

Programiz)/Metwork symbaols
3] |Settings

10 table

Special Unit Setup Transter Al |
= |Symbaols

5] |Comments

— Sumbaolz, Comments, Program indes

Transfer To/From: IEDI'I'II'I'IBNt memary I

% Transter files of all tasks

™ Transfer files by the task

[~ Clear program memory
[T Clear automatic: allozation area and forced status

[T Exclude PortiHostLink, Perpheral] of PLE Settings from the
tranzfer target.
[Check when transfering CRU unit senal comms port settings
changed by MT Link auto-onling ar CPU unit parameter edit of
L ntegrator.]

Mote: PLC Memory areas(CI0, Timer/Counter, Data memary, etc.] is
nat tranzsfened. Please transfer PLC Memory areas fram the PLC
demary window.
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4-4-4  Transferring Data (to PLC)

Transfer the PLC project data that you created to match the Unit configuration after replacement dur-
ing preparation to the actual PLC. To do so, connect the CX-Programmer directly to the USB port,
peripheral port, etc. on the CPU Unit and place it online.

The following is the PLC project data to transfer. Note that there is no need to transfer data that was
not edited during preparation.

» User program

PLC settings

I/O table

Special Unit settings

* DM Area information

Transfer PLC project data according to Transferring PLC Project Data on page 2-53 in 2-4-3 Transfer-
ring Data on page 2-52.

juswaoe|day -1

4-4-5 Checking the Operation

1 Turn OFF the power supply to the PLC.
2 Install the cable to the CC11W-EIP21S.
3 Check the safety of the equipment and turn ON the power supply to the PLC.

4 Confirm that the equipment operates as intended.

(01d o) eieq Buiusjsues] p-p-t

Refer to the user’s manual for your Unit for the operation check and troubleshooting procedures for
each Unit.

4-4-6  Implementing Security Measures

If necessary, implement measures to reduce the security risks from external attacks before the start of
system operation after replacement. We recommend that you set user authentication and use secure
communications (Secure Comm) to connect the Support Software online to the CLI1W-EIP21S Ether-
Net/IP port.

In addition to user authentication and secure communications (Secure Comm), the CCI1W-EIP21S
and Support Software provide other security functions to reduce security risks. Use these security
functions in conjunction with system operation to further reduce the security risks.

For details, refer to 2-4-5 Implementing Security Measures on page 2-58.

4-4-7  Checking the Operation after Implementing Security Measures

After you implement security measures, check to be sure that the system operates according to the
security settings.
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5-1

cations and Functions

Differences and Changes in Specifi-

This section describes the differences in specifications and functions between the source replacement
model (CS1D-ETN21D) and the target replacement model (CS1W-EIP21S), and the changes to be
made during replacement.

@ Precautions for Correct Use

The CS1W-EIP21S does not support the duplex network function supported by the CS1D-
ETN21D. To replace the CS1D-ETN21D that uses duplex network with the CS1W-EIP21S, you
need to create a duplex network program.
Create the program so that the duplex system specifications before replacement are satisfied.
After replacement, perform a thorough duplex system evaluation to check that the duplex sys-
tem specifications are satisfied.
Refer to Creating a Duplex Communications Program on page 5-19 for creating a duplex net-
work program. Refer to A-1 Duplex Communications Sample Programming on page A-2 for
sample programming.

5-1-1

Differences in Specifications and Functions

The table below shows the differences in specifications and functions between the source replacement
model (CS1D-ETN21D) and the target replacement model (CS1W-EIP21S).

Yes: Supported, No: Not supported

Item

Source replacement
model

Target replacement
model

CS1D-ETN21D

CS1W-EIP21S

Effects of replacement

Duplex Ethernet network (Duplex
FINS communications)

Yes

No

The duplex network program
needs to be created. Other im-
pacts include the following.

* The network switching time in
the event of an error will change.

* If there is a duplex computer on
the system, the program on the
computer side also needs to be
edited to a duplex program.

* The communications beyond the
network using FINS message
communications cannot be per-
formed.

* The Network Participation Sta-
tus is not available.

Setting with a Memory Card text
file

Yes

No

This functions is not available.

Tag data link communications serv-
ice

No

Yes

There is no effect.

CIP message communications
service

No

Yes

There is no effect.
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Source replacement | Target replacement
Item model model Effects of replacement
CS1D-ETN21D CS1W-EIP21S

FINS/UDP service Yes Yes To use this service, set Use
FINS/UDP service.

FINS/TCP service Yes Yes To use this service, set Use
FINS/TCP service.

Keep-alive Yes Yes The default keep-alive value is dif-
ferent. Change the default value, if
used, to 120 min.

Socket service No Yes There is no effect.

File transfer (FTP) No Yes There is no effect.

Automatic adjustment of PLC’s in- No Yes There is no effect.

ternal clock

Security No Yes We recommend using these func-
tions to reduce security risks, if
necessary. To use these functions,
configure the settings.

Simple backup function Yes Yes You cannot restore backup data
from the CS1D-ETN21D to the
CS1W-EIP21S.

Error log Yes Yes There is no effect.

Response to PING command Yes Yes There is no effect.

SNMP/SNMP trap No Yes There is no effect.

CIDR function for IP addresses No Yes There is no effect.

Online connection by EtherNet/IP No Yes After replacement, we do not rec-

using CX-One ommend using this connection
method to reduce security risks.

Online connection by Ethernet Yes Yes After replacement, we do not rec-

(FINS) using CX-One ommend using this connection
method to reduce security risks.
To connect online with Ethernet
network type setting, you should
set the Unit to use FINS/UDP serv-
ice. To connect online with
Ethernet (FINS/TCP) network type
setting, you should set the Unit to
use FINS/TCP service.

Online connection from CX-One to No Yes After replacement, we recommend

CPU Unit via EtherNet/IP port with using these functions to reduce se-

secure communications curity risks. To use this function,
configure the settings.

Online connection by EtherNet/IP No Yes There is no effect.

using Network Configurator

Monitoring Unit Control Bits with Yes No You cannot monitor Unit Control

CX-Programmer Bits with the CX-Programmer.

Layout of allocated CIO Area and --- --- The user program needs to be

DM Area words edited because the address config-
uration is different.

Current consumption (5 VDC) 380 mA 620 mA The current consumption increas-
es.
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5 Replacing a System with the CS1D-ETN21D

Item

Source replacement
model

Target replacement
model

CS1D-ETN21D

CS1W-EIP21S

Effects of replacement

Use restriction on the Power Sup-
ply Unit

The following restrictions apply to
the target replacement model.
Check if changing the Power Sup-
ply Unit is necessary depending on
the amount of increase in current
consumption.
* Restrictions on the Power Sup-
ply Unit with or without the pow-
er OFF detection time

Unit startup time

The target replacement model has
a longer Unit startup time. For this
reason, the CPU Unit startup time
will be delayed by a few seconds
compared with the system before
replacement. This means that you
need to check the effects on the
startup operation of the system.
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5-1-2

5 Replacing a System with the CS1D-ETN21D

Changes during Replacement

The table below shows the changes to be made for each item during replacement.

These settings are configured with the CX-Programmer and CX-Integrator.

Except for the routing table, use the CX-Programmer. For the routing table, use the CX-Integrator.

Yes: Change required, No: Change not required

Item

weliboud 1asn
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Changes to be made during replace-
ment

Replacing Units

Duplex Ethernet network
(Duplex FINS communica-
tions)

Yes

(@)

Y

()
(2]

—
(=)
-~

&
(2]

—
O
-~

Yes

Yes

Yes

(f)

(a) Create a duplex network program.
Also, edit the allocated CIO Area words.
(b) If the default IP address is used, set
an IP address. You can also set an IP
address in the Unit Setup. Set it in the
DM Area or in the Unit Setup.

(c) Reconfigure the settings to match
those of the target replacement model.
(d) Disable duplex communications.

(e) Change the Unit to the target re-
placement model.

(f) Edit the duplex network settings.

FINS/UDP service

No

No

Yes

No

No

No

Set Use FINS/UDP service.

FINS/TCP service

No

No

Yes

No

No

No

Set Use FINS/TCP service.

Keep-alive

No

No

Yes

No

No

No

The default keep-alive value is different.
Change the default value, if used, to
120 min.

Online connection by Ether-
net (FINS) using CX-One

No

No

Yes

No

No

No

To connect online with Ethernet net-
work type setting, you should set the
Unit to use FINS/UDP service. To con-
nect online with Ethernet (FINS/TCP)
network type setting, you should set the
Unit to use FINS/TCP service.

Current consumption

No

No

No

No

Yes

No

After you change the 1/O table, check
the current consumption. If necessary,
change the Power Supply Unit or
change the Unit configuration.

Use restriction on the Power
Supply Unit

No

No

No

Yes

No

No

For the CS-series CS1D, disable the
power OFF detection time.
To do so, set 0 ms.
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5-2 Replacement Flow

This section describes the replacement flow for a system with the Ethernet Unit CS1D-ETN21D.
It consists of the flow of preparation and the flow of replacement.

5-2-1

Flow of Preparation

The table below shows the contents of preparation that you should make before replacement. Use this
flow to plan a replacement and prepare data that matches the Unit configuration after replacement.
Make the target replacement Unit available before replacement.

Ste
p

Item

Description

Reference

1

Checking the Target
Replacement Model

Check the target replacement model against the system
configuration of the source replacement model. Check also
the Support Software that supports the target replacement
model.

5-3-1 Checking the
Target Replacement
Model on page

5-9

Checking the Differ-
ences in Specifica-
tions, Functions,
Etc.

Check the differences in specifications, functions, etc. be-
tween the source and target replacement models to deter-
mine the effects of replacement on the hardware, user pro-
gram, and applications in the source replacement system.

5-3-2 Checking the
Differences in Spec-
ifications, Functions,
Etc. on page 5-9

Getting the Support
Software

Get the Support Software that you will use for preparation
and replacement.

5-3-3 Getting the
Support Software on
page 5-9

Reading and Saving
Data

Read and save the following data from the source replace-
ment system.

You will use the data read in this step, and edit or set it in
subsequent steps to match the target replacement system.
* PLC project data

* Routing table

5-3-4 Reading and
Saving Data on
page 5-9

Creating an I/O Ta-
ble

Create an /O table to match the Unit configuration after re-
placement.

5-3-5 Creating an
I/O Table on page
5-12

Selecting the Power
Supply Unit and
Checking the Di-
mensions

Check if it is necessary to change the Power Supply Unit in
order to deal with the restrictions on the power supply that
arise due to the replacement. If necessary, select an ade-
quate Power Supply Unit. If, after the selection, you
change the Power Supply Unit or expand the system,
check the difference in the dimensions of the Unit configu-
ration before and after replacement.

5-3-6 Selecting the
Power Supply Unit
and Checking the
Dimensions on page
5-13

Editing the Routing
Table

Set the routing table.

5-3-7 Editing the
Routing Table on
page 5-13

Configuring Special
Unit Settings

Configure the Special Unit settings for the target replace-
ment model to match those of the source replacement
model.

5-3-8 Configuring
Special Unit Set-
tings on page 5-14

Editing PLC Set-
tings

Disable duplex communications.

In addition, configure the following settings as required to
deal with the restrictions on replacement.

* Power OFF detection time

5-3-9 Editing PLC
Settings on page
5-17

5-6

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)



5 Replacing a System with the CS1D-ETN21D

Ste

Item

Description

Reference

10

Editing the User
Program

Create a duplex communications program.

In addition, there are differences in the allocated CIO Area
and DM Area words between the source and target re-
placement models. Change the user program according to
the differences.

5-3-10 Editing the
User Program on
page 5-18

1"

Editing Allocated
CIO Area or DM
Area Words

Edit the allocated CIO Area or DM Area words of the
source replacement model that data is written to or read
from to match the corresponding area words in the target
replacement model.

In addition, if the default IP address is used, set an IP ad-
dress.

5-3-11 Editing Allo-
cated CIO Area or
DM Area Words on
page 5-22

12

Saving the Project
File

Save the data that you edited.

5-3-12 Saving the
Project File on page
5-23

5-2-2

Flow of Replacement

The table below shows the actual replacement steps that you should follow on completion of the prep-

aration steps. You can implement security measures as needed after replacement.

S:)e Item Description Reference
13 Replacing and Wir- | Replace Units according to the Unit configuration after re- | 5-4-1 Replacing and
ing Units placement. Wiring Units on
Then, wire the replaced Units. page 5-24
14 Turning ON the Turn ON the power supply to the PLC. 5-4-2 Turning ON
Power Supply the Power Supply
on page 5-24
15 Resetting Errors Reset duplex communications errors and CPU Bus Unit 5-4-3 Resetting Er-
setting errors. rors on page 5-24
16 Transferring Data Write data that you edited during preparation to the PLC. 5-4-4 Transferring
Data (to PLC) on
page 5-26
17 Checking the Oper- | Confirm that the system operates as intended. 5-4-5 Checking the
ation Operation on page
5-29
18 Implementing Se- If necessary, implement measures to reduce the security 5-4-6 Implementing

curity Measures

risks from external attacks before the start of system oper-
ation after replacement. We recommend that you set user
authentication and use secure communications (Secure
Comm) to connect the Support Software online to the C
LIMW-EIP21S EtherNet/IP port. In addition to user authenti-
cation and secure communications (Secure Comm), the C
LIMW-EIP21S and Support Software provide other security
functions to reduce security risks. Use these security func-
tions in conjunction with system operation to further reduce
the security risks.

Security Measures
on page 5-29

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)
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5 Replacing a System with the CS1D-ETN21D

S;e Item Description Reference
19 Checking the Oper- | After you implement security measures, check to be sure 5-4-7 Checking the
ation after Imple- that the system operates according to the security settings. | Operation after Im-
menting Security plementing Security
Measures Measures on page
5-30

*1. Do this as needed.
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5 Replacing a System with the CS1D-ETN21D

5-3 Preparation

This section describes the preparation steps that you should follow before replacement.

5-3-1 Checking the Target Replacement Model

Check the target replacement model against the system configuration of the source replacement mod-
el. Check also the Support Software that supports the target replacement model.
For details, refer to 1-2-4 System with the CS1D-ETN21D on page 1-12.

5-3-2 Checking the Differences in Specifications, Functions, Etc.

Check the differences in specifications, functions, etc. between the source and target replacement
models to determine the effects of replacement on the hardware, user program, and applications in the
source replacement system. For details, refer to 5-1 Differences and Changes in Specifications and
Functions on page 5-2.

uonesedald ¢-G

5-3-3  Getting the Support Software

Get the Support Software that you will use for preparation and replacement. Specifically, get the CX-
One version shown in 1-3 Support Software on page 1-15 or higher.

All Support Software applications that you will use in the following sections are packaged in the CX-
One.

5-3-4 Reading and Saving Data

Read and save the following data from the source replacement system.
You will use the data read in this step, and edit or set it in subsequent steps to match the target re-
placement system.

Data Description Reference

|[opoJ\ Juswaoe|day 18bie] ay) Bupoay) L-g-G

PLC project da- | This data includes the user program, PLC settings, 1/O ta- Reading PLC Project Data
ta™1 ble, Special Unit settings, and DM Area information. Use (from PLC) on page 5-9
the CX-Programmer to read it.

Routing table Read the routing table settings. Reading the Routing Table
Use the CX-Integrator to read them. (from PLC) on page 5-10

*1. This data is stored in the CX-Programmer project file. In this manual, it is referred to as PLC project data.

Perform this operation so that you can restore the data from the source replacement system. Even
when you have the data in the source replacement system, there is a risk of trouble if it is different
from the data in the actual PLC. We recommend that you read and save it.

I Reading PLC Project Data (from PLC)

Use the CX-Programmer to read and save the following project data from the source replacement
PLC.
» User program
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5 Replacing a System with the CS1D-ETN21D

PLC settings

I/O table

» Special Unit settings

* DM Area information

Refer to Reading and Saving PLC Project Data on page 2-22 in 2-3-4 Reading and Saving Data on
page 2-21 for how to read and save the above data from the PLC.

I Reading the Routing Table (from PLC)

Use the CX-Integrator to read and save the routing table from the PLC.

® Reading and Saving the Routing Table

Use the CX-Integrator to read and save the routing table from the PLC as described below.
Refer to the CS/CJ/CP/NSJ-series CX-Integrator Ver. 2.[7 Operation Manual (Cat. No. W464) in
addition to this manual for how to operate the CX-Integrator.

1 Connect the CX-Programmer online to the PLC and open the I/O table.

2 Click the CPU Unit and start the CX-Integrator.
Options — Start Special Application — Start with Settings Inherited

71 PLG IO Table - NewPLC1
File Edit Wiew | Options Help

Trangfer to PLC R oo
El %l&lﬂ Transfer from the PLC Jhlﬁl il
|'-| CS1D-GPL  Compare with PLG
[+ 4, Inner Boar
?} [0000] Mai_ C'eSte
-4, [0002] Rac  Verify
-4, [0002] Rac  Delete
Hat Swap
Cnline Add Unit 4
Rack/Slat Start fAddresses
Units Profile information
Dip Switch Information
Chanee ETHEN Made
Conzumption and Width

Start Special Application Start with Settings Inherited
Ciompare with Project Start Only
Check feeaciate Speciall Application

3 In the dialog box displayed, select the port connected to the PLC and click the OK Button.

x

Selected Item GPU Port{263) : Peripheral Port

Select the item from the following list.

GPL Portf953) : Peripheral P

ak Cancel

5-10 CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)



5 Replacing a System with the CS1D-ETN21D

4 In the dialog box displayed, select Network structure only and click the Transfer Button.

Transfer[Metwork{Ho network = x|

— Metwork Mame
I Metwark 1_CPUPart_PeripheralPart

—Pleaze select the tranzferred data, and prezs [Tranzfer] button.
f* Metwmork, structure only

= Metwork structure and Parameters for each component

= Master only lincludine parameters)

If needed, tranzfer the network parameters for each component as they
are n)ot transferred here (in the case of Gontroller Link and SYSMAC
LIMK

Tranzfer | Cancel

The following image is displayed.

Network1_CPUPort_PeripheralPor{NTLink):Net{-)

uonesedald ¢-G

5 Start the Routing Table Component and read the routing table from the PLC.
1) Tools — Start Routing table

[Metwork 1 GPUPort_PeripheralPort{NTLink):Net{(-)]

. Gomponent | Toolz Windows  Help
] Start Data Link
Start Boutine table

ejeq Buineg pue Buipeay y-¢-G

!,|nru

o i M
dd » = NT Link tool
DeviceMet tool
Controller Link toal

Ethernet tooliH)

* * v ¥

2) The following window opens. Click the Transfer from the PLC Icon.
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5 Replacing a System with the CS1D-ETN21D

5-3-5

5-12

(1) Click the Transfer from the PLC Icon.

2 PLC Routing Table - FINS Luca

File Edit Options  ‘Window Help

s EE R E

=-fa# GS10-GPL42S 4 |
- gy Unit 00
gy Unit 011
- gy Unit 02{Cor
gy Unit 03
- gy Unit 04
gy Unit 05
- dggy Unit 06
gy Unit 07
gy Unit 08
- gy Unit 019
- dgy Unit 10
gy Unit 11

22E200[25[253

(2) The routing table settings of the device are read and displayed.

2 PLG Routing Table - FINS Local /_

File Edit Optionz  Windom Help

EEE RSN

Elj CS10-CPL425 & 5 atewway Counter: 0F
-y Unit 00
ﬁﬂﬂ:ﬁﬁ;m 0|1 3| 4|5 |67 [8|9]10]11]12]13[14[15
-4y Unit 03 |
-y Lnit 04
-ty Unit 05
gy Unit 06 1
- a, Unit 07 225 [250(252(253
-ty Uit 05
gy Unit 09

The display remains unchanged if there are no routing table settings.

6 Save the routing table to the computer.
File — Save Local Routing Table File

Creating an I/O Table

Create an /O table to match the Unit configuration after replacement.

Use the CX-Programmer and open the 1/O table for the PLC project data for the source replacement
model. Then, in the I/O table, change the source replacement Unit to the target replacement Unit.

The following shows how to create an 1/O table with the CX-Programmer. Refer to the CX-Programmer
Ver. 9.[7 Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Pro-
grammer.

1 Use the CX-Programmer and open the 1/O table for the PLC project data from the source re-
placement model.
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5 Replacing a System with the CS1D-ETN21D

2 In the IO Table Dialog Box, right-click the source replacement model CS1D-ETN21D and select
Change / Confirm Units from the menu to change it to the target replacement model CS1W-
EIP21S. Or, right-click the CS1D-ETN21D and select Add Unit to change the Unit to the
CS1W-EIP21S.

For each Unit, set the same unit number as that of the source replacement model.
In the following example, the Unit numbers are 0 and 1.

97 PLC 10 Table - NewPLC1 o= O *
File Edit View Options Help

B &R+ B 32| Bl s | ] Bl

|'| C51D-CPU445A

"ﬁ' I
o4

nner Board

0000] Main Rack

-} 49 00[1500] CS1D-ETN21D(Ethernet Unit) (Unit : 0)
-4 51 01[1525] C51D-ETN21D(Ethernet Unit) (Unit : 1)

- 4] 03 [0002] CSTW-0D231(Transistor Output Unit) Change the model to CS1W-EIP21S.
ﬂ 04 [0004] CSTW-0D231(Transistor Qutput Unit)
ﬂ 05 [2000] CSTW-AD0DE1-V1{Analog Input Unit 8 points) (Occupancy : 1)(Unit : 0) (Out: 1, In: 9)

ﬂ 06 [2010] CSTW-DADEV(Analog Output Unit 8 points/voltage) (Occupancy : 1){Unit: 1) (Out: G, In: 1)
ﬂ 07 [2020] CSTW-DADSV(Analog Output Unit 8 points/voltage) (Occupancy : 1)(Unit : 2) (Out: 9, In: 1)
- §] 08 [00DG] Empty Slot

. 5§ 09 [000G] Empty Slot

[+]-4tg, [0006] Rack 01

[+]-4amy [0006] Rack 02

[+-4y [0006] Rack 03

uonesedald ¢-G

|cStD-cpu44sA [Offline

W

Repeat step 2 to create an 1/O table for the Unit configuration after replacement.

m Precautions for Correct Use

The CS Series operates only when the I/O table is registered in the CPU Unit. Be sure to create
an |/O table and transfer it to the CPU Unit.

5-3-6  Selecting the Power Supply Unit and Checking the Dimensions

Check if it is necessary to change the Power Supply Unit in order to deal with the restrictions on the
power supply that arise due to the replacement. If necessary, select an adequate Power Supply Unit.
If, after the selection, you change the Power Supply Unit or expand the system, check the difference in
the dimensions of the Unit configuration before and after replacement.

Select the Power Supply Unit and check the dimensions according to 2-3-7 Selecting the Power Sup-
ply Unit and Checking the Dimensions on page 2-35.

suoisuswiq 8y} Bunjosyn pue yun Alddng semod ay) Bunosies 9-g-

5-3-7  Editing the Routing Table

Configure one of the networks enabled with duplex communications.

To do so, open the routing table file that you read and saved from the source replacement PLC in
5-3-4 Reading and Saving Data on page 5-9.

As shown in the figure below, if local network numbers are set for both of the Communications Units
enabled with duplex communications, no changes are needed.
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5 Replacing a System with the CS1D-ETN21D

B PLC Routing Table - FINS Local = O X ® PLC Routing Table - FINS Local = O X
File Edit Options Window Help File Edit Options Window Help
u o
D|= W@+ %] B2 |~ D|@|a|BR 4| %] Bl 2] -]
Ol |23 |4|6[6]|7|8]|9|10(11[12)13|14|15 Oj1l2(3(4|5(6|7|8[9|10011({12]13|14]15
— S
22F|200[252(253) 22E1250[252|253
Local Metwork #1 | - -| Local Metwork #2 | hd
4 | r 4| | >
" Main View‘ Owerview | Table View‘ ™ Main View I Overview | Table View]
Unknown Offline Unknown Offline

However, if one or both of the Communication Units do not have local network numbers, set their local

network numbers.
In such cases, check the settings of the Communications Unit to connect to and configure them ac-

cordingly.

5-3-8  Configuring Special Unit Settings

5-14

In the CX-Programmer, configure the Special Unit settings for the target replacement model CS1W-
EIP21S to match those of the source replacement model CS1D-ETN21D.

However, you cannot perform this operation automatically. Manually move the Special Unit settings

that you read from the CS1D-ETN21D in 5-3-4 Reading and Saving Data on page 5-9 to the CS1W-
EIP21S.

The following topics describe how to move these settings.

I Moving the Settings from the Setting Tab Page

Move the settings from the Setting Tab Page for the CS1D-ETN21D to the corresponding locations in
the specified tab page for the CS1W-EIP21S as shown below.
Do this for the two CS1W-EIP21S Units.
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5 Replacing a System with the CS1D-ETN21D

@ Setting Tab Page to TCP/IP Tab Page

[0: defautt (2)]

Watch time 0 ms.

[0: defautt (50)]

<CS1D-ETN21D> <CS1W-EIP21S>
CS1D-ETN21D [Edit Parameters] T x CSTW-EIP21S [Edit Parameters] *
FINS/TCP | TCP/P | Ethemet | FINS/UDP | FINS/TCP | FTE | Auto Adust Time | Status Area | SNMP | St Trap | <[ »
- Broadcast - FINS/LIDP Port ~FINS/TCP Port -~ Network Status UDP Port — 1P Pk 7 Nocusa DNS
@ Al1(4385D) ) | | @ Defaut (9500) & Defauit (3600) & Defauit (3602) 5 T i il £ Use DNS
C AI0@285D) JTTT Deerdefied T User delfined T Tser defined
0 0 19 W-|  IP Address v U, Primary DNS Server 0.0 .0 _ 0
~Conversion ~Baud Rate—{ ~ TCP/IP keep-alive — i L BecondeyDNESarver-| 0 0 - 0 . 0
& Muto [dynamic) & Mo o = Default Gateway 0.0 .0 .0 Dosian Nt |
 Puto (Static) ¢ 10BASE-T
: »
e [0: default (120)) Get IP address from the BOOTP server
A e © Get IP address from the BOOTP server (15hot} | | Router Table
~Send Network Status IP Address Table IP Router Table i Broadcast Socket service IP Address | Gateway Address | Insert
Lt L —
Posting Interval u L Insert | Delete Insert | Delete Ly Lo I
Dee]  AID(4.285D) Dsle]

TCP/IF keep-alive.

{0 parE | (*2)

TiansferUnit to PC] | TransferlPC to Unit] | Compare I Soft5w I Restart TransferUnit ta PC] | Transter[PC ta Urit] | Compars Fiestart
Set Defauits Cancel Set Defauts Cancel

(*1) If the IP address is all zeros, it means that the data is set in the DM Area.

In this case, check the allocated DM Area words (m+98, m+99) against the data that you read from
the DM Area to see if the intended IP address is set.

If both this setting and the address read from the DM Area are zeros, set the following IP address-
es in the Unit Setup or in the DM Area.

* Unit with unit number N: 192.168.250.Node_address

* Unit with unit number N+1: 192.168.251.Node_address

(*2) The default keep-alive value is different. Change the default value, if used, to 120 min. Enter
120.

uonesedald ¢-G

@ Setting Tab Page to Ethernet Tab Page

sbumas 1un |eosdg buunbyuo) g-¢-G

<CS1D-ETN21D> <CS1W-EIP21S>
CS1D-ETN21D [Edit Parameters] 7 X CS1W-EIP21S [Edit Parameters] X
FINS/TCP | TCP/IP FINS/UDP | FINS/TCP | FTP | Auto Adjust Time: | Status Area || SNMP | SNMP Tran | 4] »
Broadcast FINS/UDP Port FINS/TCP Port—— - Network Stafus UDP Pott—
& AL1{4.385D) & Default (9600) | | & Default (3600) | | @ Defaul (3602)
' ALD{4.285D)  User defined " User defined " User defined [ EthemetLNKSeting |
P P 2 »| o - ]
IP Address ~Conversion ~Baud Rate ~ TCP/IF keep-alive —
0.0 0 0 1 ks Eimiaic) @ Ao F e
 Auto (Static)  10BASET T
Sub-net Mask € Combined 10 et (1200
’VI 0.0.0.0 " IP address table
1~ Send Network Status —— [~ IP Address Table IP Router Table
Posting Interval L i Insert || Dielete Insert | Delete
[0: default (2)]
Wiatch time 0 s | |
10: defauit (S0}
Transtedlritto PE] | TranstePCio Ui | Compare | | Sotsw | Fedal_| TransferlUnitto PE] | | TransfetPE to Uri] | | Corpare Restart
Set Defauits Concel | Set Defats | Cancel
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5 Replacing a System with the CS1D-ETN21D

® Setting Tab Page to FINS/UDP Tab Page

<CS1D-ETN21D> <CS1W-EIP21S>
CS1D-ETM21D [Edit Parameters] ? X CSTW-EIP215 [Edit Parameters] %
FINS/TCP | TCP/P | Biemet [ AINSAUDP | Fins/Tc | FTe | Auto Adust Time | Status Avea | SMP | SNP Tren | 4 +]
Broadoast ~ FINS/UDP Port —— ~FINS/TCP Pot —— - Network Status UDP Port — & Not use FINS/UDP service
R e _
+ Al 1(4.3850) * Default (3600) @ Default (3600) & Defautt (9602) " Use FINS/UDP service (*)
" Al 0(4.2B5D) " User defined " User defined " User defined ~ FINSAUDP Port ~IP Address Table
0 0 o * Diefault (3500) Destination Node... | Destination IP Addres et
| € User defined —I
IP Address ~Conversion - Baud Rate - TCP/IP keep-alive — [o Delete
[o 0o 0o 0 @ Auto (dynamic) )| | * Auto [ o
 Auto (Static) " 10BASE-T {0 defauit (120]] (Conversion |
Sub-net Mask 1 Canhenid g & Auto [dynamic)
’V 0.0.0.0 ) [P it 1 € Auto (Static]
€ Combined
- Send Netwark Status - IP Address Table IP Router Table {0 | address tabie:
Posting Interval 0 ms
Inzert De\etel Insert De\etel  Destination P address
[0: defautt (2] I & Dectinghion 1P i changed dunaplically
Watch time 0 — | | € Destination IF is Mot changed dyniamical
i < >
0 defauit (50]]  ETN11 compatible mode L

Teanster(lritto PC] | | Transte Pt Uni] | | Compare | | soiew | Restart TransferlUritto PC] | | TransferPC to Uni] | | Compare Restart
Set Defats | Cancel Set Defauts Cancel

(*) The source replacement model does not have the settings for using or not using the FINS/UDP
service and, by default, you can use this service. Therefore, select the Use FINS/UDP service
Check Box.

@ Setting Tab Page to FINS/TCP Tab Page

<CS1D-ETN21D> <CS1W-EIP21S>
CS1D-ETN21D [Edit Parameters] ? X CSTW-EIP21S [Edit Parameters] X
FINS/TCP | TCP/IP | Ethemet | FINS/UDP |FINS/TCP | FTP | Auto Adjust Time | Status Arca | SNMP | SNMP Trap | 4] *
Broadcast FINS/UDP Port FINS/TCP Pot —— - Network Status UDP Port — ¥ Not use FINS/TCP service
LA —
% Al 1(4.3B5D) & Default (3600) @ Defaul (3600) & Default (3602) " Use FINS/TCP service (*)
A0 (4.285D) " User defined " User defined L_Lisecdefined - FINS/TCP Port
P o o T Diofault (3500) fcknetion oefiba
0 o 0 | [ ’7 I Protect by P Address [FINS/TCP server only)
IP Address ~Conversion Baud Rate TCP/IP keep-alive — [ 0]
0.0 _0 0 & Auto (dynanic)  Auto l—" =
 Auto (Static) ~ 10BASET ok ~ FINS/TCP Connection Setting
Sub-net Mask © Combined [0: defaut (120)]
e — & Con..|  Server/Client | Destination|...| Astoallocat... | keeplive A
A i FINS/TCP Server  ---- 239 Vaid Edi
2 FINS/TCP Server B 240 Valid
1 Send Network Status IP Address Table i~ IP Router Table
- B FINS/TCP Server 241 Valid
Pasting Interval 0 ms Insert | [Balte = e 8 FINS/TCP Server e 24z Valid
[0 defaut (2] —I —I —I —I 5 FINS/TCP Server 243 Valid
& FINS/TCP Server 244 Valid
Watch time 0 ms & CIME TD Comene s ok 4
[0: defautt (50)] < 5

Transterilritto PC] | | TransterPEtoUni] | | Compare | | soigw | Restart TransterlUnitto PC] | | TransterPC o Uni] | | Compare Restart
Set Defauts | Cancel Set Defauts Cancel

(*) The source replacement model does not have the settings for using or not using the FINS/TCP
service and, by default, you can use this service. Therefore, select the Use FINS/TCP service
Check Box.

® No Settings to Move from the Setting Tab Page

The Network Status UDP Port, Send Network Status: Posting Interval, and Send Network
Status: Watch time cannot be set for the CS1W-EIP21S.

These settings are for duplex communications of the CS1D-ETN21D. They are not described in
this manual because duplex communications are configured by the user program.
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<CS1D-ETN21D>

CS1D-ETM21D [Edit Parameters] ? o
FINS/TCP |
- Broadcast ~FINS/UDP Port FINS/TCP Port —— - Network Status UDP Port —
£ Al 1{4.38SD) 1% Defautt (3500) (= Defait (3500) (= Default (3602)
 AILD{42BSD) " User defined  User defined  User defined
o o 0
—|P Address —Conversion —Baud Rate ~TCP/IP keep-alive —
0.0 .0.0 & Auto (dynamic) © Auto o s
Ao (Static) € 10BASET
€ Combined 10:tefran (1200

0 o 0.0

Subnet Mask
’7 " IP address table

1~ Send Network Status

Posting Interval [0 ms

—~|P Address Table

Insert | Delete

IP Router Table

Insert | Delete

0: defaut (2)]
Watch time 0 ms | |
10: defaut (50)]
TrarstelUnit o PC] | | TranstePCioUni] | | Compare | | Sofisw | Festart

Set Defautis

5 Replacing a System with the CS1D-ETN21D

<CS1W-EIP21S>

No settings

I Moving the Settings from the FINS/TCP Tab Page

Move the settings from the FINS/TCP Tab Page for the CS1D-ETN21D to the corresponding locations

in the specified tab page for the CS1W-EIP21S as shown below.

<CS1D-ETN21D>

<CS1W-EIP21S>

uonesedald ¢-G

o
CS1D-ETN21D [Edit Parameters] P x CSTW-EIP215 [Edit Parameters] x (';o
v
©
Setting | FINS/TCP TCP/IP | Bthemet | FINS/UDP [FINS/TCP | FTP | Auto Adiust Time | Status Area | SNMP | SNMP Trap | 4] » m
1~ FINS/TCP Connection Setting & Mot use FINS/TCP service %
Co keep-live A ~C Use FINS/TCP service (*) =1
1 ali 2 «
Edit - FINS/TCP Port :
2 FINS/TCP Server ~ ---- 240 Valid —I & Defaul [3600) [ Protection Setiing o
B FINS/TCP Sever  --- 20 Valid — o I Prctect by P Acdiass [FINS/TCP server oriy] ) [y
4 FINS/TCP Server 242 Valid 7 @)
5 FINS/TCP Server 243 Valid %
& FINS/TCP Server 244 Valid - @
7 FNS/TCPSever - 245 Vaiid R B RS L L] £
1B FINS/TCP Server . 245 Valid Con...| Server/Client | Destination |... | Auto-allocat... | keep-slive A (.8
] FINS/TCP Server i 247 Vaiid 1 FINS/TCP Server - 239 Valid i
10 FINS/TCP Server 248 Valid 2 FINS/TCP Server S 240 Valid -4
11 FINS/TCP Server 243 Valid <] FINS/TCP Server Bac 241 Valid
12 FINS/TCP Server Hin 250 Valid Lot I3 FINS/TCP Server B 242 Valid
13 FINS/TCP Server e 251 Valid v 5 FINS/TCP Server B 243 Valid
< > 3 FINS/TCP Server B 244 Valid
> &) CIMC /T G Qa5 ot ¥
(l‘ Protect by IP Address (FINS/TCP server oniy) ) £ 2
Transfer[Unit ta PC] | Transfer[PC ta Lnit] Compare SaftShwl | Restart Transfer[Unit ta PC] | TransterPC to Unit] Compare Restart
Set Defauts Cancel | Sel Defts | Cancel

(*) The source replacement model does not have the settings for using or not using the FINS/TCP
service and, by default, you can use this service. Therefore, select the Use FINS/TCP service Check
Box.

5-3-9  Editing PLC Settings

Use the CX-Programmer to edit the PLC settings. Disable duplex communications.
In addition, configure the following settings as required to deal with the restrictions on replacement.
» Power Off Detection Time

The following topics describe these settings.
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I Duplex Communications

5 Replacing a System with the CS1D-ETN21D

If duplex communications are enabled for the CS1D-ETN21D, the check box for the Communications
Unit is selected in the Primary-Secondary area, as shown below.
Clear this check box to replace it with the CS1W-EIP21S.

857 PLC Settings
File Options Help

s

— Active-Standby

Max.3 units can be select.

[ Communications Unit 1
[ Communications Unit 2
[ Communications Unit 3
[ Communications Unit 4
[ Communications Unit 5
[ Communications Unit 6
[ Communications Unit 7
[ Communications Unit 8
[ Communications Unit 9

Select communications units to be duplicated.

SIOU Refresh | Unit Settings | Host Link Port | Peripheral Port | Peripheral Service | Comms Unit Duplex | cpi_+ | »

— Primary-Secondarny

Select C510 communications units to be
duplicated. {Only primary side)

[ST0 Commurications Uit 01y

1 CS10 Communications Unit 1
[ C510 Communications Unit 2
[ CS1D Communications Unit 3
[ C510 Communications Unit 4
[ CS1D Communications Unit 5
[ CS1D Communications Unit &
[ C510 Communications Unit 7
[ C51D Communications Unit &
[ C510 Communications Unit 9 v

| Clear this check box.

L —

|CS1D-H-CPUES |Offline

I Power OFF Detection Time

Set this according to Setting the Power OFF Detection Time on page 2-41 in 2-3-8 Setting Up the CPU

Unit on page 2-40.

5-3-10 Editing the User Program

In this case of replacement, you need to edit the user program for the following items.

Item

Description

Reference

Creating a Duplex Com- | Although the CS1D-ETN21D automatically per- Creating a Duplex Communi-
munications Program forms duplex communications, the CS1W-EIP21S | cations Program on page
uses a user program to do so. 5-19

Editing the User Program | There are differences in the allocated CIO Area Editing the User Program Due
Due to Differences in Al- | and DM Area words between the source and tar- | fo Differences in Allocated CIO
located CIO Area and DM | get replacement models. You need to edit the Area and DM Area Words on
Area Words user program according to the differences. page 5-20

The following topics describe these settings.
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5 Replacing a System with the CS1D-ETN21D

I Creating a Duplex Communications Program

Although the CS1D-ETN21D automatically performs duplex communications, with the CS1W-EIP218S,
you need to use a user program to do so. Here, the concept of the program is described to help you
create a duplex communications program.

Understand this concept before you create a duplex communications program. Refer to A-1 Duplex
Communications Sample Programming on page A-2 for sample programming for the duplex com-
munications program.

® Concept of a Duplex Communications Program
Here, the concept of the communication method for duplex communications is described.
As shown in the figure below, the CPU Unit normally uses one of its networks (Network M) to send
DATA A to the other PLC.
In this method, the CPU Unit checks the send result (response) and, if the response is normal,
uses the same network (Network: M) to continue the communications with the PLC.
If the response is abnormal, the CPU Unit switches to the other network (Network: N) and sends
DATA A to the other PLC.

CPU Unit
: Response Other PLC
Program CPU Unit
add?tion : : Cs1w »| CS1W
E Normal [|Change network EIP21S Network: M EIP21S
Communicatio- R t with th twork
DATAA ,| ns instruction esent with the networ > DATAA
"| SEND/RECV [-"1"! changed in the event of an error »
/CMND
CSIW fomeememencnen » CSTW |
EIP21S Network: N EIP21S

For the CS1D CPU Unit, the following flags are used to achieve this method.
« Communications Port Enabled Flags (A202.00 to A202.07)
« Communications Port Error Flags (A219.00 to A219.07)

The operation of these flags is described below.

» Executing a communications instruction sets the Communications Port Enabled Flags (A202.00
to A202.07) for the internal logical ports (No. 00 to 07) to 0 (OFF). ((A) in the figure)

* When the execution of the communications is completed, the Communications Port Enabled
Flags (A202.00 to A202.07) change to 1 (ON).
If the execution of the communications is completed normally at this time, the Communications
Port Error Flags (A219.00 to A219.07) are 0 (OFF). ((B) in the figure)

« If the execution of the communications is completed abnormally (i.e., an error occurs), the Com-
munications Port Error Flags (A219.00 to A219.07) are 1 (ON). ((C) in the figure)
Based on these conditions, the CPU Unit switches to the other network to continue the communi-
cations in the event of an error.
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5 Replacing a System with the CS1D-ETN21D

A219.00 to 07 Re-execution with

the network changed

Execution of Cpm{)Ietipn of Execution . Execution Completion
commtunlciatlons instruction of C}Jcompletlon of oft
P instruction execution instruction of execution instruction execution
Communications v v v v v
Port Enabled Flags —
A202.00 to 07
;During During 1 During
\communications \ communications ! communications
linstruction executioni instruction execution instruction execution
Communications ! i Normal completion i Abnormal
! |
Port Error Flags ; rcompletion X
1 1
| |

(A) (B) ()

To switch the network, the destination network information in the control data for each communica-
tions instruction (SEND, RECV, or CMND) is changed to that of the other destination network, as
shown below.

| | SEND
S S: Local node beginning word
D D: Destination beginning word
C C: First word of control data
C Number of local node words

C+1 | Always #0 Sﬁﬂir‘;'b%?rt Destination network number | | Change the three destination items
in the control data to those of the

C+2 | Destination node number | Destination unit address | | hetwork to change to, and execute
H the communications instruction.

The network switching performance of the CS1W-ETN21D depends on the network status. The
network switching performance of the CS1W-EIP21S depends on the response monitor time set to
the control data of the duplex communications program.

Editing the User Program Due to Differences in Allocated CIO Area
and DM Area Words

There are differences in the allocated CIO Area and DM Area words between the source and target
replacement models. You need to edit the user program according to the differences.

The following topics describe the differences in allocated CIO Area words, the differences in the allo-
cated DM Area words, the procedure for editing allocated CIO and DM Area words used by the user
program, and procedure for editing the user program in other cases.

® Differences in Allocated CIO Area Words

The following shows the differences in the allocated CIO Area words.
Change the words and bits used by the user program according to the table below.
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Word"!

CS1D-ETN21D

CS1W-EIP21S

Change
description

Unit Control Bits 2

Unit Control Bits

n+1
n+2
n+3
n+4
n+5
n+6
n+7
n+8
n+9
n+10
n+11
n+12
n+13

n+14

n+15
n+16

Network Participation Status

Reserved

Target Node PLC
Operating Information

Target Node PLC Error
Information

Unit Status 1

Unit Status 2

Communications Status 1

Communications Status 2

The Service Status is
reflected. However, an address
change is required. The
Duplex Status (bits 11 to 13)
cannot be used.

Communications Status 3

The Error Status is reflected.
However, an address change
is required.

Reserved

n+17

Service Status

n+18

Error Status

n+19

Memory Card Unit Setup
Error Code

Registered Target Node Table

n+20

Not used

n+21

Not used

n+22

Not used

n+23

FINS/TCP Connection Status

Normal Target Node Table

n+24

Not used

FINS/TCP Connection Status

An address change is required.
The bit configuration is the
same.

*1. n=1500 + (25 x Unit number)

*2. This word is for Memory Card Unit Setup and cannot be used. Delete the data if it is used by the user program.
*3. These words are for duplex communications and cannot be used. Delete the data if it is used by the user program.

® Differences in Allocated DM Area Words

The following shows the differences in the allocated DM Area words.

The CS1D-ETN21D uses only the IP Address Display/Setting Area, which is the same as that of

the CS1W-EIP21S.
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5 Replacing a System with the CS1D-ETN21D

o Change
1 CS1D-ETN21D CS1W-EIP21S
Word description
m Not used Not used ---
m+1 Number of Bytes Received at -
TCP Socket No. 1to 8
m+8
m+9 TCP Socket No. 1to 8
Connection Status
m+16
m+17 Socket Service -
m+18 Parameter Area 1 to 8
m+96
m+97 D5 Error (Verification Error, Target ---
Nonexistent) Mask Setting Area
m+98 | IP Address Display/Setting Area IP Address Display/Setting Area The address and the bit
m+99 — configuration are the same.

*1. m = D30000 + (100 x Unit number)

5-3-11

5-22

Editing Allocated CIO Area and DM Area Words Used by the User Program

Correct the allocated CIO Area and DM Area words.
Refer to Editing the User Program on page 4-18 in 4-3-9 Editing the User Program on page 4-15
for details on the procedure.

Editing the User Program in Other Cases

If indirect DM addresses or index registers are used, you cannot check indirect DM addresses and
index registers in Detailed usage report.

Use the Ctrl + F Keys to display the search dialog box and check for the presence of IR, *D, *E,
@D, @E, etc.

If any of them is present, check if the allocated CIO Area or DM Area words are specified.

Editing Allocated CIO Area or DM Area Words

When Data Is Directly Written

There are cases where data is written directly to allocated CIO Area or DM Area words for use in
setting data. In such cases, check that data is not written to the allocated CIO Area or DM Area
words in the source replacement model. If data is written, move the data to the allocated CIO Area
or DM Area words in the target replacement model.

If the IP address is set in the DM Area, check the allocated DM Area words (m+98, m+99) against
the data that you read from the DM Area to see if the intended |IP address is set.

If the address set in the Special Unit Setup and the address read from the DM Area are zeros, set
the following IP addresses in the Special Unit Setup or in the DM Area.

* Unit with unit number N: 192.168.250.Node_address

* Unit with unit number N+1: 192.168.251.Node_address

The above settings in the DM Area are not required if you set them in the Special Unit Setup.
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5 Replacing a System with the CS1D-ETN21D

® When Data Is Written/Read to/from the Allocation Area by Other Devices

There are cases where data is written to allocated DM Area words by another device (HMI or com-
puter) connected to the network. In such cases, change the location that the device writes to or
reads from according to the changes in the allocated CIO Area or DM Area words due to replace-

ment.

5-3-12 Saving the Project File

After completion of the edits, rename and save the project file.
File — Save As

uonesedald ¢-G

8|14 108[0.d 8y} Buines g1-¢-G

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 5-23



5 Replacing a System with the CS1D-ETN21D

5-4 Replacement

This section describes the actual replacement steps.
5-4-1 Replacing and Wiring Units

1 Back up the data before you perform replacement.
Taking into account the risk that you fail in replacement, perform simple backup with a Memory
Card, or back up the PLC data with the PLC Backup Tool.

2 Turn OFF the power supply to the equipment.
3 Disconnect the cable from the CS1D-ETN21D and remove the Unit.

4 Mount the CS1W-EIP21S. Do not install the cable at this point. You will install it in the later op-
eration check process.
Set the switches on the front panel as follows.
Unit number: Set one Unit to the same value as before replacement and the other Unit to the
value added by 1.
Example: If the unit number before replacement is 0, set one Unit to 0 and the other Unit to 1.
Node address: Set both Units to the same value as before replacement.

5-4-2  Turning ON the Power Supply

Check the safety of the equipment and turn ON the power supply to the PLC after replacement.

@ Precautions for Correct Use

The CO1W-EIP21S requires a Unit startup time. For this reason, the CPU Unit startup time will
be delayed by a few seconds compared with the system before replacement.

5-4-3  Resetting Errors

If duplex communications are enabled in the CS1D-ETN21D, a duplex communications error will occur
in the Unit configuration after replacement when the power supply to the PLC is turned ON. This is
due to the duplex communications settings in the PLC Settings Window. In addition, since the type of
CPU Bus Unit is changed, a CPU Bus Unit setting error will occur. You cannot transfer the prepared
data in this state. Therefore, you need to reset these errors.

Reset the duplex communications error and then reset the CPU Bus Unit setting error.

The following shows how to reset them.

I Resetting Errors

Follow the steps below to reset an error.
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5 Replacing a System with the CS1D-ETN21D

Refer to the CX-Programmer Ver. 9.7 Operation Manual (Cat. No. W446) in addition to this manual for
how to operate the CX-Programmer and connect the CPU Unit to the CX-Programmer. Refer also to
the user’s manual for your CPU Unit for how to connect the CPU Unit to the CX-Programmer.

1 Connect the computer to the peripheral port on the CPU Unit.
2 Start the CX-Programmer.

3 Connect the CX-Programmer online to the PLC and change to PROGRAM mode.
PLC — Work Online
PLC — Operating Mode — Program

4 Open the project data file that you created during preparation.
File — Open
At this time, check that the duplex communications settings are disabled in the PLC Settings
Window.
Refer to Duplex Communications on page 5-18 for the duplex communications settings.

juawaoe|day -G

5 Transfer the PLC settings in the project data to the PLC.
PLC — Transfer — To PLC

(1) Select the Settings Check Box.

/ (2) Click the OK Button. o
A N

Downlead (/ptions > ;
2

PLC: MewPLCT (]9 =
3

Includ/: Bl m
[1%&| Programi(s) §

(]

197 10 table

[l | Special Unit Setup Transfer &l
[ 2| Symbols

[1[E]| Comments

[ (ZJ) Program indesx

Sprnbols, Commments, Pragram index

Transfer To/From:  |Comment memary

% Transfer files of all tasks

-

[ Clear program memary

[~ Exclude Port(HostLink, Peripheral) of PLC Settings fram the
transfer target.
[Check when trangfering CPU unit gerial comms port settings
changed by NT Link auto-onlineg or CPU unit parameter edit of
Cr-Integrator.]

Mate: PLC Memary areas(CI0, Timer/Counter, Data memary, etc.] iz
it tranzsferred. Pleasze transfer PLC Memony areaz from the PLC
M emony window,
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6 Place the CX-Programmer offline and turn OFF the power supply to the PLC. Then, turn it ON
again.
The duplex communications error is reset. The CPU Bus Unit setting error still persists in this
state. Continue to reset the CPU Bus Unit setting error.

7 Connect the CX-Programmer online to the PLC and change to PROGRAM mode.
PLC — Work Online
PLC — Operating Mode — Program

8 Transfer the 1/O table in the project data to the PLC.
PLC — Transfer — To PLC

(1) Select the 10 table Check Box. .
y (2) Click the OK Button.
/.

Download Q/tions / *

Ok
Cancel
Programis)
4 | Settings

Gy

[C«##| Special Unit Setup Transfer Al
[0 22| Symbols

[ [E]| Comments

["1 1) Program index

Sumbolz, Comments, Program index

Transfer To/From:  |Comment memory

% Transter files of all tasks

.

[ Clear program memory

-

Maote: PLC Memary areazCI10, Timer/Counter, Data memarny, ete.] iz
not tranzferred. Flease transfer PLC Mermary areas fram the PLC
temary window.

The CPU Bus Unit setting error is reset.

5-4-4  Transferring Data (to PLC)

From the Support Software connected directly to the peripheral port on the CPU Unit, transfer the fol-
lowing data that you prepared to the actual PLC after replacement.

* PLC project data

* Routing table

5-26 CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)



5 Replacing a System with the CS1D-ETN21D

I Transferring PLC Project Data (to PLC)

Transfer the PLC project data that you created to match the Unit configuration after replacement dur-
ing preparation to the actual PLC. To do so, connect the CX-Programmer directly to the peripheral port
on the CPU Unit and place it online.

The following is the PLC project data to transfer. Note that there is no need to transfer data that was
not edited during preparation.

» User program

PLC settings

I/0 table

» Special Unit settings

* DM Area information

Transfer PLC project data according to Transferring PLC Project Data on page 2-53 in 2-4-3 Transfer-
ring Data on page 2-52.
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I Transferring the Routing Table (to PLC)

Transfer the routing table to the PLC if it is edited in the Unit configuration after replacement. To do so,
connect the CX-Integrator to the peripheral port on the CPU Unit and place it online.

® Transferring the Routing Table

The following shows how to transfer the routing table to a PLC with the CX-Integrator.
Refer to the CS/CJ/CP/NSJ-series CX-Integrator Ver. 2.7 Operation Manual (Cat. No. W464) in
addition to this manual for how to transfer the routing table.

1 Connect the CX-Programmer online to the PLC and open the I/O table.

(D1d 1) eeq Bulusjsuel] p-p-G

2 Click the CPU Unit and Start the CX-Integrator.
Options — Start Special Application — Start with Settings Inherited

71 PLG IO Table — HewPLCG1
File Edit ‘“iew | Options Help

Tranzfer to PLG m i
EI @l&lﬂ Tranzter from the PLG M%Elﬁl il
- GS1D-GPL  Compare with PLC
[+, Inner Boar
?j [0000] Mai  “"3'¢
-, [0002] Rac  erify
-4, [0002] Rac  Dalete
[+ [0002] Rac ot Spap
Dhling Add Unit r
Rack/Slat Start Addresses
IUnitz Profile information
Dip Switch Information
Gharee ETHET Made
Cionsumption and YWidth

Start Special Application Start with Settings Inherited
Compare with Project Start Only

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152) 5-27



5 Replacing a System with the CS1D-ETN21D

3 In the dialog box displayed, select the port connected to the PLC and click the OK Button.

GFPU Port{ 262 | Fort

GPU Por heral Port

4 In the dialog box displayed, select Network structure only and click the Transfer Button.

’7 Metwaork 1_GPUPart_PeripheralPort

The following image is displayed.

5 Start the Routing Table Component.
Tools — Start Routing table

[Metwork 1_GPUPort_PeripheralPort{NTLink):Net{-}]

6 Read the routing table that you created during preparation.
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File — Open Local Routing Table File

7/ Click the Transfer to the PLC Icon.

Click the Transfer to the PLC Icon.

us PLG Routing Table — FINS Loc/
File Edit Options Window Hel)

0| | & &[40 %] B ] =]

=-&§ CS1D-CRU44SA
[, Uit 00
-4y Unit 01
- Unit 02(Controller Link)
-y Uit 03

225)250[25:{253)

[+l gy Uit 09

The following view is displayed. Click the Yes Button.
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Routing Table

Are you sure you want to download this Routing Table to the
PLC?

The following dialog box is displayed. The transfer is now completed.

Routing Table x|

e
lol The routing table was successfully transferred to the PLC
w

uonelsadQ sy} BudBy) G-1-G

5-4-5 Checking the Operation

1 Turn OFF the power supply to the PLC.

2 Install the cable to the CS1W-EIP21S.

3 Check the safety of the equipment and turn ON the power supply to the PLC.
4 Confirm that the equipment operates as intended.

Refer to the user’s manual for your Unit for the operation check and troubleshooting procedures for

each Unit.

5-4-6 Implementing Security Measures

If necessary, implement measures to reduce the security risks from external attacks before the start of
system operation after replacement. We recommend that you set user authentication and use secure
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communications (Secure Comm) to connect the Support Software online to the CLI1W-EIP21S Ether-
Net/IP port.

In addition to user authentication and secure communications (Secure Comm), the CLI1W-EIP21S
and Support Software provide other security functions to reduce security risks. Use these security
functions in conjunction with system operation to further reduce the security risks.

For details, refer to 2-4-5 Implementing Security Measures on page 2-58.

5-4-7 Checking the Operation after Implementing Security Measures

After you implement security measures, check to be sure that the system operates according to the
security settings.
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This section describes duplex communications sample programming.

A-1 Duplex Communications Sample Programming......cccccceeeececcvcnmmeeenenneennn. A-2
A-1-1 System Configuration ...........c.eoiiiiiiiiie s A-2
A-1-2 Sample Programming........cooueeo i A-2

A-2 Manual Setup of the CL11W-EIP21S Using the CX-Programmer............... A-7
A-2-1 Setup for Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port ....A-7
A-2-2 Setup for Replacing a System with the CCI1W-EIP21 .......coooieiiiiiieee, A-9
A-2-3 Setup for Replacing a System with the CCIMIW-ETN21 .......cooiiiiiiiiiiieeee A-11
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Appendices

A-1 Duplex Communications Sample Pro-
gramming

This appendix provides duplex communications sample programming for a system with the target re-
placement model CS1W-EIP21S.

The duplex communications sample programming is presented in a way to show differences between
the system with the source replacement model CS1D-ETN21D and the system with the target replace-
ment model CS1W-EIP21S.

M Precautions for Correct Use

The CS1W-EIP21S does not support the duplex network function supported by the CS1D-
ETN21D. To replace the CS1D-ETN21D that uses duplex network with the CS1W-EIP21S, you
need to create a duplex network program.

Create the program so that the duplex system specifications before replacement are satisfied.
After replacement, perform a thorough duplex system evaluation to check that the duplex sys-
tem specifications are satisfied.

Refer to Creating a Duplex Communications Program on page 5-19 for creating a duplex net-
work program.

A-1-1  System Configuration

The figures below show the system configuration with the CS1D-ETN21D and the system configura-
tion with the CS1W-EIP21S.

<System Configuration with the CS1D-ETN21D>  <System Configuration with the CS1W-EIP21S>

Unit number: 0 Unit number: 0 (1) Unit number: 0 Unit number: 1
Node address: 1 Node address: 1 Node address: 1 Node address: 1
CS1D- CS1D- CS1D- CS1W- CS1W- CS1D-
Host ETN21D ETN21D CPU Host EIP21S EIP21S CPU
PLC Do PLC DO
D1 D1
Network Network Network Network
number 1 number 2 number 1 number 2
CS1D- CS1D- CS1D- CS1W- CS1W- CS1D-
Lower | ETN21D ETN21D CPU Lower EIP21S EIP21S CPU
PLC PLC
Clo0 ClO0
CIo 1 =01
Unit number: 0 Unit number: 0 (1) Unit number: 0 Unit number: 1
Node address: 2  Node address: 2 Node address: 2 Node address: 2

A-1-2  Sample Programming

This section provides a programming example for using a SEND instruction to transfer data from DO to
D1 of the host PLC to CIO 0 to CIO 1 of the lower PLC.

Sample programming for the source replacement model CS1D-ETN21D and sample programming for
the target replacement model CS1W-EIP21S are shown below.
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Duplex communications are achieved by adding a network switching program to the user program for
the source replacement model CS1D-ETN21D.

The network switching program switches communications to another network if it is not possible to
communicate with a network.

The sample programming example sets the response monitor time to 200 ms. The network switching
performance depends on the response monitor time. After replacement, perform a thorough duplex
system evaluation and set the monitor time.

I Sample Programming for the CS1D-ETN21D

The figure below shows sample programming for the source replacement model CS1D-ETN21D.
Add a network switching program to the location shown in the figure to make it available for the
CS1W-EIP218S.

Refer to Sample Programming for the CS1W-EIP21S on page A-4 for sample programming for the
CS1W-EIP218S.

_{ I MOV(021)

#0002
D100

MOV/(021)
#0001
D101

MOV/(021)
#0200
D102

MOV(021)
#0000
D103

MOV/(021)

#0002
Location to add a switching program for the CS1W-EIP21S D104

A202.00

_{ I SEND(090)

DO
0
D100

{ END(001) |

The meaning of data used in the program is shown below.

Data Meaning

DO to D1 Local node send words
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Data Meaning
Oto1 Destination reception words
D100 to D104 | SEND instruction control data
A202.00 Communications Port Enabled Flag

I Sample Programming for the CS1W-EIP21S

The figure below shows sample programming for the target replacement model CS1W-EIP21S.
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__+ I MOV(021)

#0002
D100

MOV/(021)
#0001
D101

MOV/(021)
#0200
D102

MOV/(021)
#0000
D103

MOV/(021)
#0002
D104

Program to be added

Buiwweiboid ajdweg suonesiunwwod xajdng -y

i | | | | @XORW(036)
N e e e e e e e e e e e e M e e e e e e em e #1
WO
WO

_|_'U

When the execution of network communications instruction
""""""""" is enabled and a network communications execution error
occurs, invert the ON/OFF status of W0.00.

MOV/(021)

If WO0.00 is ON, set to send control data to network #0001
number 1. D101

MOV/(021)
#0200
D102

Buiwweibolid sjdwes g-1-v

MOV/(021)
If WO0.00 is OFF, set to send control data to network #0002

/ """" number 2.
D101

Switch the network to send
control data to depending on
the ON/OFF status of W0.00.

MOV/(021)
#0200
D102

A202.00
__{| SEND(090)
| DO
0
D100

END(001)

The meaning of data used in the program is shown below.

Data Meaning

DO to D1 Local node send words
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Data Meaning
Oto1 Destination reception words
D100 to D104 | SEND instruction control data
A202.00 Communications Port Enabled Flag
A219.00 Communications Port Error Flag
W0.00 Network switching flag at communications error

* ON: Send control data to network number 1.
* OFF: Send control data to network number 2.

The operation of the sample programming is shown below.

Duplex communications program

A

Is Communications Port Enabled
Flag (A202.00) ON?

Program to be added

Is Communications Port Error Flag
(A219.00) ON?

Invert the ON/OFF status of W0.00.

<&
<
y

Status of W0.00

ON OFF
A4 A4
Set to send control data Set to send control data
to network number 1. to network number 2.

A 4

Execute the communications instruction.
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Appendices

A-2 Manual Setup of the CLI1W-EIP21S
Using the CX-Programmer

This section describes how to set up the CLI1W-EIP21S manually without using the CX-Programmer’s
unit setting porting assistant. It covers the setup procedures for replacing the following systems.

* Replacing a System with the CJ2 CPU Built-in EtherNet/IP Port

* Replacing a System with the CCJ1W-EIP21

* Replacing a System with the CCJ1W-ETN21

A-2-1  Setup for Replacing a System with the CJ2 CPU Built-in Ether-
Net/IP Port

This section provides the precautions and manual setup procedure for replacing the source replace-
ment system with the CCJ1W-EIP218S.

I Precaution for Differences in Setting Parameters

There are settings with different default values between the target replacement model CCI1W-EIP21S
and the source replacement EtherNet/IP Unit or built-in EtherNet/IP port.

For example, for the CLJ1W-EIP21S, a setting for using or not using FINS/UDP service is added to the
FINS/UDP settings. The default is Not use FINS/UDP service.

On the other hand, the source replacement EtherNet/IP Unit or built-in EtherNet/IP port does not have
the setting for using or not using FINS/UDP service. The default is Use FINS/UDP service.

JewwelBoid-X9 ay) Buisn S1ZdIF-MLLID 2u3 4o dnjes [enuep Z-y

|
Set Defauts ok | Cancel |

»

e

N

w

CHTW-EIP215 [Edit Parameters] Y %
o

TCP/P | Ethemet  FINS/UDP | FINS/TCP | FTP | Auto Adjust Time | Status Area | SNMP | SNMP Trap | 4| g
& Not use FINS/UDF service P
" Use FINS/UDP service -%
FINS/UUF Port IP Address Table g
i+ . . «Q
P Destination Nede... | Destination |P Addres ©
2]

0 <

o

(]

Conversion 3
C =)
C 5
f‘ :
- O
e

N

Destination IP address O
{+ )
‘@) C
r < > @
ol

5

m

5

@

z

o

%

o

o

=1

In addition to this, there are other settings that differ. Refer to 2-1 Differences in Specifications, Func-
tions, Etc. on page 2-2 for the differences in specifications and functions between the source and tar-
get replacement models. Refer to the CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No.
WA465) for details on the settings.
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I Precaution for Getting an IP Address from the BOOTP Server

Replacing the Unit with a different model means that the MAC address of the Ethernet port is different

before and after the replacement. Therefore, you need to change the settings of the BOOTP server.

In addition, to ensure the same behavior to get an IP address from the BOOTP server before and after

the replacement, make the following setting in the Unit Setup for the target replacement model CCJ1W-

EIP21S.

» Select Get IP address from the BOOTP server (1Shot) in the IP Address group in the TCP/IP Tab
Page.

| setting Up the CC1W-EIP21S

The following describes how to set up the CLI1W-EIP21S. Refer to the CX-Programmer Ver. 9.7
Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Programmer.

1 In the CX-Programmer, open the I/O table for the Unit configuration after replacement.

2 In the IO Table Dialog Box, right-click the CLJ1W-EIP21S and select Unit Setup. Or, double-

click it.
The Edit Parameters Dialog Box for the CLI11W-EIP21S opens.

CHW-EIP215 [Edit Parameters] x

TCP/IP | Bhemet | FINS/UDP | FINS/TCP | FTP | Auto Adiust Time | Status Area | SNMP | SNMP Trap | 4 [ »|

[ I Address | @ Notuse DNS

* |se the following address —f Use DNS
IP Address {0.0.0.0 | pmayoNsseve [0 .0 . 0 . 0
SwbretMask | 0 . 0 . 0 .0 | 0.0 . 0

SecondaryDNSSemeri g

Defaut Gateway | 0 . 0 . 0 . 0 Domain Name |

" Get IP address from the BOOTP server 1
" Get IP address from the BOOTP server (15hat) 1P Router Table -

[~ Broadcast - | [ Secket service - | | |IP Address | Gateway Address | Insert 1
% Al 1(4.385D) [~ High Speed |
| " Al D (4.2B5D)

~ TCP/IP keep-alive -

iD min  [0: defautt {5)]

Set Defaults OK | Cancel

3 Configure the settings in the following tab pages to match those of the source replacement

model.
* TCPIIP, Ethernet, FINS/UDP, FINS/TCP, FTP, Auto Adjust Time, Status Area, SNMP,

SNMP Trap

Note that the source replacement model does not have the settings for using or not using the
following services and, by default, you can use these services.
* FINS/TCP service
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» FINS/UDP service

Therefore, configure the settings as follows.

» Set Use FINS/TCP service in the FINS/TCP Tab Page.
» Set Use FINS/UDP service in the FINS/UDP Tab Page.

@ Additional Information

Although the following security settings are added, do not configure them at this time.
» Opening and closing the port

* |P packet filtering

Configure the settings as needed after completion of replacement.

Refer to 2-4-5 Implementing Security Measures on page 2-58 for details.

4 After this, save the PLC project data.

A-2-2  Setup for Replacing a System with the CL11W-EIP21

This section provides the precautions and manual setup procedure for replacing the source replace-
ment system with the CLJ1W-EIP21S.

JewwelBoid-X9 ay) Buisn S1ZdIF-MLLID 2u3 4o dnjes [enuep Z-y

I Precaution for Differences in Setting Parameters

There are settings with different default values between the target replacement model CCI1W-EIP21S

and the source replacement model CCI1W-EIP21.

For example, for the CLI1W-EIP21S, a setting for using or not using FINS/UDP service is added to the
FINS/UDP settings. The default is Not use FINS/UDP service.

On the other hand, the source replacement model CC11W-EIP21 does not have the setting for using or
not using FINS/UDP service. The default is Use FINS/UDP service.

CHTW-EIP21S [Edit Parameters] X

TCP/P | Bthemet FINS/UDP | FINS/TCP | FTP | Auto Adust Tme | Status Area | SNMP | SNMP Trap | 4| >

* Not use FINS/UDP service
| Use FINS/UDP senvice —

r FINS/UUP Hort r IP Address Table

& Default (3600) Destinti —

estination Mode... I Destination |P Addres Inzert
€ User defined —l
ID Delete |

—Conversion

& Auta [dynamic)

0 Autn [Static]

€ Combined

€ IF address table

12dI3-MLOD 8y yum weshs e Buioeldey Joy dnies z-z-v

r Destination IP address
& Destination |P iz changed dynamically
£ Destination |P is Mot changed dpnamical
" ETH11 compatible mode < >

TransferUnit to F'E]I TranzferPC ta Lrit] Caormpare Fiestart |
Set Defauts | ok | Cancel |

In addition to this, there are other settings that differ. Refer to 3-1 Differences in Specifications, Func-
tions, Etc. on page 3-2 for the differences in specifications and functions between the source and
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target replacement models. Refer to the CS/CJ-series EtherNet/IP Units Operation Manual (Cat. No.
WA465) for details on the settings.

I Precaution for Getting an IP Address from the BOOTP Server

Replacing the Unit with a different model means that the MAC address of the Ethernet port is different

before and after the replacement. Therefore, you need to change the settings of the BOOTP server.

In addition, to ensure the same behavior to get an IP address from the BOOTP server before and after

the replacement, make the following setting in the Unit Setup for the target replacement model CL11W-

EIP21S.

» Select Get IP address from the BOOTP server (1Shot) in the IP Address group in the TCP/IP Tab
Page.

| setting Up the CC1W-EIP21S

The following describes how to set up the CLI1W-EIP21S. Refer to the CX-Programmer Ver. 9.[7
Operation Manual (Cat. No. W446) in addition to this manual for how to operate the CX-Programmer.

1 In the CX-Programmer, open the I/O table for the Unit configuration after replacement.

2 In the 10 Table Dialog Box, right-click the CLI11W-EIP21S and select Unit Setup. Or, double-
click it.
The Edit Parameters Dialog Box for the CLI11W-EIP21S opens.

CHW-EIP215 [Edit Parameters] bid

TCP/P | Bhemet | FINS/UDP | FINS/TCP | FTP | Auto Adiust Time | Status Area | SNMP | SNMP Trap | 4| »

~IP Address | Notuse DNS

" |se the following address — Use DNS
IP Address jo.0.0. 0 Primary DNS Sever | 0 0
Sub-net Mask ] o .0 .0 .0 =

r
e
—

Secondary DNS Server 1 0

DefaultGateway | 0 . 0 . 0 . 0 Domain Name |

" Get IP address from the BOOTP server 1
" Get IP address from the BOOTP server (15hat) 1P Router Table -

[~ Broadcast - | [ Socket service - | |IP Address | Gateway Address | Insert 1
& A1 (4385D) I™ High Speed '
| ©° AID4.2B5D)

~ TCP/IP keep-alive -

10 min  [0: default {5)]

oPr] |
Set Defaits ok | Cancel ]

3 Configure the settings in the following tab pages to match those of the source replacement

model.
* TCPIIP, Ethernet, FINS/UDP, FINS/TCP, FTP, Auto Adjust Time, Status Area, SNMP,

SNMP Trap
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Note that the source replacement model does not have the settings for using or not using the
following services and, by default, you can use these services.

* FINS/TCP service

* FINS/UDP service

Therefore, configure the settings as follows.

» Set Use FINS/TCP service in the FINS/TCP Tab Page.

» Set Use FINS/UDP service in the FINS/UDP Tab Page.

@ Additional Information

Although the following security settings are added, do not configure them at this time.
» Opening and closing the port

* IP packet filtering

Configure the settings as needed after completion of replacement.

For details, refer to 3-4-6 Implementing Security Measures on page 3-24.

4 Ater this, save the PLC project data.

A-2-3  Setup for Replacing a System with the CC11W-ETN21

This section provides the manual setup procedure for replacing the source replacement system with
the CC11W-EIP21S.

Note The setting tab pages for the CJLIW-ETN21 shown here are for unit version 1.5 and in ETN21 mode. Ex-
cept for the model description, the contents of the ETN21 setting tab pages for CJ1 and CS1 are the same.
Refer to the Ethernet Units Operation Manual Construction of Networks (Cat. No. W420) for the setting tab
pages for other unit versions and modes.

I Moving the Settings from the Setting Tab Page

Move the settings from the Setting Tab Page for the CLJ1W-ETN21 to the corresponding locations in
the specified tab page for the CL11W-EIP21S as shown below.
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@ Setting Tab Page to TCP/IP Tab Page

<COM1W-ETN21> <CO1W-EIP21S>
CHW-ETN21ETNZ1Mode] [Edit Parameters] 7 X CHW-EIP21S [Edit Parameters] x
| Setting | Fins/TCP | DNS | SMTP | POP | Mal Address | Mai Send | Mal Receive | Clock Auto Adustme 4 | + Ethema| FINS/UDP | FINS/TCP | FTP | Auto Adjust Time | Status Area | SNMP | SNMP Trap | 4 [ »
- Broadcast ——— - FINS/UDP Pot— ~FINS/TCP Port —— __JCP/Pkesni 1P Address e
N

* AI1(43BSD) & Default (3600) | | ©* Default (3600) lﬂ min. [0: default (120]]‘
" AIO@42BSD) |77 Userdefined || 7 Userdefined] J

ST Addrees : ID 0 Performanceofsockasemce7| -1 IP Address 0.0 .0 .. 0 Primary DNS Server D .0 .0 _ 0
(*1)(To 0. 0.0 sl ) 1 Subet Mask 0.0.0 . 0 e

¥ Use the following address —{" Use DN§

~Conversion ——— - Baud Rate —| J | Secondary DNS Server
: T
| Subet Mask % Muto (dynamic) || = Auto P Defaul Gatewsy [ 0 0 . 0 0 Domain Name |
AT (St T TOERSET -
[0000 | Combimed e s e Get IP address from the BOOTP server
e
I~ Enable CIDR £ IP address table ™ ETN11 compatible mode f server(iShetl | —IP Router Table

|
FTP———— IPAddressTable | ~IPRouterTable — - Broadcast rSockedemce IP Address | Gateway Address | Insert |
o (™ Ai1@38sD) lr High Speed j
arwed ™| ~ mowessn) |
Golo il | TP keep-alve >
*
0. Defauk21)] Ins Del = Bl > = 0 min  [0:defaut 5] i ( 2)

Trarsferllnt to PC] || TranstePCioUni] || Compare | | soisw | Festart_| TransteilUnit o PC] | | TransfedPC o Uni] | | Compars Festat_|
Set Defauts Cancel Set Defauits | Concel |

(*1) If the IP address is all zeros, it means that the data is set in the DM Area.

Check that the data read in the DM Area is correct.

(*2) The default keep-alive value is different. Change the default value, if used, to 120 min. Enter
120.

@ Setting Tab Page to Ethernet Tab Page

<CO1W-ETN21> <CO1W-EIP21S>
CHW-ETN21(ETMN21Mode) [Edit Parameters] i x CJTW-EIP21S [Edit Parameters] x
FINS/TCP | DNS | SWTP | PGP | Mal Adcress | Mai Send | Mai Receive | Clock Auto Adiustme 4 | * TCP /1P [ Bhemet | FINS/UDP | FINSITCP | FTP | Auto Adiust Tine | Status Area | SNMP | SNMP Trap | 4 »
~Broadoast ———— ~FINS/UDP Foit — ~FINS/TCP Port—— - TCP/IP kesp-aive
& AI1(4385D) & Defauk (9600) | |  Defaut (9600) “0 min. [0:defaut (120)]
 MI0(4285D) € Userdefined | | (" Userdefined ~ Bhemet LINK Setting

ID_ ID— Performance of socket service

IP Address
5.0 .00 [l‘ High Speed ‘ | S
I : : —Conversion —— - Baud Rate —
[——

T & Auto {dynamic) @ Mo
£ Muto (Static) ¢ 10BASET
0.0 . 0.0
" Combined 1~ Destination IP is Net changed dynamically
™ Enable CIDR " IP address table " ETN11 compatible mode
~FTP—— ~IP Address Table ——— ~IP Router Table
Login I
Passwurdl
Portho. [~
10: Default(21)] Irs Del Ins Del

TransteUrnitto PC) | | TransterPCtoUni] | | Compare | | Sosw | Fiestart TrarsferlUni to PE] | | TransterPE to Uni Corpare Rlestart |
SetDefauks | Cancel Set Defauts Cancel |
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@ Setting Tab Page to FINS/UDP Tab Page

<CO1W-ETN21>

<CO1W-EIP21S>

CHW-ETN21(ETN21Meode) [Edit Parameters] 7 X

Fwsm:F| DNS | SMTP | POP | Mail Address | Mail Send | Mail Recsive | Clock Auto Adjusime 4 | ¥

~Broadcast———— -FINS/UDP Pot— [~ FINS/TCP Pot—— ~TCPAF keep-alive
= Al1(4.385D) & Defautt (9600) M(‘ Defauit (9600) ““ min. [0: defauit (120]]
" AIO(4.2BSD)  Userdefined ||C. liser defined

CITW-EIP215 [Edit Parameters] X

TCPAP | Bthemet | FINS/UDP | FINs/TCP | FTP | Auto Adiust Time | Status Area | SNMP | SNMP Trap | 4] »
1 Not use FINS/UDP service
¢ Use FINS/UDP service (*)
(EINS/UDPPot _—~ ~ | [ IP_Address Table

7
Destination Node... I Destination P Addres Insert

& Default (3500)
al | © User defined

0

Delets

- Conversion
* Auta [dpnarnic]
0 puta [Ghatic)

0 Combined
L(" IF address table

e

1P Address ID J| 0 Peformance of socket service 17‘
0.0.0.0 {I‘ High Speed
I - - —Conversion Baud Rate — |
& Auto (dynamic) ST )
r~ Subnet Mask = = 2 "
e € uto (Static)  10BASET " Destination IP is changed dynamically
Sl " Combined (™ Destination IP is Not changed dyr ly
™ Enable CIDR " P address table (™ ETN11 compatible mode )
rFP——— 1P Router Table
Login
Password
Port No ID—
[0: Defautt21)] Ins Del Ins Del

r—Destination IP address ———————————————
® Destination P 15 changed dynamically

el | © Destination IP is Mot changed dgramical

TransterlUnit 1o PE] | | TranstedPCioUnit] || Compare | | Softsw | Pestart |
Set Defauits Cancel |

£ ETH11 compatible mode < >

Transfer[Unit to PC] I Transfer{PC to Unit] Compare Fiestart
Set Defaults | Cancel

(*) The source replacement model does not have the settings for using or not using the FINS/UDP

service and, by default, you can use this service. Therefore, select the Use FINS/UDP service

Check Box.

@ Setting Tab Page to FINS/TCP Tab Page

<CO1W-ETN21>

<CO1W-EIP21S>

CHW-ETN21(ETN21Mode) [Edit Parameters] ? ).

Fwsm:F| DNS | SMTP | POP | Mail Address | Mail Send | Mail Recsive | Clock Auto Adjusime 4 | ¥

Broadcast (- FINS/UDP Port — [ FINS/TCP Port — ) - TCPAP keep-aiive
= Al1(4.385D) & Defaut (9600) | | ' Default (9600) “0 min. [0: default (120]]

" Al 0{4.2BSD) " User defined " User defined [ T

ID_ lD_ Performance of socket service

~IP Address P_
High Speed
I 0.0.0.0 rConversion Baud Rate —
- FINS/UDP Option

' Muto (dynamic) || 1= Auto
[ Subet Maskc o (Static)  108ase | | Destination IP is changed dynamicaly
0.0.0.0 ¢ Combined " Destination IP is Net changed dynamically
™ Enable CIDR £ IP address table " ETN11 compatible mode
rFTP———— P Address Table——— —IP Router Table
Login I
Password
PottNo. [T~
0: Default(21]] L‘ ﬂ Ins E‘

CIW-EIP21S [Edit Parameters] »

TCP/IP | Ethemet | FINS/UDP FTP | Auto Adiust Time | Status Area | SNMP | SNMP Trap | 4| »
& Not use FINS/TCP service
" Use FINS/TCP service (*)
CFINS/TCP Pot

TransterfUnit 1o PE] | TransteqPCioUnit] || Compare | | Softsw | Pestart |
Set Defauts Concel |

e PPl i Setin
® Detat (9600] i
e s [T Pratect by |P Address (FINS/TCPR server anly)
0
v,
~ FINS/TCP Connection Setting

Con..|  Server/Clent | Destnation|... Auto-allocat.. | keeplive A

i FINS/TCP Server 233 Valid Edi |

2 FINS/TCP Server B 240 Valid

B FINS/TCP Server B 241 Valid

It FINS/TCP Server 242 Valid

5 FINS/TCP Server 243 Valid

& FINS/TCP Server oo 244 Valid

el CIRIC /TrED Commame AR Ak st

£ >

TransfellUmltuPE]I TransferlPC to Unit] Compare Restart
SetDefats | Cancel

(*) The source replacement model does not have the settings for using or not using the FINS/TCP

service and, by default, you can use this service. Therefore, select the Use FINS/TCP service

Check Box.
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® Setting Tab Page to FTP Tab Page

<CO1W-ETN21>

<CO1W-EIP21S>

CJIW-ETN21(ETN21Mede) [Edit Parameters] ? x CITW-EIP215 [Edit Parameters] x
FINS/TCP | DNS | SMTP | POP | Mail Adcress | Mai Send | Mail Receive | Clock Auto Adustme ¢ | » TCPAP | Ethemet | FINS/UDP | rwsm:P Auto Adiust Time | Status Area | SNMP | SNMP Trap | 4] *
Broadcast ~FINS/UDP Port— —FINS/TCP Port—— ~ TCPAP keepalive———————————
' Al 1(4.3850) & Defautt (3600) | | ¥ Defaul (9600) [D min. [0: defautt (120)] ‘
" A0 (4.2BSD) £ User defined 1~ User defined @ Not Use FTP
S A = *
T 0 ID Performance of socket service —" Use FTP ( )—
| G 0 5D 5 [~ High Speed N\
—Conversion —Baud Rate — Login
~FINS/UDP Option
@ Auto {dynamic) & Mo
- Sub-net Mask € Auto (Static) C 10BASET ¥ Destination IP is changed dynamically > Password Charge
0.0.0.0 | ¢ Combined  Destination IP is Not changed dynamically Pot No. [0
™ Enable CIDR " |P address table £ ETN11 compatible mode [0: default (21)]
v
~FTP———————————— P Address Table i~ IP Router Table
Login | D
Passwordl
PottNo. [~
[0: Defaut21)] Ins Del Ins De\l

Transter[Unit ta PC] I Transter[PC ta Linit] |

Compare | | Songw | Restart TransterlUrit o PC) | | TranstedPC o Uni) | | Compar

Fiestart

Set Defauits |

Cancel Set Defauts Cancel

(*) To use FTP, select the Use FTP Check Box. Always set the login and password information. For
the CLO1W-ETN21, this is set by default as follows.

* Login: CONFIDENTIAL

» Password: Blank

Although you can leave the password blank for the CCI1W-ETN21, the password setting is required
for the CLO1W-EIP21S. Set any password. Note that, for the CL11W-EIP21S, the login name is 1 to

16 characters and the password is 8 to 16 characters in length. The entered password characters
are replaced by asterisks.

® No Settings to Move from the Setting Tab Page

For the CLJ1W-EIP218S, the following setting is not provided. The CIDR function is always enabled.
Even if CIDR is not enabled for the CLI1W-ETN21, the IP address of the CLI1W-EIP21S after re-
placement does not change.

<CO1W-ETN21>

CIIW-ETN21(ETN21Mode) [Edit Parameters] ? X
FINS/TCP| DNS | SMTP | POP | Mai Address | Mail Send | Mail Receive | Clock Auto Adiustme 1 | *
- Broadcast ~FINS/UDP Port — - FINS/TCP Port TCPAP keep-alive————————————
% Al 1(4.385D) % Defautt (9600) | | ¥ Defaut (9600) [0 min. [0: defautt (120)] ‘
" AI0(4.2B5D) " Userdefined || " User defined
T P Performance of socket service
T 0 0.0 [~ High Speed
| ) . —Conversion —Baud Rate —
e | - FINS/UDP Option
net Ma: O Auto (Static) £ 10BASET ' Destination IP is changed dynamically
0.0.0.0 ¢ combined € Destinafion IP is Not changed dynamically
( ™ Enable CIDR " IP address table " ETN11 compatible mode
FFTP———— IP Address Table IP Router Table
Login I
Password
PattNo. [
0: Defauit21)] I Dl Ins Del
TrensteriUnitta PC) | | TrarstedPCto uni] | | Compare | | Softsw | Reslart
Set Defeuits | Cancel

A-14
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No settings
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I Moving the Settings from the FINS/TCP Tab Page

Move the settings from the FINS/TCP Tab Page for the CLI1W-ETN21 to the corresponding locations
in the specified tab page for the CLO1W-EIP21S as shown below.

<CO1W-ETN21> <CO1W-EIP21S>
CHW-ETNZ1(ETN21Mode) [Edit Parameters] ? X CITW-EIP21S [Edit Parameters] X
Setting | FINS/TCP | DNS | SMTP | POP | Mail Address | Mail Send | Mail Recsive | Clock Auto Adiustme 4+ | ¥ | TCP/P | Ethemet | FINS/UDP | FINS/TCP | FTP | Auto Adiust Time | Status Ares | SNMP | SNMP Trap | 4| ¥
~ FINS/TCP Connection Setting & Nt FINS/TCP
. use service
Co.. |  Server/Chent | . v " Use FINS/TCP senvice (*)
1 Fi 235 a 2
Exii - FINS/TCP Port
2 FINS/TCP Server 240 Valid —I el ';snm ~Protection Setting
* Letault (. I

B FINS/TCP Sever  --- 201 Valid —_——— P [T Pratect by IP Addiess [FINS/TCP seiver anly] )

4 FINS/TCP Server  ---- 242 Valid

5 FINS/TCP Server  ---- 243 Valid 0

B FINS/TCP Sever 244 Valid

7 FINS/TCPServer  ---- 25 Valid [ERS ecion S

G 218 e Con..|  Sever/Ciert | Destmation ...| Atoallocat... | kespive A

9 FINS/TCP Sever  ---- 247 Valid i FINS/TCP Server 7 Valid i I

10 FINS/TCF Server 248 Valid 12 FINS/TCP Server e 240 Valid

11 FINS/TCP Server 243 Valid 3 FINS/TCP Server e 241 Valid

12 FINS/TCP Server 250 Valid > 14 FINS/TCP Server Bl 242 Valid

13 FINS/TCP Server iy 251 Valid v 5 FINS/TCP Server B 243 Valid

< > E FINS/TCP Server e 244 Valid
N el CIRIC /TrD Crname D4R Ak st
(l‘ Protec by IP Address (FINS/TCP serveraniy) } < ¥

Transterliinit ta PC] | | TransterlPC o Uni] | | Compare sotsw | | TiansterfUintta PC] | | TransterPCioUni] | | Compars Festat
Set Defaults Cancel l Set Defaults Cancel

(*) The source replacement model does not have the settings for using or not using the FINS/TCP
service and, by default, you can use this service. Therefore, select the Use FINS/TCP service Check
Box.

I Moving the Settings from the DNS Tab Page

Move the settings from the DNS Tab Page for the CLI1W-ETN21 to the corresponding locations in the
specified tab page for the CL11W-EIP21S as shown below.

@ DNS Tab Page to TCP/IP Tab Page

<CO1W-ETN21> <CO1W-EIP21S>
CITW-ETN21(ETNZ21Mode) [Edit Parameters] ? x CITW-EIP21S [Edit Parameters] .
Setting | FINS/TCP SMTP| POP | Mail Address | Mail Serd | Mail Receive | Clock Auto Adjustme + | ¥ Bhemet | FINS/UDP | FINS/TCP | FTP | Auto Adiust Time | Status Area | SNMP | SNMP Trap | < | ¥
[ DNSSeverSettng I Address & Notuse DNS
IP Address T.0.0 .0 } & Use the following address " Use DNS (X))
J | \ )
Port No g I0: Defaut(53)] IP Addre o .0 0.0 Primary DNS Server 0.0 0.0
Retry Timer 0 _,;' secs [0: Defautt(10]] Sub-net Mask . 0.0 .9 Secondry DNS Server | 0 . 0 0.0

Defautt Gateway | 0 . 0 . 0 . 0 Domain Mame |

" Get IP address from the BOOTP server
¢ Get IP address from the BOOTP server (15hot) | | Router Table

-Broadcast Socket service 1| | IP Address Gateway Address Insert
£ Al 1(4.385D) ™ High Speed ‘
A0 {4 2BSD) M
 TCP/IP keep-alive
0 min  [0: default (5)]

TratsferUrit to PC] | Transfer[PC ta Urit] Compare SaftShw | Restart I Transfer[Unit ta PC] TransterPC ta Unit] | Compare R

Set Defauls Cancel | Set Defaults | Cancel

o

start

(*) To use a DNS server, select the Use DNS Check Box.
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® No Settings to Move from the DNS Tab Page

For the CLI1W-EIP218S, the following setting is not provided. The Port No. is set to 53. The Retry
Timer is set to a fixed value.

<CO1W-ETN21> <CO1W-EIP21S>

CIW-ETN21(ETN21Mode) [Edit Parameters] ? x

Setting | FINS/TCP SMTP | POP | Mail Address | Mail Send | Mai Receive | Clack Auto Adiustme 4 | ¥
DN Server Sefting ————————————————————
P Address B.o0o.0 .0

Part No. o 0 Defaun(san]

Retry Timer 0 _,;' secs [0: Default(10)]

No settings

Transter[Unit to PC] I TransterPC to Unit] Campare SoftSw | Restart
Set Defaults Cancel

I Moving the Settings from the SMTP Tab Page

Because the C[J1W-EIP21S does not support the mail functions, you cannot move the settings from
the CO1W-ETN21’s SMTP Tab Page.

<CO1W-ETN21> <CO1W-EIP21S>
CIIW-ETN21(ETNZ1Mode) [Edit Parameters] ? X
Setting | FINS/TCP | DNS POF‘ | Mail Adcress | Mail Send | Mail Recsive | Clock Auto Adjustme + | ¢ |
- SMTP Server Setting
Designation Method & B Rddress. " Host name
P Address 0 .0 .0 .0
Host Name |
Port No. p—— [0: Defauit 25]]
Loce Ml s | No settings
I™ Use POP before SMTP

Transter[Unit ta PC] I Transter[PC ta Unit] Compare SoftSh | Fiestart
Set Defauits | Cancel

I Moving the Settings from the POP Tab Page

Because the CLI1W-EIP21S does not support the mail functions, you cannot move the settings from
the CLJ1W-ETN21’s POP Tab Page.

A-16 CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)



<CO1W-ETN21>

CITW-ETN21(ETNZ21Mode) [Edit Parameters] ? x

Seting || FINS/TCP | DNS | SMTP[ POP_]| Ml Adcress | Mail Send | Mal Receiv | Cock Auto Adusime 4| +

i POP Server Setting
Designation Method & i " Host name
IP Address 0.0 L] 0
Host Name |
Pt No P~ o Defauciton

Account Name I [Nt set: Default{Use local mail address)]
Wail Password I Change
Server Access Interval ID _l:: min. [0: Default{5)]

Transfel[UmlloF‘C]l Transfer[PC ta Urit] Compare SoftSiw | Restart I

Set Defaults Cancel |

<CO1W-EIP21S>

No settings

I Moving the Settings from the Mail Address Tab Page

Appendices

Because the CLJ1W-EIP21S does not support the mail functions, you cannot move the settings from

the CL11W-ETN21’s Mail Address Tab Page.

<CO1W-ETN21>

CITW-ETN21(ETN21Mode) [Edit Parameters] ? X

Setting | FINS/TCP | DNS | SMTP | POP | Mail Address | Mail Send | Mail Receive | Clack Auto Adiustme 4 | *
Destination Mail Address
Mail Address 1 |
Mail Address2

TransferUnit to PL] | Transfer[PC to Urit] Compare SoftShw | Restart I

Set Defautts Cancel |

<CO1W-EIP21S>

No settings

I Moving the Settings from the Mail Send Tab Page

Because the CL11W-EIP21S does not support the mail functions, you cannot move the settings from

the CLJ1W-ETN21’s Mail Send Tab Page.
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<COM1W-ETN21> <CO1W-EIP21S>
CIIW-ETN21(ETN21Mode) [Edit Parameters] ? X
Setting | FINS/TCP | DNS | SMTP | POP | Mai Adcress [Mai Send | ail Receive | Clock Auto Adustme 4 | »
Send Trigger - ™ Use send trigger
£ Soltwars Swilches 7 Set user data sendin Aea  Address
£ Speciied word change " l__| =1
N Addbss Vi epRE User's mail data address  |CI0 = | |0 =]
[co =] _13: 0 _I: F =
€ Specified bit change

HArea Address Bit Status b y data sending .
o=l = E U || @ Fledits rIoM No settings
' ETN chiangs [wher storing errors) Ll rs) € sy
= [CPU change Non fatal emor ¢ vi frea Address Size

170 memory data cio ~| |0 _ﬂj 1 _Izjl
Time Interval |1 _Ij «10mins(1 to Attached file name : l_

Destination Mail % Addiess] € Addiess? (extension)

l'ians:erUJn-tth‘L'}l Transter[PL ta Linit] Compare SaftStw |

Set Defavits |

I Moving the Settings from the Mail Receive Tab Page

Because the CLJ1W-EIP21S does not support the mail function, you cannot move the settings from
the CLJ1W-ETN21’s Mail Receive Tab Page.

<COM1W-ETN21> <CO1W-EIP21S>
CJTW-ETMN21(ETN21Mede) [Edit Parameters] ? X
Setting | FINS/TCP | DNS | SMTP | POP | Mai Address | Mail Send Uud( Auto Adjustme 1 |
~ Source Mail Address Protection
™" Protect by mall address,
Source mail |
i Attached File Received ———————————— Command Received ——————————
¥ Receive a specilied extension file only ¥ Receive a specified command only
¥ 0BJ ¥ csv ™ FileWite ™ ChangeMode
¥ STD v TXT [ FileRead ¥ EmorogRead .
oM [~ FileDelete ¥ EmorogClear NO Settlngs
[V Filelist ¥ MailogRead
™ Custom1
. e ¥ UMBackup M MaillogClear
I™" Custom2 (extension) [ PARAMBackup ¥ Test
I™ Custom3 {extension) " loMwrte ™ FinsSend
[¥ IOMRead
Transter[Urit ta PC] | Transter[PL ta Linit] Compare Soft5tw |
Set Defauits I

I Moving the Settings from the Clock Auto Adjustment Tab Page

Move the settings from the Clock Auto Adjustment Tab Page for the CC11W-ETN21 to the corre-
sponding locations in the specified tab page for the CLI1W-EIP21S as shown below.
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<CO1W-ETN21>

Appendices

<CO1W-EIP21S>

CHW-ETNZ21(ETN21Meode) [Edit Parameters] 7 X
FINS/TCP | DNS | SMTP | POP | Mai Address | Mail Send | Mail Receive | Clock Auto Adjustment | HTT 4 | »
—SNTP Server Setting

™" Dbtain clock data from SNTP Server

Auto Adusiment P ome

CITW-EIP215 [Edit Parameters] X

TCPAP | Bemet | FINS/UDP | FINS/TCP | PP [Auto Adust Tme | Status Avea | SNMP | SHMP Trep |+ 1+

% Not get the time information from the SNTP server

(" Get the time information from the SNTP server

Auto Adjust Time ID_ : ID_ ID_ fhm:s)

Server Specfication Type & [P & ddiess |P Address 0 .0 .0 0

 Host Hame Host Name I

Designation Method & |P Addiess € Host name
IP Address 0 .0 0 0
Host Name I

Port No. ID 10: Default(123)]
Retry Timer ID _J:| sec: [0 Default{10))

o I’n .o . ;
Time Lag Adjustment = Ll (h:m -12:00to +13:00)

Set Defautis

-
Port No ID [0: defauit (123)]
Retry Timer |D _,;' sec [0 default (10)]

Adiust Time (‘:* 0 P fm 120010 +1300

Transfer[Lnit to PC] | TransferPLC to Unit] Compare Restart
Set Defaults | Cancel

To use automatic clock adjustment, select the Get the time information from the SNTP server

Check Box.

I Moving the Settings from the HTTP Tab Page

Because the CLJ1W-EIP21S does not support the web functions, you cannot move the settings from

the CLJMW-ETN21’s HTTP Tab Page.

<CO1W-ETN21>

CITW-ETN21(ETNZ21Mode) [Edit Parameters] ? x
DNS | SMTP | POP | Mai Address | Mai Send | Mai Receive | Clock Auto Adustment <
HTTP Server Setting—————————————————

[# {lise WEB fnctions:
Password
Port No 0 [0- Default(80)]

Transfel[UmlloF‘C]l Transfer[PC ta Urit] Compare SoftSiw | Restart I
Set Defauits Cancel |

<CO1W-EIP21S>

No settings

I Setting for Using Socket Services (Status Area Tab Page)

To use socket services with the CL11W-EIP21S, you need to configure the following settings in the

Status Area Tab Page.

* In Layout Type, change the setting to User defined.
* In Allocation Area, register the first word of a consecutive 64 words of unused area.

CS/CJ-series Replacement Guide From EtherNet/IP and Ethernet Units to Enhanced Security Units (P152)

JewwelBoid-X9 ay) Buisn S1ZdIF-MLLID 2u3 4o dnjes [enuep Z-y

LZNLI-MLOD 8yl yuim weisAg e Buroedsy 1oy dmes ¢-z-v



Appendices

<CO1W-ETN21> <CO1W-EIP21S>
CJIW-EIP215 [Edit Parameters] X

TCPAP | Bhemet | FINSAUDP | FINS/TCP | FTP | Auto Advet Tme [Sistus Area | SMP | SNMP Treg | 4L+

[ Status Area Layout
T °
Allocation Area

No settings

TransferUrnit to PC] | Transfer[PL to Linit] Compare Restart
Set Defaults Cancel
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